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iiinnnssstttaaallllll      iiittt...
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DDDooowwwnnnllloooaaaddd      ttthhheee      cccooonnntttrrrooolllllleeerrr      aaarrrccchhhiiivvveee             iiinnntttooo      aaa      dddiiirrreeeccctttooorrryyy,,,      aaannnddd      uuunnnzzziii!      iiittt...      TTThhheee      fffiiillleeesssbigswitchcontroller.zip
iiinnn       ttthhheee       aaarrrccchhhiiivvveee      wwwiiillllll       bbbeee       eeexxxtttrrraaacccttteeeddd       iiinnntttooo       aaa       nnneeewww       sssuuubbbdddiiirrreeeccctttooorrryyy       cccaaalllllleeeddd      bigswitchcontroller-VERSION
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AAAssssssuuummmiiinnnggg      yyyooouuu      hhhaaavvveee      cccooonnnfffiiiggguuurrreeeddd      yyyooouuurrr      VVVMMMwwwaaarrreee      EEESSSXXXiii      hhhooosssttt             wwwiiittthhh      aaa      vvviiirrrtttuuuaaalll      nnneeetttwwwooorrrkkk      cccaaalllllleeeddd      my.esx.host My
,,,      aaannnddd      ttthhhaaattt      yyyooouuu      cccaaannn      llloooggg      iiinnntttooo      ttthhheee      hhhooosssttt      aaasss       ,,,      rrruuunnn             aaasss      fffooollllllooowwwsss:::Control Network root ovftool

http://www.vmware.com/products/vsphere-hypervisor/
http://communities.vmware.com/community/vmtn/vsphere/automationtools/ovf
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$ ovftool --name=bigswitchcontroller1 --net:bridged="My Control
Network" bigswitchcontroller.vmx vi://root@my.esx.host
Opening VMX source: bigswitchcontroller.vmx
Opening VI target: vi://root@my.esx.host/
Deploying to VI: vi://root@my.esx.host/
Disk Transfer Completed                    
Completed successfully

TTThhhiiisss       wwwiiillllll       tttrrraaannnsssfffeeerrr       ttthhheee       cccooonnntttrrrooolllllleeerrr       vvviiirrrtttuuuaaalll       dddiiissskkk       iiimmmaaagggeee       tttooo       ttthhheee       EEESSSXXXiii       hhhooosssttt       aaannnddd       cccrrreeeaaattteee       aaa       nnneeewww       VVVMMM       nnnaaammmeeeddd      
...bigswitchcontroller1

IIIfff      yyyooouuu      dddooonnn'''ttt      rrreeemmmeeemmmbbbeeerrr      ttthhheee      nnnaaammmeee      ooofff      yyyooouuurrr      vvviiirrrtttuuuaaalll      nnneeetttwwwooorrrkkk,,,      rrruuunnn      ttthhheee      sssaaammmeee             cccooommmmmmaaannnddd      wwwiiittthhhooouuuttt      ttthhheee      ovftool
      ooo!tttiiiooonnn      tttooo      ssseeeeee      aaa      llliiisssttt      ooofff      aaallllll      nnneeetttwwwooorrrkkksss      ooonnn      ttthhheee      EEESSSXXXiii      hhhooosssttt      (((tttaaarrrgggeeettt))):::--net

$ ovftool bigswitchcontroller.vmx vi://root@my.esx.host
Opening VMX source: bigswitchcontroller.vmx
Opening VI target: vi://root@my.esx.host/
Error: No network mapping specified
OVF networks:
  bridged
Target networks:
  My Control Network
  Some Other Network

AAAfffttteeerrr      yyyooouuu      fffiiinnniiissshhh      tttrrraaannnsssfffeeerrrrrriiinnnggg      ttthhheee      vvviiirrrtttuuuaaalll      dddiiissskkk      iiimmmaaagggeee      aaannnddd      cccrrreeeaaatttiiinnnggg      ttthhheee      VVVMMM,,,      ooo!eeennn      vvvSSS!hhheeerrreee      CCCllliiieeennnttt      aaannnddd      lllooocccaaattteee
ttthhheee      cccooonnntttrrrooolllllleeerrr      VVVMMM      iiinnn      ttthhheee      iiinnnvvveeennntttooorrryyy...      PPPooowwweeerrr      ooonnn      ttthhheee      cccooonnntttrrrooolllllleeerrr      VVVMMM,,,      aaannnddd      ssswwwiiitttccchhh      tttooo      ttthhheee      CCCooonnnsssooollleee      tttaaabbb      tttooo      aaacccccceeessssss
ttthhheee      VVVMMM      cccooonnnsssooollleee...

111...333...      AAAlllttteeerrrnnnaaatttiiivvveee      VVVMMM      ppplllaaatttfffooorrrmmmsss
TTThhhiiisss       ssseeeccctttiiiooonnn      cccooonnntttaaaiiinnnsss       tttiii!sss       fffooorrr       rrruuunnnnnniiinnnggg       ttthhheee      cccooonnntttrrrooolllllleeerrr      ooonnn      aaannn      aaalllttteeerrrnnnaaatttiiivvveee      VVVMMM      !lllaaatttfffooorrrmmm,,,       fffooorrr      uuussseeerrrsss      wwwhhhooo      aaarrreee
eeexxx!eeerrrttt      iiinnn      ooonnneee      ooofff      ttthhheeessseee      !lllaaatttfffooorrrmmmsss...      IIIfff      yyyooouuu      aaarrreee      uuusssiiinnnggg      VVVMMMwwwaaarrreee      EEESSSXXXiii,,,      ssskkkiii!      tttooo       IIInnniiitttiiiaaalll      bbbrrriiinnnggguuu!      aaannnddd      sssaaannniiitttyyy      ccchhheeeccckkk
bbbeeelllooowww...

111...333...111...      KKKVVVMMM      (((llliiibbbvvviiirrrttt      aaannnddd      vvviiirrrttt-‐-‐-mmmaaannnaaagggeeerrr)))
FFFiiirrrsssttt      uuussseee      yyyooouuurrr      LLLiiinnnuuuxxx      dddiiissstttrrriiibbbuuutttiiiooonnn'''sss      tttoooooolllsss      fffooorrr      ssseeettttttiiinnnggg      uuu!      aaa      bbbrrriiidddgggeee       iiinnnttteeerrrfffaaaccceee      ooonnn      ttthhheee      hhhooosssttt;;;      ttthhheeessseee       iiinnnssstttrrruuuccctttiiiooonnnsss
aaassssssuuummmeee      ttthhhaaattt      aaa      bbbrrriiidddgggeee             eeexxxiiissstttsss      wwwiiittthhh      ttthhheee      cccooorrrrrreeecccttt      !hhhyyysssiiicccaaalll      nnneeetttwwwooorrrkkk      iiinnnttteeerrrfffaaaccceee      eeennnssslllaaavvveeeddd...      TTTooo      cccrrreeeaaattteee      bbbrrriiidddgggeee      br0

       ooonnn       aaannn       UUUbbbuuunnntttuuu       ooorrr       DDDeeebbbiiiaaannn       ssseeerrrvvveeerrr       wwwiiittthhh       !hhhyyysssiiicccaaalll       iiinnnttteeerrrfffaaaccceee       ,,,       mmmooodddiiifffyyy      br0 eth0
,,,      rrreee!lllaaaccciiinnnggg      ttthhheee             cccooonnnfffiiiggguuurrraaatttiiiooonnn      wwwiiittthhh      sssooommmeeettthhhiiinnnggg      llliiikkkeee:::/etc/network/interfaces eth0

# remove the existing eth0 interface
auto br0
iface br0 inet static
# copy your existing address, netmask, gateway here
bridge_ports eth0



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      555      ooofff      777777

aaannnddd      ttthhheeennn      rrruuunnn             tttooo      aaa!!lllyyy      ttthhheee      ccchhhaaannngggeeesss...      NNNooottteee      ttthhhiiisss      wwwiiillllll      nnnoootttsudo /etc/init.d/networking restart
wwwooorrrkkk      iiifff      ttthhheee      aaaddddddrrreeessssss      iiinnnfffooo      iiisss      !rrreeessseeennnttt      ooonnn      bbbooottthhh      eeettthhh000      aaannnddd      bbbrrr000...      TTThhhiiisss      cccaaannn      aaalllsssooo      wwwooorrrkkk      wwwiiittthhh      dddhhhccc!...

YYYooouuu      mmmaaayyy      nnneeeeeeddd      tttooo      iiinnnssstttaaallllll      vvviiirrrtttiiinnnsssttt      tttoooooolllsss:::

$ sudo apt-get install virtinst

TTTooo      cccrrreeeaaattteee      ttthhheee      cccooonnntttrrrooolllllleeerrr      VVVMMM,,,      rrruuunnn      ttthhheee      fffooollllllooowwwiiinnnggg      cccooommmmmmaaannndddsss      (((sssuuubbbssstttiiitttuuutttiiinnnggg      vvveeerrrsssiiiooonnn      fffooorrr      sssooommmeee      iiidddeeennntttiiifffiiieeerrr      ttthhhaaattt
kkkeeeeee!sss      VVVMMM      dddiiissskkk      iiimmmaaagggeeesss      aaannnddd      dddooommmaaaiiinnn      dddeeefffiiinnniiitttiiiooonnnsss      ssseee!aaarrraaattteee)))...      IIIttt      iiisss      iiimmm!ooorrrtttaaannnttt      tttooo      mmmaaakkkeee      sssuuurrreee      yyyooouuu      dddooo      nnnooottt      uuussseee      ttthhheee
sssaaammmeee      nnnaaammmeee      fffooorrr      ttthhheeessseee      iiimmmaaagggeeesss:::      dddoooiiinnnggg      sssooo      cccaaannn      llleeeaaaddd      tttooo      mmmuuullltttiii!llleee      VVVMMMsss      ssshhhaaarrriiinnnggg      aaa      sssiiinnngggllleee      dddiiissskkk      iiimmmaaagggeee,,,      aaannnddd      ttthhhaaattt      wwwiiillllll
llleeeaaaddd      tttooo      dddiiissskkk      cccooorrrrrruuu!tttiiiooonnn...

$ sudo cp bigswitchcontroller.vmdk
/var/lib/libvirt/images/bigswitchcontroller-<version>.vmdk
$ sudo virt-install --connect qemu:///system --virt-type kvm \
  --import --noautoconsole --name bigswitchcontroller-<version>
--ram 1024 \
  --network bridge=br0,model=virtio \
  --disk
path=/var/lib/libvirt/images/bigswitchcontroller-<version>.vmdk,format=vmdk

IIIfff       yyyooouuu       gggeeettt       aaannn      eeerrrrrrooorrr      mmmeeessssssaaagggeee       ,,,       ccchhheeeccckkk       ttthhhaaattt       ttthhheee       kkkeeerrrnnneeellldoes not support domain type 'kvm'
mmmoooddduuullleeesss       aaarrreee       llloooaaadddeeeddd       bbbyyy       rrruuunnnnnniiinnnggg       ...       YYYooouuu       ssshhhooouuulllddd       ssseeeeee       aaattt       llleeeaaasssttt              aaannnddd       ooonnneee       ooofff      lsmod | grep kvm kvm

      ooorrr             dddeee!eeennndddiiinnnggg      ooonnn      ttthhheee      hhhooosssttt      CCCPPPUUU...kvm_intel kvm_amd

IIIfff       yyyooouuu      aaarrreee       ssseeettttttiiinnnggg      uuu!      KKKVVVMMM      ooonnn      aaa      mmmaaaccchhhiiinnneee       fffooorrr       ttthhheee       fffiiirrrsssttt       tttiiimmmeee,,,      mmmaaakkkeee       sssuuurrreee       ttthhheee      CCCPPPUUU       sssuuu!!ooorrrtttsss       vvviiirrrtttuuuaaallliiizzzaaatttiiiooonnn
eeexxxttteeennnsssiiiooonnnsss      aaannnddd      ttthhhaaattt      ttthhheeeyyy      aaarrreee      eeennnaaabbbllleeeddd      iiinnn      ttthhheee      BBBIIIOOOSSS...      MMMaaannnyyy      mmmaaaccchhhiiinnneeesss      ooollldddeeerrr      ttthhhaaannn      222000000777      dddooo      nnnooottt      sssuuu!!ooorrrttt      KKKVVVMMM...

SSSeeeeee      ttthhheee             fffooorrr      tttrrrooouuubbbllleeessshhhooooootttiiinnnggg      tttiii!sss...KKKVVVMMM      FFFAAAQQQ

111...333...222...      KKKVVVMMM      (((PPPrrroooxxxmmmoooxxx      VVVEEE)))
CCCooo!yyy      bbbiiigggssswwwiiitttccchhhcccooonnntttrrrooolllllleeerrr...vvvmmmdddkkk       tttooo       ttthhheee      PPPrrroooxxxmmmoooxxx      hhhooosssttt,,,       aaannnddd       llloooggg       iiinnntttooo       ttthhheee      hhhooosssttt      aaasss       rrroooooottt      vvviiiaaa      SSSSSSHHH...      CCChhhoooooossseee      aaannn
uuunnnuuussseeeddd      VVVMMMIIIDDD      aaannnddd      MMMAAACCC      aaaddddddrrreeessssss      fffooorrr      ttthhheee      cccooonnntttrrrooolllllleeerrr      VVVMMM...      OOOnnn      ttthhheee      hhhooosssttt,,,      rrruuunnn:::

# mkdir -p /var/lib/vz/images/VMID
# cp bigswitchcontroller.vmdk /var/lib/vz/images/VMID/
# qm create VMID --name bigswitchcontroller --onboot yes \
  --memory 1024 --ostype l26 --vlan0 virtio=MAC --bootdisk ide0 \
  --ide0 local:VMID/bigswitchcontroller.vmdk

BBBeee      sssuuurrreee      tttooo      sssuuubbbssstttiiitttuuuttteee      yyyooouuurrr      ccchhhooossseeennn      vvvaaallluuueeesss      fffooorrr      VVVMMMIIIDDD      aaannnddd      MMMAAACCC      aaabbbooovvveee...

111...333...333...      VVVMMMwwwaaarrreee      WWWooorrrkkkssstttaaatttiiiooonnn,,,      FFFuuusssiiiooonnn,,,      ooorrr      PPPlllaaayyyeeerrr
TTThhheee      cccooonnntttrrrooolllllleeerrr      aaarrrccchhhiiivvveee      iiinnncccllluuudddeeesss      aaa      cccooonnnfffiiiggguuurrraaatttiiiooonnn      fffiiillleee             ttthhhaaattt      cccaaannn      bbbeee      ooo!eeennneeedddbigswitchcontroller.vmx
dddiiirrreeeccctttlllyyy      iiinnn      VVVMMMwwwaaarrreee      WWWooorrrkkksssaaatttiiiooonnn,,,      FFFuuusssiiiooonnn      ooorrr      PPPlllaaayyyeeerrr...

http://www.linux-kvm.org/page/FAQ


.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      666      ooofff      777777

111...333...444...      MMMiiicccrrrooosssooofffttt      HHHyyypppeeerrr-‐-‐-VVV
CCCooonnnvvveeerrrttt      bbbiiigggssswwwiiitttccchhhcccooonnntttrrrooolllllleeerrr...vvvmmmdddkkk      tttooo      VVVHHHDDD      fffooorrrmmmaaattt      uuusssiiinnnggg      MMMiiicccrrrooosssooofffttt      SSSyyysssttteeemmm      CCCeeennnttteeerrr      VVViiirrrtttuuuaaalll      MMMaaaccchhhiiinnneee      MMMaaannnaaagggeeerrr
ooorrr      aaa      ttthhhiiirrrddd-‐-‐-!aaarrrtttyyy      tttoooooolll      sssuuuccchhh      aaasss       ...WWWiiinnnIIImmmaaagggeee

UUUsssiiinnnggg      ttthhheee      HHHyyy!eeerrr-‐-‐-VVV      MMMaaannnaaagggeeerrr,,,      cccrrreeeaaattteee      aaa      nnneeewww      vvviiirrrtttuuuaaalll      mmmaaaccchhhiiinnneee...      IIInnn      ttthhheee      ssseeetttuuu!      wwwiiizzzaaarrrddd,,,      ssseeettt      ttthhheee      RRRAAAMMM      sssiiizzzeee      tttooo      111000222444
MMMBBB...      AAAttttttaaaccchhh      ttthhheee      vvviiirrrtttuuuaaalll      hhhaaarrrddd      dddiiissskkk      tttooo      ttthhheee      cccooonnnvvveeerrrttteeeddd      VVVHHHDDD      iiimmmaaagggeee...      LLLeeeaaavvveee      ooottthhheeerrr      ssseeettttttiiinnngggsss      uuunnnccchhhaaannngggeeeddd...      WWWhhheeennn      ttthhheee
wwwiiizzzaaarrrddd       cccooommm!llleeettteeesss,,,       rrreeemmmooovvveee       ttthhheee       eeexxxiiissstttiiinnnggg       nnneeetttwwwooorrrkkk       aaadddaaa!ttteeerrr       (((iiifff       aaannnyyy)))       aaannnddd       cccrrreeeaaattteee       aaa       nnneeewww       """LLLeeegggaaacccyyy       NNNeeetttwwwooorrrkkk
AAAdddaaa!ttteeerrr"""       (((BBBiiiggg       SSSwwwiiitttccchhh       CCCooonnntttrrrooolllllleeerrr       dddoooeeesss       nnnooottt       cccuuurrrrrreeennntttlllyyy       iiinnncccllluuudddeee       HHHyyy!eeerrr-‐-‐-VVV       aaa       dddrrriiivvveeerrr       fffooorrr       ttthhheee       nnnooorrrmmmaaalll       HHHyyy!eeerrr-‐-‐-VVV
nnneeetttwwwooorrrkkk      aaadddaaa!ttteeerrr)))...

111...444...      IIInnniiitttiiiaaalll      bbbrrriiinnnggguuuppp      aaannnddd      ccchhheeeccckkk
TTThhheee      fffiiirrrsssttt      tttiiimmmeee      yyyooouuu      bbboooooottt      BBBiiiggg      SSSwwwiiitttccchhh      CCCooonnntttrrrooolllllleeerrr,,,      llloooggg      iiinnn      aaasss      uuussseeerrr             ooonnn      ttthhheee      mmmaaaiiinnn      cccooonnnsssooollleee      (((nnnooo      !aaasssssswwwooorrrddd      iiisssadmin
rrreeeqqquuuiiirrreeeddd)))...       YYYooouuu       wwwiiillllll       bbbeee       !rrrooommm!ttteeeddd       tttooo       ssseeettt       ttthhheee              lllooogggiiinnn       !aaasssssswwwooorrrddd       aaannnddd       cccooonnnfffiiiggguuurrreee       ttthhheee       mmmaaannnaaagggeeemmmeeennntttadmin
nnneeetttwwwooorrrkkk      iiinnnttteeerrrfffaaaccceee      (((eeettthhh000)))      aaasss      wwweeellllll      aaasss      cccooonnnfffiiiggguuurrreee      ttthhheee      tttiiimmmeeezzzooonnneee      aaannnddd      ooottthhheeerrr      ooo!tttiiiooonnnsss...      FFFooorrr      eeexxxaaammm!llleee:::

NNNooowww      llloooggg      iiinnn      aaasss      uuussseeerrr             aaannnddd      rrruuunnn      sssooommmeee      cccooommmmmmaaannndddsss      tttooo      ccchhheeeccckkk      ttthhheee      sssyyysssttteeemmm      iiisss      uuu!      aaannnddd      rrruuunnnnnniiinnnggg...      FFFooorrr      eeexxxaaammm!llleee:::admin

192.168.2.129> show version
Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
192.168.2.129> show interfaces
eth0      Link encap:Ethernet  HWaddr 52:54:00:25:e3:9b
inet addr:192.168.2.129  Bcast:192.168.2.255  Mask:255.255.255.0
inet6 addr: fe80::5054:ff:fe25:e39b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
RX packets:218435 errors:0 dropped:0 overruns:0 frame:0
TX packets:136260 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:34582552 (34.5 MB)  TX bytes:27675992 (27.6 MB)

http://www.winimage.com/


.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      777      ooofff      777777

lo        Link encap:Local Loopback
inet addr:127.0.0.1  Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING  MTU:16436  Metric:1
RX packets:1614375 errors:0 dropped:0 overruns:0 frame:0
TX packets:1614375 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:457096230 (457.0 MB)  TX bytes:457096230 (457.0 MB)

192.168.2.129> show switch
Switch DPID             Alias         Active Last Connect Time  
IP Address    Socket Address       Max Packets Max Tables
-----------------------|-------------|------|-------------------|-------------|--------------------|-----------|---------- 00:00:00:00:00:32:90:01
pronto-3290   False  2011-03-28 15:24:52 192.168.2.31 
/192.168.2.31:33083  256         3         
00:00:00:00:00:37:80:01 pronto-3780   True   2011-03-28 15:24:51
192.168.2.32  /192.168.2.32:47260  256         3         
00:00:00:00:00:73:28:02 netgear-1     True   2011-03-28 15:24:52
192.168.2.28  /192.168.2.28:40924  256         3         
00:00:00:00:00:73:52:01 netgear-2     True   2011-03-28 15:24:51
192.168.2.52  /192.168.2.52:57690  256         3         
00:00:00:00:00:d0:d0:03 wireless-ap-1 True   2011-03-28 15:24:56
192.168.2.34  /192.168.2.34:57244  256         2         
00:00:00:00:00:d0:d0:05 wireless-ap-2 True   2011-03-28 15:24:56
192.168.2.35  /192.168.2.35:54597  256         2         
00:00:00:30:48:f9:cd:0b vswitch       True   2011-03-28 15:24:53
192.168.2.152 /192.168.2.152:44946 256         2         
00:0a:00:21:f7:de:e9:00 hp-5400       True   2011-03-28 15:25:10
192.168.2.102 /192.168.2.102:62122 256         2         
00:0a:00:24:a8:c4:69:00 hp-6600       True   2011-03-28 15:25:10
192.168.2.101 /192.168.2.101:43138 256         2         

192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 desc
Switch  Serial #   Vendor  Make                                 
Model      SW Version
-------|----------|-------|-------------------------------------|----------|---------- hp-6600
CN9202M063 HP-Labs HP Procurve 5400zl/3500yl/6600 series
hp6600-101 2.02v     

192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 flow
Switch  Bytes Packets Dur(s) Cookie  In Port Src MAC           Dst
MAC           Ether Type Src IP         Dst IP         Protocol
Src Port Dst Port
-------|-----|-------|------|-------|-------|-----------------|-----------------|----------|--------------|--------------|--------|--------|-------- hp-6600
102   1       3      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:02:5a:11 ip(2048)   199.59.148.139 192.168.10.237 *      
*        *       
hp-6600 0     0       4      lswitch 43 (19) c4:2c:03:02:5a:11
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00:11:43:d8:7a:62 arp(2054)  192.168.10.237 192.168.10.1   *      
*        *       
hp-6600 78    220007  6952   lswitch 29 (5)  00:11:43:d8:7a:62
10:9a:dd:4b:c4:dd ip(2048)   192.168.2.152  192.168.10.248 *      
*        *       
hp-6600 0     1       1      lswitch 43 (19) 10:9a:dd:4b:e5:cb
00:11:43:d8:7a:62 ip(2048)   192.168.10.242 98.136.48.221  *      



.
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*        *       

111...555...      !ooonnnnnneeeccctttiiinnnggg      yyyooouuurrr      ssswwwiiitttccchhheeesss      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr
TTThhheee      OOO!eeennnFFFlllooowww      cccooonnnnnneeeccctttiiiooonnn      bbbeeetttwwweeeeeennn      aaa      ssswwwiiitttccchhh      aaannnddd      ttthhheee      BBBiiiggg      SSSwwwiiitttccchhh      CCCooonnntttrrrooolllllleeerrr      iiisss      iiinnniiitttiiiaaattteeeddd      bbbyyy      ttthhheee      ssswwwiiitttccchhh...      TTThhheee
ssswwwiiitttccchhh       cccooonnnfffiiiggguuurrraaatttiiiooonnn       sssttteee!sss      wwwiiillllll       vvvaaarrryyy       bbbaaassseeeddd      ooonnn       ttthhheee       tttyyy!eee      ooofff       ssswwwiiitttccchhh       -‐-‐-       eeesssssseeennntttiiiaaallllllyyy,,,       ttthhheee       ssswwwiiitttccchhh      nnneeeeeedddsss       tttooo       bbbeee
cccooonnnfffiiiggguuurrreeeddd       wwwiiittthhh       ttthhheee       IIIPPP       aaaddddddrrreeessssss       ooofff       ttthhheee       BBBiiiggg       SSSwwwiiitttccchhh       CCCooonnntttrrrooolllllleeerrr       aaannnddd       ttthhheee       !ooorrrttt       (((666666333333)))       ttthhhaaattt       ttthhheee       OOO!eeennnFFFlllooowww
dddaaaeeemmmooonnn      iiisss      llliiisssttteeennniiinnnggg      tttooo      ooonnn      ttthhheee      cccooonnntttrrrooolllllleeerrr...

111...666...      UUUpppgggrrraaadddiiinnnggg      aaannn      eeexxxiiissstttiiinnnggg      cccooonnntttrrrooolllllleeerrr
BBBeeegggiiinnnnnniiinnnggg      wwwiiittthhh      vvveeerrrsssiiiooonnn      222000111111...000333...222888      ooofff      BBBiiiggg      SSSwwwiiitttccchhh      CCCooonnntttrrrooolllllleeerrr,,,      ttthhheee      vvviiirrrtttuuuaaalll      dddiiissskkk      hhhaaasss      rrroooooommm      fffooorrr      tttwwwooo      cccooommm!llleeettteee
iiinnnssstttaaallllllaaatttiiiooonnnsss      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr      sssoooffftttwwwaaarrreee,,,      iiinnn      ssseee!aaarrraaattteee      !aaarrrtttiiitttiiiooonnnsss...      IIInnniiitttiiiaaallllllyyy      !aaarrrtttiiitttiiiooonnn      111      cccooonnntttaaaiiinnnsss      ttthhheee      cccooonnntttrrrooolllllleeerrr
sssoooffftttwwwaaarrreee      aaannnddd      !aaarrrtttiiitttiiiooonnn      222      iiisss      eeemmm!tttyyy...      YYYooouuu      cccaaannn      iiinnnssstttaaallllll      aaa      nnneeewww      rrreeellleeeaaassseee      iiinnntttooo      ttthhheee      uuunnnuuussseeeddd      !aaarrrtttiiitttiiiooonnn      ooofff      aaannn      eeexxxiiissstttiiinnnggg
cccooonnntttrrrooolllllleeerrr      rrraaattthhheeerrr      ttthhhaaannn      iiinnnssstttaaalllllliiinnnggg      aaa      nnneeewww      vvviiirrrtttuuuaaalll      mmmaaaccchhhiiinnneee      fffrrrooommm      ssscccrrraaatttccchhh...

TTThhheee      BBBiiiggg      SSSwwwiiitttccchhh      CCCooonnntttrrrooolllllleeerrr      uuu!gggrrraaadddeee      fffeeeaaatttuuurrreee

rrreeeddduuuccceeesss      ttthhheee      nnneeeeeeddd      tttooo      iiinnnttteeerrraaacccttt      wwwiiittthhh      ttthhheee      vvviiirrrtttuuuaaalll      mmmaaaccchhhiiinnneee      !lllaaatttfffooorrrmmm      cccooonnnfffiiiggguuurrraaatttiiiooonnn      iiinnnttteeerrrfffaaaccceee,,,      wwwhhhiiiccchhh      mmmaaayyy
bbbeee      aaacccccceeessssssiiibbbllleee      ooonnnlllyyy      bbbyyy      aaa      ssseee!aaarrraaattteee      aaadddmmmiiinnniiissstttrrraaatttiiivvveee      ssstttaaaffffff
mmmiiigggrrraaattteeesss      fffiiirrrsssttt-‐-‐-tttiiimmmeee      ssseeetttuuu!      !aaarrraaammmeeettteeerrrsss      tttooo      ttthhheee      nnneeewww      iiinnnssstttaaallllllaaatttiiiooonnn:::      nnneeetttwwwooorrrkkk      iiinnnttteeerrrfffaaaccceee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      (((IIIPPP
aaaddddddrrreeessssss,,,      gggaaattteeewwwaaayyy,,,      eeetttccc...))),,,      aaadddmmmiiinnn      uuussseeerrr      !aaasssssswwwooorrrddd,,,      hhhooossstttnnnaaammmeee,,,      NNNTTTPPP      ssseeerrrvvveeerrr,,,      tttiiimmmeee      zzzooonnneee,,,      SSSSSSHHH      hhhooosssttt      kkkeeeyyysss
mmmiiinnniiimmmiiizzzeeesss       dddooowwwnnntttiiimmmeee       bbbyyy       !eeerrrfffooorrrmmmiiinnnggg       mmmooosssttt       ooofff       ttthhheee       uuu!gggrrraaadddeee       sssttteee!sss       iiinnn       ttthhheee       bbbaaaccckkkgggrrrooouuunnnddd       wwwhhhiiillleee       ttthhheee
cccooonnntttrrrooolllllleeerrr      cccooonnntttiiinnnuuueeesss      tttooo      wwwooorrrkkk      nnnooorrrmmmaaallllllyyy;;;      ttthhheee      fffiiinnnaaalll      rrreeebbboooooottt      sssttteee!      uuusssuuuaaallllllyyy      tttaaakkkeeesss      llleeessssss      ttthhhaaannn      aaa      mmmiiinnnuuuttteee
kkkeeeeee!sss      ttthhheee      !rrreeevvviiiooouuusss       iiinnnssstttaaallllllaaatttiiiooonnn      aaavvvaaaiiilllaaabbbllleee      aaasss      aaa       fffaaaiiilll-‐-‐-sssaaafffeee       (((cccooonnntttaaacccttt      BBBiiiggg      SSSwwwiiitttccchhh      sssuuu!!ooorrrttt       fffooorrr      aaassssssiiissstttaaannnccceee
wwwiiittthhh      rrrooolllllliiinnnggg      bbbaaaccckkk      tttooo      aaa      !rrreeevvviiiooouuusss      iiinnnssstttaaallllllaaatttiiiooonnn)))

111...666...111...      EEExxxpppooorrrtttiiinnnggg      cccooonnnfffiiiggguuurrraaatttiiiooonnn      dddaaatttaaa
TTThhheee      uuu!gggrrraaadddeee      !rrroooccceeessssss      dddoooeeesss      nnnooottt      mmmiiigggrrraaattteee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      dddaaatttaaa      fffrrrooommm      ttthhheee      eeexxxiiissstttiiinnnggg      iiinnnssstttaaallllllaaatttiiiooonnn      tttooo      ttthhheee      nnneeewww      ooonnneee,,,
eeexxxccceee!ttt      fffooorrr      ttthhheee      fffiiirrrsssttt-‐-‐-tttiiimmmeee      ssseeetttuuu!      !aaarrraaammmeeettteeerrrsss      llliiisssttteeeddd      aaabbbooovvveee...      TTThhheeerrreeefffooorrreee      wwwhhheeettthhheeerrr      yyyooouuu      uuussseee      ttthhheee      uuu!gggrrraaadddeee      fffeeeaaatttuuurrreee
ooorrr      rrreeeiiinnnssstttaaallllll      ttthhheee      cccooonnntttrrrooolllllleeerrr      fffrrrooommm      ssscccrrraaatttccchhh,,,      iiifff      yyyooouuu      wwwaaannnttt      tttooo      !rrreeessseeerrrvvveee      ttthhheee      cccooonnntttrrrooolllllleeerrr'''sss      cccooonnnfffiiiggguuurrraaatttiiiooonnn,,,      yyyooouuu      mmmuuusssttt
eeexxx!ooorrrttt      aaannnddd      ssstttooorrreee      iiittt      eeelllssseeewwwhhheeerrreee      !rrriiiooorrr      tttooo      ttthhheee      uuu!gggrrraaadddeee      aaannnddd      rrreeeaaa!!lllyyy      ttthhheee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      aaafffttteeerrrwwwaaarrrdddsss...

CCCuuurrrrrreeennntttlllyyy      ttthhheee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      dddaaatttaaa      yyyooouuu      mmmaaayyy      wwwaaannnttt      tttooo      sssaaavvveee      iiinnncccllluuudddeee      ssstttaaatttiiiccc      ffflllooowww      tttaaabbbllleee      eeennntttrrryyy      dddeeefffiiinnniiitttiiiooonnnsss,,,      ssswwwiiitttccchhh
aaallliiiaaassseeesss      aaannnddd      hhhooosssttt      aaallliiiaaassseeesss...      TTTooo      dddiiisss!lllaaayyy      ooorrr      eeexxx!ooorrrttt      ttthhhiiisss      cccooonnnfffiiiggguuurrraaatttiiiooonnn      dddaaatttaaa,,,      rrruuunnn      ttthhheee      show running-config
cccooommmmmmaaannnddd...      TTThhhiiisss      ooouuuttt!uuuttt      ssshhhooouuulllddd      bbbeee      sssaaavvveeeddd      iiinnn      aaa      fffiiillleee      ooouuutttsssiiidddeee      ttthhheee      cccooonnntttrrrooolllllleeerrr...



.
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192.168.2.129# show running-config
!
! Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
!
!
switch 00:00:00:00:00:00:00:01
  flow-entry deny-h11-h31
    active True
    ether-type 2048
    src-ip 10.0.0.11
    dst-ip 10.0.0.31
!
switch 00:00:00:00:00:00:00:02
!
switch 00:00:00:00:00:00:00:03

111...666...222...      PPPeeerrrfffooorrrmmmiiinnnggg      ttthhheee      uuupppgggrrraaadddeee
(((llloooggg       iiinnn       aaasss       aaadddmmmiiinnn;;;       ssstttaaassshhh       aaawwwaaayyy       cccuuurrrrrreeennnttt       rrruuunnnnnniiinnnggg-‐-‐-cccooonnnfffiiiggg;;;       dddeeebbbuuuggg       bbbaaassshhh;;;       sssccc!       ooorrr       wwwgggeeettt
bbbiiigggssswwwiiitttccchhhcccooonnntttrrrooolllllleeerrr-‐-‐-uuu!gggrrraaadddeee...!kkkggg;;;      sssuuudddooo      uuu!gggrrraaadddeeebbbsssccc      bbbiiigggssswwwiiitttccchhhcccooonnntttrrrooolllllleeerrr-‐-‐-uuu!gggrrraaadddeee...!kkkggg;;;      lllooooookkk      fffooorrr      """sssuuucccccceeessssssfffuuullllllyyy
iiinnnssstttaaalllllleeeddd"""      mmmeeessssssaaagggeee;;;      sssuuudddooo      rrreeebbboooooottt)))

111...666...333...      TTTrrrooouuubbbllleeessshhhooooootttiiinnnggg
(((dddeeebbbuuuggg      uuusssiiinnnggg      ttthhheee      vvvmmm      cccooonnnsssooollleee      iiifff      ttthhheee      cccooonnntttrrrooolllllleeerrr      iiisss      uuunnnrrreeeaaaccchhhaaabbbllleee      aaafffttteeerrr      rrreeebbbooooootttiiinnnggg)))

111...666...444...      RRReeessstttooorrriiinnnggg      cccooonnnfffiiiggguuurrraaatttiiiooonnn      dddaaatttaaa
OOOnnnccceee      ttthhheee      nnneeewww      cccooonnntttrrrooolllllleeerrr      iiisss      uuu!      aaannnddd      rrruuunnnnnniiinnnggg,,,      uuussseee      ttthhheee      cccooo!yyy      cccooommmmmmaaannnddd      wwwiiittthhh      aaa      UUURRRLLL      aaarrrggguuummmeeennnttt      (((eeeiiittthhheeerrr      aaannn      FFFTTTPPP
ssseeerrrvvveeerrr      ooorrr      aaannn      HHHTTTTTTPPP      ssseeerrrvvveeerrr)))      tttooo      cccooo!yyy      ttthhheee      fffiiillleee      bbbaaaccckkk      iiinnntttooo      ttthhheee      rrruuunnnnnniiinnnggg-‐-‐-cccooonnnfffiiiggg...

111...777...      NNNeeewww      tttooo      ttthhhiiisss      vvveeerrrsssiiiooonnn,,,      kkknnnooowwwnnn      iiissssssuuueeesss,,,      aaannnddd      tttiiiccckkkeeetttsss
NNNeeewww      tttooo      ttthhhiiisss      vvveeerrrsssiiiooonnn:::

TTThhhiiisss       vvveeerrrsssiiiooonnn       ooofff       ttthhheee       cccooonnntttrrrooolllllleeerrr       nnnooowww       sssuuu!!ooorrrtttsss       aaannn       iiinnn-‐-‐-VVVMMM       uuu!gggrrraaadddeee       (((bbbuuuttt       ooonnnlllyyy       fffrrrooommm       vvveeerrrsssiiiooonnn
222000111111...000444...000555...111000555000-‐-‐-bbbuuuiiilllddd...bbbiiigggssswwwiiitttccchhhcccooonnntttrrrooolllllleeerrr...rrreeellleeeaaassseee///)))...      IIIfff      yyyooouuu      hhhaaavvveee      aaannn      eeeaaarrrllliiieeerrr      vvveeerrrsssiiiooonnn      ttthhhaaattt      222000111111...000444...000555,,,      ttthhheeennn
yyyooouuu      mmmuuusssttt      rrreeeiiinnnssstttaaallllll      ttthhheee      eeennntttiiirrreee      cccooonnntttrrrooolllllleeerrr      VVVMMM...

TTThhhiiisss      mmmaaajjjooorrr      aaaddddddiiitttiiiooonnnsss      tttooo      ttthhhiiisss      vvveeerrrsssiiiooonnn      aaarrreee:::

"""ssshhhooowww      hhhooosssttt"""      nnnooowww      iiinnndddiiicccaaattteeesss      wwwhhheeettthhheeerrr      aaa      hhhooosssttt      hhhaaasss      bbbeeeeeennn      fffooouuunnnddd      aaattt      mmmuuullltttiii!llleee      !lllaaaccceeesss      iiinnn      ttthhheee      nnneeetttwwwooorrrkkk...      TTThhhiiisss
hhhaaa!!eeennnsss      iiinnn      aaa      nnneeetttwwwooorrrkkk      wwwiiittthhh      aaa      mmmiiixxx      ooofff      OOO!eeennnFFFlllooowww-‐-‐-eeennnaaabbbllleeeddd      aaannnddd      nnnooonnn-‐-‐-OOO!eeennnFFFlllooowww-‐-‐-eeennnaaabbbllleeeddd      ssswwwiiitttccchhheeesss...
"""tttrrraaaccceee"""       cccooommmmmmaaannnddd       aaannnddd       """ssshhhooowww       ssswwwiiitttccchhh       <<<ddd!iiiddd>>>       tttrrraaaccceee"""       cccooommmmmmaaannnddd       ttthhhaaattt       ssshhhooowwwsss       cccooonnntttrrrooolllllleeerrr       <<<-‐-‐->>>       ssswwwiiitttccchhh
mmmeeessssssaaagggeeesss      iiinnn      vvvaaarrryyyiiinnnggg      llleeevvveeelllsss      ooofff      dddeeetttaaaiiilll
ssstttaaatttiiissstttiiicccsss      cccooolllllleeeccctttiiiooonnn      aaannnddd      gggrrraaa!hhhiiinnnggg      -‐-‐-      ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooowww      cccooolllllleeeccctttsss      aaa      fffeeewww      ssseeettt      ooofff      ssstttaaatttiiissstttiiicccsss,,,      iiinnncccllluuudddiiinnnggg      ttthhheee
nnnuuummmbbbeeerrr      ooofff      OOO!eeennnFFFlllooowww      !aaaccckkkeeettt-‐-‐-iiinnn      mmmeeessssssaaagggeeesss      rrreeeccceeeiiivvveeeddd      fffrrrooommm      ssswwwiiitttccchhheeesss      aaannnddd      ttthhheee      nnnuuummmbbbeeerrr      ooofff      ffflllooowww-‐-‐-mmmooodddsss



.
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ssseeennnttt      bbbyyy      ttthhheee      cccooonnntttrrrooolllllleeerrr      tttooo      ttthhheee      ssswwwiiitttccchhheeesss...      IIIttt      aaalllsssooo      tttrrraaaccckkksss      sssyyysssttteeemmm      iiinnnfffooorrrmmmaaatttiiiooonnn      sssuuuccchhh      aaasss      mmmeeemmmooorrryyy      uuusssaaagggeee      aaannnddd
CCCPPPUUU      uuutttiiillliiizzzaaatttiiiooonnn...      TTThhheeessseee      ssstttaaatttiiissstttiiicccsss      aaarrreee      !rrreeessseeennnttteeeddd      iiinnn      aaa      wwweeebbb-‐-‐-bbbaaassseeeddd      gggrrraaa!hhhiiicccaaalll      uuussseeerrr      iiinnnttteeerrrfffaaaccceee...

DDDeee!llloooyyymmmeeennnttt      CCCooonnnsssiiidddeeerrraaatttiiiooonnnsss:::

TTThhheee       BBBiiiggg       SSSwwwiiitttccchhh       CCCooonnntttrrrooolllllleeerrr       hhhaaasss       sssuuu!!ooorrrttt       fffooorrr       VVVLLLAAANNNsss       aaannnddd       mmmiiixxxeeeddd       nnneeetttwwwooorrrkkksss       wwwiiittthhh       aaa       cccooommmbbbiiinnnaaatttiiiooonnn       ooofff
OOO!eeennnFFFlllooowww-‐-‐-eeennnaaabbbllleeeddd      aaannnddd      nnnooonnn-‐-‐-OOO!eeennnFFFlllooowww      ssswwwiiitttccchhheeesss...      TTThhheeerrreee      aaarrreee      aaa      nnnuuummmbbbeeerrr      ooofff      cccooonnnsssiiidddeeerrraaatttiiiooonnnsss      tttooo      rrreeevvviiieeewww      wwwhhheeennn
dddeee!llloooyyyiiinnnggg      wwwiiittthhh      VVVLLLAAANNNsss      ooorrr      iiinnn      aaa      mmmiiixxxeeeddd      nnneeetttwwwooorrrkkk:::

WWWhhhaaattt      VVVLLLAAANNN      mmmooodddeee       ttthhheee       ssswwwiiitttccchhh       iiisss       cccooonnnfffiiiggguuurrreeeddd       fffooorrr       -‐-‐-       iiinnn       ttthhheee      HHHPPP       ssswwwiiitttccchhheeesss,,,       eeeiiittthhheeerrr       vvviiirrrtttuuuaaallliiizzzeeeddd      mmmooodddeee      ooorrr
aaaggggggrrreeegggaaatttiiiooonnn      mmmooodddeee      cccaaannn      bbbeee      eeennnaaabbbllleeeddd...
WWWhhheeettthhheeerrr      llliiinnnkkksss      aaarrreee      tttaaaggggggeeeddd      ooorrr      uuunnntttaaaggggggeeeddd
WWWhhheeettthhheeerrr      sss!aaannnnnniiinnnggg      tttrrreeeeee      iiisss      eeennnaaabbbllleeeddd      aaannnddd      wwwhhheeettthhheeerrr      ttthhheee      sss!aaannnnnniiinnnggg      tttrrreeeeee      iiinnnfffooorrrmmmaaatttiiiooonnn      iiisss      aaavvvaaaiiilllaaabbbllleee      aaacccrrrooossssss      aaa
mmmiiixxxeeeddd      nnneeetttwwwooorrrkkk...

WWWeee      rrreeecccooommmmmmeeennnddd      aaa      qqquuuiiiccckkk      ooovvveeerrrvvviiieeewww      ooofff      yyyooouuurrr      nnneeetttwwwooorrrkkk///VVVLLLAAANNN      tttooo!ooolllooogggyyy      bbbeeefffooorrreee      dddeee!llloooyyyiiinnnggg      ttthhheee      cccooonnntttrrrooolllllleeerrr       iiinnntttooo
mmmiiixxxeeeddd      nnneeetttwwwooorrrkkksss      ooorrr      nnneeetttwwwooorrrkkksss      wwwiiittthhh      VVVLLLAAANNNsss...

KKKnnnooowwwnnn      iiissssssuuueeesss:::

TTTiiiccckkkeeetttsss:::

###111      -‐-‐-      ffflllooowww      eeennntttrrryyy      nnnaaammmeee      cccooommm!llleeetttiiiooonnn      iiinnn      cccooonnnfffiiiggg      mmmooodddeee      cccooommm!llleeettteeesss      ffflllooowww      eeennntttrrriiieeesss      fffooorrr      ooottthhheeerrr      ssswwwiiitttccchhheeesss

###111333      -‐-‐-      dddeeellleeetttiiinnnggg      aaa      ssswwwiiitttccchhh      dddoooeeesssnnn'''ttt      dddeeellleeettteee      ffflllooowww      eeennntttrrriiieeesss
TTThhheee      wwwooorrrkkkaaarrrooouuunnnddd      iiisss      tttooo      dddeeellleeettteee      ttthhheee      ffflllooowww      eeennntttrrriiieeesss      fffiiirrrsssttt      aaannnddd      ttthhheeennn      dddeeellleeettteee      ttthhheee      ssswwwiiitttccchhh

###444888      -‐-‐-      llloooggg      fffiiillleeesss      cccaaannn      bbbeee      tttoooooo      lllaaarrrgggeee      fffooorrr      ssshhhooowww      llloooggggggiiinnnggg
TTThhheee      wwwooorrrkkkaaarrrooouuunnnddd      iiisss      tttooo      uuussseee      ttthhheee      """dddeeebbbuuuggg      bbbaaassshhh"""      cccooommmmmmaaannnddd      aaannnddd      cccddd      tttooo      ///ooo!ttt///bbbiiigggssswwwiiitttccchhh      aaannnddd      fffiiinnnddd      ...
-‐-‐-nnnaaammmeee      ***...llloooggg      tttooo      gggeeettt      ttthhheee      sss!eeeccciiifffiiiccc      llloooggg      fffiiillleee...

###555555      -‐-‐-      ssswwwiiitttccchhh      aaaccctttiiivvveee      ssstttaaatttuuusss      iiinnn      """ssshhhooowww      ssswwwiiitttccchhh"""      mmmaaayyy      nnnooottt      bbbeee      aaaccccccuuurrraaattteee
TTThhheee      """ssshhhooowww      ssswwwiiitttccchhh      rrreeeaaallltttiiimmmeee"""      cccooommmmmmaaannnddd      ssshhhooowwwsss      aaaccccccuuurrraaattteeelllyyy      wwwhhhaaattt      ssswwwiiitttccchhheeesss      aaarrreee      cccooonnnnnneeecccttteeeddd      tttooo
ttthhheee      cccooonnntttrrrooolllllleeerrr...

###666333      -‐-‐-      cccooonnntttrrrooolllllleeerrr      ssseeennnddd      nnnooo      rrreee!lllyyy      tttooo      HHHEEELLLLLLOOO      mmmeeessssssaaagggeee

###666444      -‐-‐-      dddiiisss!lllaaayyy      ssshhhooowwwsss      iiinnncccooorrrrrreeecccttt      bbbyyyttteee      vvvaaallluuueeesss      ooonnn      NNNEEECCC      ssswwwiiitttccchhheeesss

222...      !ooonnnccceeeppptttsss

222...111...      OOOpppeeennnFFFlllooowww
OOO!eeennnFFFlllooowww      dddeeefffiiinnneeesss      aaa      wwwaaayyy      fffooorrr      nnneeetttwwwooorrrkkkiiinnnggg      ssswwwiiitttccchhheeesss      tttooo      rrreeeccceeeiiivvveee      dddeeetttaaaiiillleeeddd      !aaaccckkkeeettt-‐-‐-hhhaaannndddllliiinnnggg      iiinnnssstttrrruuuccctttiiiooonnnsss      fffrrrooommm      aaannn
eeexxxttteeerrrnnnaaalll      cccooonnntttrrrooolllllleeerrr...      TTThhheeessseee      iiinnnssstttrrruuuccctttiiiooonnnsss      hhhaaavvveee             ttthhhaaattt      iiinnnssstttrrruuucccttt      ttthhheee      ssswwwiiitttccchhh      tttooo      mmmaaatttccchhh      sss!eeeccciiifffiiiccc      fffrrraaammmeeesss,,,!aaatttccchhh      rrruuullleeesss
aaannnddd             ttthhhaaattt      iiinnnssstttrrruuucccttt      ttthhheee      ssswwwiiitttccchhh      wwwhhhaaattt      aaaccctttiiiooonnnsss      tttooo      tttaaakkkeee      ooonnn      ttthhhooossseee      !aaaccckkkeeetttsss...aaaccctttiiiooonnnsss

TTThhheee       mmmaaatttccchhh       rrruuullleeesss       cccaaannn       mmmaaatttccchhh       aaa       vvvaaarrriiieeetttyyy       ooofff       lllaaayyyeeerrr       222       aaannnddd       lllaaayyyeeerrr       333       fffiiieeellldddsss       iiinnn       ttthhheee       hhheeeaaadddeeerrr,,,       iiinnncccllluuudddiiinnnggg
sssooouuurrrccceee///dddeeessstttiiinnnaaatttiiiooonnn      MMMAAACCC      aaaddddddrrreeesssssseeesss,,,      sssooouuurrrccceee///dddeeessstttiiinnnaaatttiiiooonnn      IIIPPP      aaaddddddrrreeesssssseeesss,,,      !ooorrrttt      nnnuuummmbbbeeerrrsss,,,      aaannnddd      ooottthhheeerrrsss...      TTThhheee      rrruuullleeesss
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cccaaannn      aaalllsssooo             aaannnyyy      ooofff      ttthhheeessseee      fffiiieeellldddsss      (((cccaaalllllleeeddd             ffflllooowww      eeennntttrrriiieeesss      aaasss      ttthhheeeyyy      cccaaannn      mmmaaatttccchhh      llloootttsss      ooofff      dddiiiffffffeeerrreeennnttt      tttrrraaaffffffiiiccc))),,,wwwiiillldddcccaaarrrddd wwwiiidddeee
ooorrr      ttthhheee      rrruuullleeesss      cccaaannn      sss!eeeccciiifffyyy      aaa      vvvaaallluuueee      fffooorrr      eeevvveeerrryyy      fffiiieeelllddd      (((cccaaalllllleeeddd              ffflllooowww      eeennntttrrriiieeesss      aaasss      ttthhheeeyyy      cccaaannn      mmmaaatttccchhh      ooonnnlllyyy      vvveeerrryyynnnaaarrrrrrooowww
sss!eeeccciiifffiiiccc      tttrrraaaffffffiiiccc)))...

TTThhheee      aaaccctttiiiooonnnsss      cccaaannn      fffooorrrwwwaaarrrddd      tttooo      aaa      !ooorrrttt      ooorrr      mmmuuullltttiii!llleee      !ooorrrtttsss      ooorrr      tttooo      dddrrrooo!      ttthhheee      !aaaccckkkeeettt...      BBBeeefffooorrreee      fffooorrrwwwaaarrrdddiiinnnggg,,,      ttthhheee      ssswwwiiitttccchhh
cccaaannn      rrreeewwwrrriiittteee      !aaarrrtttsss      ooofff      ttthhheee      hhheeeaaadddeeerrr...

IIInnn      ooorrrdddeeerrr      fffooorrr      aaa      ssswwwiiitttccchhh      tttooo      rrreeeccceeeiiivvveee      ttthhheeessseee      iiinnnssstttrrruuuccctttiiiooonnnsss      (((cccaaalllllleeeddd             ooorrr       ))),,,      ttthhheee      ssswwwiiitttccchhh      mmmuuusssttt      hhhaaavvveeeffflllooowww      eeennntttrrriiieeesss ffflllooowww      !ooodddsss
OOO!eeennnFFFlllooowww      eeennnaaabbbllleeeddd      -‐-‐-      eeeffffffeeeccctttiiivvveeelllyyy,,,      iiittt      mmmuuusssttt      iiimmm!llleeemmmeeennnttt      ttthhheee      aaagggeeennnttt      sssiiidddeee      ooofff      ttthhheee      OOO!eeennnFFFlllooowww      !rrroootttooocccooolll...      AAAnnn      eeexxxttteeerrrnnnaaalll
cccooonnntttrrrooolllllleeerrr      iiimmm!llleeemmmeeennntttsss      ttthhheee      cccooonnntttrrrooolllllleeerrr      sssiiidddeee      ooofff      ttthhheee      OOO!eeennnFFFlllooowww      !rrroootttooocccooolll...

AAA      ssswwwiiitttccchhh      cccaaannn      aaalllsssooo      aaassskkk      ttthhheee      cccooonnntttrrrooolllllleeerrr      hhhooowww      tttooo      hhhaaannndddllleee      aaa      gggiiivvveeennn      !aaaccckkkeeettt      fffooorrr      wwwhhhiiiccchhh      iiittt      hhhaaasss      nnnooo      mmmaaatttccchhhiiinnnggg      rrruuullleee...      IIInnn
rrreeesss!ooonnnssseee,,,      aaa      cccooonnntttrrrooolllllleeerrr      cccaaannn      ttteeellllll      ttthhheee      !aaaccckkkeeettt      hhhooowww      tttooo      fffooorrrwwwaaarrrddd      ttthhheee      !aaaccckkkeeettt,,,      aaannnddd      iiittt      cccaaannn      dddyyynnnaaammmiiicccaaallllllyyy      iiinnnssseeerrrttt      aaa      ffflllooowww
mmmoooddd       tttooo       ttthhheee       ssswwwiiitttccchhh       (((ooorrr       eeevvveeennn      mmmuuullltttiii!llleee       ffflllooowww      mmmooodddsss       tttooo      mmmuuullltttiii!llleee       ssswwwiiitttccchhheeesss)))       ttteeellllllsss       ttthhheee       ssswwwiiitttccchhh       hhhooowww       tttooo       hhhaaannndddllleee
sssuuubbbssseeeqqquuueeennnttt      !aaaccckkkeeetttsss...

BBBaaassseeeddd      ooonnn      OOO!eeennnFFFlllooowww'''sss      sssiiimmm!llleee      cccooonnnccceee!ttt,,,      aaa      cccooonnntttrrrooolllllleeerrr      cccaaannn      iiimmm!llleeemmmeeennnttt      aaa      vvvaaarrriiieeetttyyy      ooofff      aaa!!llliiicccaaatttiiiooonnnsss///lllooogggiiiccc      tttooo      fffllleeexxxiiibbblllyyy
!rrrooovvviiidddeee      cccooonnnnnneeeccctttiiivvviiitttyyy      aaannnddd      ssseeecccuuurrriiitttyyy      iiinnn      aaa      nnneeetttwwwooorrrkkk...

FFFooorrr      mmmooorrreee      iiinnnfffooorrrmmmaaatttiiiooonnn,,,      !llleeeaaassseee      rrreeefffeeerrr      tttooo      ttthhheee      OOO!eeennnFFFlllooowww      111...000      sss!eeeccciiifffiiicccaaatttiiiooonnn...

222...222...      BBBiiiggg      SSSwwwiiitttccchhh      !ooonnntttrrrooolllllleeerrr      aaarrrccchhhiiittteeeccctttuuurrreee
DDDeeefffiiinnniiitttiiiooonnnsss:::

cccooonnntttrrrooolllllleeerrr      sssyyysssttteeemmm:::      aaa      ssseeettt      ooofff      cccoooooo!eeerrraaatttiiinnnggg      cccooonnntttrrrooolllllleeerrr      nnnooodddeeesss      ttthhhaaattt      aaarrreee      mmmaaannnaaagggiiinnnggg      aaa      ssseeettt      ooofff      ssswwwiiitttccchhheeesss      iiinnn      aaa
nnneeetttwwwooorrrkkk...
cccooonnntttrrrooolllllleeerrr      nnnooodddeee:::      rrreeefffeeerrrsss      tttooo      aaa      sssiiinnngggllleee      vvviiirrrtttuuuaaalll      mmmaaaccchhhiiinnneee      ttthhhaaattt      rrruuunnnsss      ttthhheee      cccooonnntttrrrooolllllleeerrr      sssoooffftttwwwaaarrreee...      IIInnn      ttthhhiiisss      rrreeellleeeaaassseee,,,
aaa      cccooonnntttrrrooolllllleeerrr-‐-‐-sssyyysssttteeemmm      cccaaannn      ooonnnlllyyy      hhhaaavvveee      ooonnneee      cccooonnntttrrrooolllllleeerrr      nnnooodddeee...
BBBeeeaaacccooonnn-‐-‐-bbbaaassseeeddd      cccooonnntttrrrooolllllleeerrr      !rrroooccceeessssss      ooorrr      jjjuuusssttt             ttthhheee      cccooommm!ooonnneeennnttt      iiinnn      ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooodddeee      ttthhhaaattt      sss!eeeaaakkksssBBBeeeaaacccooonnn:::
ttthhheee      OOO!eeennnFFFlllooowww      !rrroootttooocccooolll      tttooo      ttthhheee      ssswwwiiitttccchhheeesss...      TTThhhiiisss      cccooommm!ooonnneeennnttt      iiisss      bbbaaassseeeddd      ooonnn      ttthhheee      ooo!eeennn-‐-‐-sssooouuurrrccceee,,,      JJJaaavvvaaa-‐-‐-bbbaaassseeeddd
BBBeeeaaacccooonnn       cccooonnntttrrrooolllllleeerrr...       BBBeeeaaacccooonnn       aaalllsssooo       aaallllllooowwwsss       dddiiiffffffeeerrreeennnttt       aaa!!llliiicccaaatttiiiooonnnsss       tttooo       !llluuuggg       iiinnntttooo       iiittt       tttooo       eeexxxttteeennnddd       ttthhheee
fffuuunnnccctttiiiooonnnaaallliiitttyyy      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr...
!LLLIII:::      ttthhheee      cccooommm!ooonnneeennnttt      ttthhhaaattt      aaallllllooowwwsss      fffooorrr      cccooonnnfffiiiggguuurrraaatttiiiooonnn      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr      aaannnddd      vvviiieeewwwiiinnnggg      ooofff      dddaaatttaaa      fffrrrooommm      ttthhheee
ssswwwiiitttccchhheeesss      aaannnddd      ttthhheee      cccooonnntttrrrooolllllleeerrr...
WWWeeebbbUUUIII:::       ttthhheee      cccooommm!ooonnneeennnttt      ttthhhaaattt      aaallllllooowwwsss      fffooorrr      vvviiieeewwwiiinnnggg      ooofff      ssstttaaatttiiissstttiiicccsss      cccooolllllleeecccttteeeddd      fffrrrooommm      ttthhheee      ssswwwiiitttccchhheeesss      aaannnddd      ttthhheee
cccooonnntttrrrooolllllleeerrr...
DDDjjjaaannngggooo:::      ttthhheee      cccooommm!ooonnneeennnttt      ttthhhaaattt      !rrrooovvviiidddeeesss      aaa      RRREEESSSTTT      AAAPPPIII      ttthhhaaattt      iiisss      uuussseeeddd      bbbyyy      ttthhheee      CCCLLLIII      aaannnddd      cccaaannn      bbbeee      llleeevvveeerrraaagggeeeddd      bbbyyy
ttthhhiiirrrddd      !aaarrrtttiiieeesss      fffooorrr      iiinnnttteeegggrrraaatttiiiooonnn...
DDDBBB:::      !eeerrrsssiiisssttteeennnttt      ssstttooorrraaagggeee      ooofff      cccooonnnfffiiiggguuurrraaatttiiiooonnn      aaasss      wwweeellllll      aaasss      ooobbbssseeerrrvvveeeddd      hhhooossstttsss,,,       llliiinnnkkksss,,,      ssswwwiiitttccchhheeesss,,,      aaannnddd      !ooorrrtttsss      aaannnddd
ttthhheeeiiirrr      aaaccccccooommm!aaannnyyyiiinnnggg      ssstttaaatttiiissstttiiicccsss...
SSStttaaatttddd:::      ttthhheee      cccooommm!ooonnneeennnttt      ttthhhaaattt      cccooolllllleeeccctttsss      sssyyysssttteeemmm      aaannnddd      nnneeetttwwwooorrrkkk      ssstttaaatttiiissstttiiicccsss...
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222...333...      !ooorrreee      aaappppppllliiicccaaatttiiiooonnnsss
AAA      nnnuuummmbbbeeerrr      ooofff      aaa!!llliiicccaaatttiiiooonnnsss      aaarrreee      eeennnaaabbbllleeeddd      bbbyyy      dddeeefffaaauuulllttt      iiinnn      ttthhheee      cccooonnntttrrrooolllllleeerrr...      TTThhheee      mmmooosssttt      rrreeellleeevvvaaannnttt      ooonnneeesss      fffrrrooommm      ttthhheee      uuussseeerrr'''sss
!eeerrrsss!eeeccctttiiivvveee      aaarrreee      ttthhheee      fffooollllllooowwwiiinnnggg:::

LLLeeeaaarrrnnniiinnnggg      SSSwwwiiitttccchhh
DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr
TTTooo!ooolllooogggyyy
RRRooouuutttiiinnnggg
SSStttaaatttiiiccc      FFFlllooowww      EEEnnntttrrryyy

TTTooo      ccchhheeeccckkk      ttthhheee      ssstttaaatttuuusss      ooofff      aaallllll      ttthhheeessseee      aaa!!llliiicccaaatttiiiooonnnsss,,,      uuussseee      ttthhheee             cccooommmmmmaaannnddd:::show bundles

10.0.2.15# show bundles | grep -e topo -e device -e outing -e
static -e learning
Active   1  net.beaconcontroller.routing
Active   3  net.beaconcontroller.learningswitch
Active   7  net.beaconcontroller.routing.apsp
Active   16 net.beaconcontroller.devicemanager
Active   23 net.beaconcontroller.topology
Active   37 com.bigswitch.beacon.staticflowentry

TTThhheee      aaa!!llliiicccaaatttiiiooonnnsss      cccaaannn      bbbeee      ssstttaaarrrttteeeddd      aaannnddd      ssstttooo!!eeeddd      uuusssiiinnnggg      ttthhheee             cccooommmmmmaaannnddd...      HHHooowwweeevvveeerrr,,,      ttthhhiiisss      ssshhhooouuulllddd      nnnooottt      bbbeeebundles
dddooonnneee       uuunnnllleeessssss       iiinnnssstttrrruuucccttteeeddd       bbbyyy       BBBiiiggg       SSSwwwiiitttccchhh       NNNeeetttwwwooorrrkkksss...       BBByyy       dddeeefffaaauuulllttt,,,       aaallllll       aaa!!llliiicccaaatttiiiooonnnsss       ssshhhooouuulllddd       bbbeee       eeennnaaabbbllleeeddd...
SSStttooo!!iiinnnggg///ssstttaaarrrtttiiinnnggg      aaa!!llliiicccaaatttiiiooonnnsss      wwwiiillllll      hhhaaavvveee      aaannn      iiimmm!aaacccttt      ooonnn      ttthhheee      cccooorrrrrreeeccctttnnneeessssss      ooofff      fffooorrrwwwaaarrrdddiiinnnggg      iiinnn      ttthhheee      nnneeetttwwwooorrrkkk...

TTThhheee      aaa!!llliiicccaaatttiiiooonnnsss      wwwiiillllll      bbbeee      cccooovvveeerrreeeddd      bbbeeelllooowww      aaannnddd      wwwiiillllll      rrreeefffeeerrr      tttooo      ttthhheee      fffooollllllooowwwiiinnnggg      eeexxxaaammm!llleee      nnneeetttwwwooorrrkkk:::

http://confluence.bigswitch.com:8080/download/attachments/3506342/Arch_statd.png
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222...333...111...      LLLeeeaaarrrnnniiinnnggg      SSSwwwiiitttccchhh
TTThhheee       LLLeeeaaarrrnnniiinnnggg       SSSwwwiiitttccchhh       aaa!!llliiicccaaatttiiiooonnn       aaallllllooowwwsss       aaannnyyy       ssswwwiiitttccchhh       ttthhhaaattt       iiisss       cccooonnnnnneeecccttteeeddd       tttooo       ttthhheee       cccooonnntttrrrooolllllleeerrr       tttooo       sssuuu!!ooorrrttt
fffooorrrwwwaaarrrdddiiinnnggg      bbbyyy      llleeeaaarrrnnniiinnnggg      ttthhheee      !ooorrrtttsss      fffooorrr      gggiiivvveeennn      hhhooossstttsss      ooonnn      ttthhheee      nnneeetttwwwooorrrkkk      aaannnddd      iiinnnssseeerrrtttiiinnnggg      ffflllooowww      eeennntttrrriiieeesss      iiinnntttooo      ttthhheee      ssswwwiiitttccchhh
ooonnn      dddeeemmmaaannnddd...

WWWhhheeennn       aaa       ssswwwiiitttccchhh       ssseeeeeesss       aaa       !aaaccckkkeeettt       fffooorrr      wwwhhhiiiccchhh       iiittt       hhhaaasss       nnnooo       rrruuullleee,,,       iiittt       ttthhheeennn       gggiiivvveeesss       ttthhhaaattt       !aaaccckkkeeettt       tttooo       ttthhheee       cccooonnntttrrrooolllllleeerrr       fffooorrr
eeexxxaaammmiiinnnaaatttiiiooonnn...       TTThhheee       LLLeeeaaarrrnnniiinnnggg      SSSwwwiiitttccchhh      aaa!!llliiicccaaatttiiiooonnn       lllooooookkksss       iiinnn       iiitttsss      ooowwwnnn      !eeerrr-‐-‐-ssswwwiiitttccchhh       tttaaabbbllleeesss      aaannnddd       llleeeaaarrrnnnsss       ttthhheee       sssooouuurrrccceee
MMMAAACCC      aaaddddddrrreeessssss      iiisss      lllooocccaaattteeeddd      ooonnn      ttthhheee      iiinnngggrrreeessssss      !ooorrrttt      ooofff      ttthhheee      !aaaccckkkeeettt...      TTThhheee      aaa!!llliiicccaaatttiiiooonnn      ttthhheeennn      lllooooookkksss      tttooo      ssseeeeee      iiifff      iiittt      kkknnnooowwwsss      ttthhheee
!ooorrrttt      fffooorrr      ttthhheee      dddeeessstttiiinnnaaatttiiiooonnn      MMMAAACCC      aaaddddddrrreeessssss...      IIIfff      iiittt      dddoooeeesss,,,      ttthhheeennn      iiittt      cccrrreeeaaattteeesss      aaa      ffflllooowww      mmmoooddd      ttthhhaaattt      iiisss      aaannn      eeexxxaaacccttt      mmmaaatttccchhh      fffooorrr      ttthhheee
!aaaccckkkeeettt      aaannnddd      iiittt      iiinnnssseeerrrtttsss      ttthhhaaattt      ffflllooowww      mmmoooddd      iiinnntttooo      ttthhheee      ssswwwiiitttccchhh      wwwiiittthhh      aaa      vvveeerrryyy      lllooowww      tttiiimmmeeeooouuuttt      (((llleeessssss      ttthhhaaannn      111000      ssseeecccooonnndddsss)))...      IIIfff      iiittt
dddoooeeesss      nnnooottt      kkknnnooowww      wwwhhheeerrreee      ttthhheee      dddeeessstttiiinnnaaatttiiiooonnn      MMMAAACCC      aaaddddddrrreeessssss      llliiivvveeesss,,,      iiittt      fffllloooooodddsss      ttthhheee      !aaaccckkkeeettt      ooouuuttt      tttooo      aaallllll      !ooorrrtttsss...

IIInnn      ttthhheee      eeexxxaaammm!llleee      aaabbbooovvveee,,,      wwwhhheeennn      hhh111111      !iiinnngggsss      hhh111222,,,      ttthhheee      fffooollllllooowwwiiinnnggg      ffflllooowww      mmmooodddsss      cccaaannn      bbbeee      ssseeeeeennn      ooonnn      ttthhheee      sss111      ssswwwiiitttccchhh:::

10.0.2.15# show switch 00:00:00:00:00:00:00:01 flow brief
Cookie  Src MAC           Dst MAC           Src IP    Dst IP   
Protocol Src Port    Dst Port
-------|-----------------|-----------------|---------|---------|--------|-----------|-------- lswitch
00:00:00:00:00:0c 00:00:00:00:00:0b 10.0.0.12 10.0.0.11 icmp     0
lswitch 00:00:00:00:00:0b 00:00:00:00:00:0c 10.0.0.11 10.0.0.12
icmp     8

NNNooottteee       ttthhheee              cccooollluuummmnnn       ttthhhaaattt       ssshhhooowwwsss       ttthhheee       sssooouuurrrccceee       ooofff       ttthhheee       ffflllooowww       mmmoooddd       aaasss       bbbeeeiiinnnggg       ttthhheee       LLLeeeaaarrrnnniiinnnggg       SSSwwwiiitttccchhhCookie
aaa!!llliiicccaaatttiiiooonnn...

222...333...222...      DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr
TTThhheee      DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr      aaa!!llliiicccaaatttiiiooonnn       iiisss      aaa      mmmooonnniiitttooorrriiinnnggg      aaa!!llliiicccaaatttiiiooonnn      ttthhhaaattt       llleeeaaarrrnnnsss      aaabbbooouuuttt      hhhooosssttt       lllooocccaaatttiiiooonnnsss      aaacccrrrooossssss      ttthhheee
nnneeetttwwwooorrrkkk      aaannnddd      iiinnnssseeerrrtttsss      hhhooosssttt      iiinnnfffooorrrmmmaaatttiiiooonnn      iiinnntttooo      ttthhheee      dddaaatttaaabbbaaassseee...      TTThhheee      hhhooossstttsss      cccaaannn      bbbeee      vvviiieeewwweeeddd      fffrrrooommm      ttthhheee      CCCLLLIII      uuusssiiinnnggg      ttthhheee      

      cccooommmmmmaaannnddd...      TTThhheee      hhhooosssttt      iiinnnfffooorrrmmmaaatttiiiooonnn      iiisss      aaalllsssooo      uuussseeeddd      bbbyyy      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn...show host

WWWaaarrrnnniiinnnggg:::       TTThhheee       RRRooouuutttiiinnnggg       aaa!!llliiicccaaatttiiiooonnn      wwwiiillllll       nnnooottt       fffuuunnnccctttiiiooonnn       !rrrooo!eeerrrlllyyy       iiifff       ttthhheee       DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr       aaa!!llliiicccaaatttiiiooonnn       iiisss       nnnooottt
ssstttaaarrrttteeeddd,,,      aaannnddd      !aaaccckkkeeetttsss      wwwiiillllll      nnnooottt      bbbeee      fffooorrrwwwaaarrrdddeeeddd      iiifff      RRRooouuutttiiinnnggg      iiisss      ssstttaaarrrttteeeddd      wwwiiittthhhooouuuttt      DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr...



.
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WWWhhheeennn      ttthhheee      DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr      aaa!!llliiicccaaatttiiiooonnn      iiisss      rrruuunnnnnniiinnnggg,,,      hhhooossstttsss      wwwiiillllll      bbbeee      !ooo!uuulllaaattteeeddd      iiinnn      ttthhheee      dddaaatttaaabbbaaassseee      llliiikkkeee      bbbeeelllooowww:::

10.0.2.15(config)# show host
MAC Address       Switch ID               Ingress Port IP Address
Name
-----------------|-----------------------|------------|----------|---- 00:00:00:00:00:0b
00:00:00:00:00:00:00:01 1            0.0.0.0
00:00:00:00:00:0c 00:00:00:00:00:00:00:01 2            0.0.0.0
00:00:00:00:00:1f 00:00:00:00:00:00:00:03 1            0.0.0.0
00:00:00:00:00:20 00:00:00:00:00:00:00:03 2            0.0.0.0

NNNooottteee      ttthhhaaattt      hhhooosssttt      111111       (((wwwhhhiiiccchhh      hhhaaasss      aaa      MMMAAACCC      aaaddddddrrreeessssss      ooofff      000bbb)))       iiisss       lllooocccaaattteeeddd      ooonnn      ssswwwiiitttccchhh      111,,,      !ooorrrttt      111       (((aaasss       iiinnndddiiicccaaattteeeddd       iiinnn      ooouuurrr
tttooo!ooolllooogggyyy)))...      SSSiiimmmiiilllaaarrrlllyyy,,,      hhhooosssttt      333111      (((MMMAAACCC      aaaddddddrrreeessssss      ooofff      111fff)))      iiisss      lllooocccaaattteeeddd      ooonnn      ssswwwiiitttccchhh      333,,,      !ooorrrttt      111...

222...333...333...      TTTooopppooolllooogggyyy
TTThhheee      TTTooo!ooolllooogggyyy      aaa!!llliiicccaaatttiiiooonnn       iiisss      aaa      mmmooonnniiitttooorrriiinnnggg      aaa!!llliiicccaaatttiiiooonnn       ttthhhaaattt       llleeeaaarrrnnnsss      aaabbbooouuuttt       llliiinnnkkk       iiinnnfffooorrrmmmaaatttiiiooonnn      cccooonnnnnneeeccctttiiinnnggg       ttthhheee
ssswwwiiitttccchhheeesss      aaannnddd      iiinnnssseeerrrtttsss      ttthhhaaattt      llliiinnnkkk      iiinnnfffooorrrmmmaaatttiiiooonnn      iiinnntttooo      ttthhheee      dddaaatttaaabbbaaassseee...      TTThhheee      llliiinnnkkksss      cccaaannn      bbbeee      vvviiieeewwweeeddd      fffrrrooommm      ttthhheee      CCCLLLIII      uuusssiiinnnggg
ttthhheee             cccooommmmmmaaannnddd...      TTThhheee      llliiinnnkkk      iiinnnfffooorrrmmmaaatttiiiooonnn      iiisss      aaalllsssooo      uuussseeeddd      bbbyyy      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      (((jjjuuusssttt      aaasss      ttthhheee      hhhooossstttshow link
iiinnnfffooorrrmmmaaatttiiiooonnn      iiisss)))...

WWWaaarrrnnniiinnnggg:::      TTThhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      wwwiiillllll      nnnooottt      fffuuunnnccctttiiiooonnn      iiifff      ttthhheee      TTTooo!ooolllooogggyyy      aaa!!llliiicccaaatttiiiooonnn      iiisss      nnnooottt      ssstttaaarrrttteeeddd,,,      aaannnddd      !aaaccckkkeeetttsss
wwwiiillllll      nnnooottt      bbbeee      fffooorrrwwwaaarrrdddeeeddd      iiifff      TTTooo!ooolllooogggyyy      iiisss      ssstttaaarrrttteeeddd      wwwiiittthhhooouuuttt      TTTooo!ooolllooogggyyy...

WWWhhheeennn      ttthhheee      TTTooo!ooolllooogggyyy      aaa!!llliiicccaaatttiiiooonnn      iiisss      rrruuunnnnnniiinnnggg,,,      llliiinnnkkksss      wwwiiillllll      bbbeee      !ooo!uuulllaaattteeeddd      iiinnn      ttthhheee      dddaaatttaaabbbaaassseee      llliiikkkeee      bbbeeelllooowww:::

10.0.2.15(config)# show link
Src Switch DPID         Src Port Dst Switch DPID         Dst Port
-----------------------|--------|-----------------------|--------
00:00:00:00:00:00:00:01 3        00:00:00:00:00:00:00:02 1
00:00:00:00:00:00:00:02 1        00:00:00:00:00:00:00:01 3
00:00:00:00:00:00:00:02 2        00:00:00:00:00:00:00:03 3
00:00:00:00:00:00:00:03 3        00:00:00:00:00:00:00:02 2

222...333...444...      RRRooouuutttiiinnnggg
NNNooottteee:::      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      iiisss      ttteeemmm!ooorrraaarrriiilllyyy      dddiiisssaaabbbllleeeddd      fffooorrr      ttthhhiiisss      rrreeellleeeaaassseee...      FFFooorrrwwwaaarrrdddiiinnnggg      aaacccrrrooossssss      ttthhheee      nnneeetttwwwooorrrkkk      wwwiiillllll
ssstttiiillllll      fffuuunnnccctttiiiooonnn,,,      bbbuuuttt      ttthhheee      sssyyysssttteeemmm      wwwiiillllll      rrreeelllyyy      ooonnn      ttthhheee      llleeeaaarrrnnniiinnnggg      ssswwwiiitttccchhh      aaa!!llliiicccaaatttiiiooonnn      fffooorrr      ttthhhiiisss...

TTThhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      uuussseeesss      ttthhheee      hhhooosssttt      aaannnddd      llliiinnnkkk      iiinnnfffooorrrmmmaaatttiiiooonnn      fffrrrooommm      ttthhheee      DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr      aaa!!llliiicccaaatttiiiooonnn      aaannnddd      ttthhheee
TTTooo!ooolllooogggyyy      aaa!!llliiicccaaatttiiiooonnn      tttooo      dddeeevvveeelllooo!      aaa      gggrrraaa!hhh      ooofff      ttthhheee      nnneeetttwwwooorrrkkk      aaannnddd      iiitttsss      cccooonnnnnneeeccctttiiivvviiitttyyy...      WWWhhheeennn      aaa      ssswwwiiitttccchhh      ssseeeeeesss      aaa      !aaaccckkkeeettt
fffooorrr      wwwhhhiiiccchhh      iiittt      hhhaaasss      nnnooo      rrruuullleee,,,      iiittt      fffooorrrwwwaaarrrdddsss      ttthhheee      !aaaccckkkeeettt      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr,,,      aaannnddd      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      wwwiiillllll      cccooommm!uuuttteee
ttthhheee      ssshhhooorrrttteeesssttt      !aaattthhh      aaacccrrrooossssss      ttthhheee      nnneeetttwwwooorrrkkk      fffooorrr      ttthhheee      !aaaccckkkeeettt      tttooo      rrreeeaaaccchhh      iiitttsss      dddeeessstttiiinnnaaatttiiiooonnn...      WWWiiittthhh      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn,,,
ttthhheee      cccooonnntttrrrooolllllleeerrr      iiisss      ssseeerrrvvviiinnnggg      aaasss      aaa      ccceeennntttrrraaallliiizzzeeeddd      rrrooouuutttiiinnnggg      tttaaabbbllleee      fffooorrr      ttthhheee      nnneeetttwwwooorrrkkk...

IIInnn      ttthhheee      eeexxxaaammm!llleee      aaabbbooovvveee,,,      iiifff      !iiinnngggsss      aaarrreee      iiinnniiitttiiiaaattteeeddd      fffrrrooommm      aaallllll      hhhooossstttsss      tttooo      aaallllll      ooottthhheeerrr      hhhooossstttsss,,,      ttthhheeennn      aaa      cccooommmbbbiiinnnaaatttiiiooonnn      ooofff      ffflllooowww
mmmooodddsss      fffrrrooommm      ttthhheee      LLLeeeaaarrrnnniiinnnggg      SSSwwwiiitttccchhh      aaa!!llliiicccaaatttiiiooonnn      aaannnddd      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      wwwiiillllll      bbbeee      iiinnnssseeerrrttteeeddd      iiinnntttooo      ttthhheee      ssswwwiiitttccchhheeesss...



.
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FFFooorrr      eeexxxaaammm!llleee,,,      bbbeeelllooowww       iiisss       ttthhheee      ooouuuttt!uuuttt       fffrrrooommm       iiissssssuuuiiinnnggg              fffooorrr      aaallllll       ttthhhrrreeeeeeshow switch <dpid> flow brief
ssswwwiiitttccchhheeesss      iiinnn      ttthhheee      eeexxxaaammm!llleee      nnneeetttwwwooorrrkkk...      NNNooottteee      ssswwwiiitttccchhh      111      aaannnddd      ssswwwiiitttccchhh      333      hhhaaavvveee      aaa      cccooommmbbbiiinnnaaatttiiiooonnn      ooofff      ffflllooowww      mmmooodddsss      mmmaaarrrkkkeeeddd      

      aaannnddd             wwwhhhiiillleee      ssswwwiiitttccchhh      222      hhhaaasss      ffflllooowww      mmmooodddsss      ooonnnlllyyy      wwwiiittthhh       ...routing lswitch lswitch

EEExxxeeecccuuutttiiinnnggg

show switch 00:00:00:00:00:00:00:01 flow brief; show switch
00:00:00:00:00:00:00:02 flow brief; show switch
00:00:00:00:00:00:00:03 flow brief
Cookie  Src MAC           Dst MAC           Src IP    Dst IP   
Protocol   Src Port Dst Port
-------|-----------------|-----------------|---------|---------|----------|--------|-------- routing
00:00:00:00:00:1f 00:00:00:00:00:0b 10.0.0.31 10.0.0.11 arp-rep(2)
0        0
routing 00:00:00:00:00:20 00:00:00:00:00:0b 10.0.0.32 10.0.0.11
arp-rep(2) 0        0
routing 00:00:00:00:00:1f 00:00:00:00:00:0c 10.0.0.31 10.0.0.12
arp-rep(2) 0        0
routing 00:00:00:00:00:20 00:00:00:00:00:0c 10.0.0.32 10.0.0.12
arp-rep(2) 0        0
routing 00:00:00:00:00:0c 00:00:00:00:00:0b 10.0.0.12 10.0.0.11
arp-rep(2) 0        0
lswitch 00:00:00:00:00:0c 00:00:00:00:00:1f 10.0.0.12 10.0.0.31
arp-req(1) 0        0
lswitch 00:00:00:00:00:0c 00:00:00:00:00:20 10.0.0.12 10.0.0.32
arp-req(1) 0        0
routing 00:00:00:00:00:0b 00:00:00:00:00:0c 10.0.0.11 10.0.0.12
arp-req(1) 0        0
lswitch 00:00:00:00:00:0b 00:00:00:00:00:1f 10.0.0.11 10.0.0.31
arp-req(1) 0        0
lswitch 00:00:00:00:00:0b 00:00:00:00:00:20 10.0.0.11 10.0.0.32
arp-req(1) 0        0
Cookie  Src MAC           Dst MAC           Src IP    Dst IP   
Protocol   Src Port Dst Port
-------|-----------------|-----------------|---------|---------|----------|--------|-------- lswitch
00:00:00:00:00:1f 00:00:00:00:00:0b 10.0.0.31 10.0.0.11 arp-rep(2)
0        0
lswitch 00:00:00:00:00:20 00:00:00:00:00:0b 10.0.0.32 10.0.0.11
arp-rep(2) 0        0
lswitch 00:00:00:00:00:1f 00:00:00:00:00:0c 10.0.0.31 10.0.0.12
arp-rep(2) 0        0
lswitch 00:00:00:00:00:20 00:00:00:00:00:0c 10.0.0.32 10.0.0.12
arp-rep(2) 0        0
lswitch 00:00:00:00:00:0b 00:00:00:00:00:1f 10.0.0.11 10.0.0.31
arp-req(1) 0        0
lswitch 00:00:00:00:00:0b 00:00:00:00:00:20 10.0.0.11 10.0.0.32
arp-req(1) 0        0
lswitch 00:00:00:00:00:0c 00:00:00:00:00:1f 10.0.0.12 10.0.0.31
arp-req(1) 0        0
lswitch 00:00:00:00:00:0c 00:00:00:00:00:20 10.0.0.12 10.0.0.32
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arp-req(1) 0        0
Cookie  Src MAC           Dst MAC           Src IP    Dst IP   
Protocol   Src Port Dst Port
-------|-----------------|-----------------|---------|---------|----------|--------|-------- routing
00:00:00:00:00:0b 00:00:00:00:00:1f 10.0.0.11 10.0.0.31 arp-req(1)
0        0
routing 00:00:00:00:00:0b 00:00:00:00:00:20 10.0.0.11 10.0.0.32
arp-req(1) 0        0
routing 00:00:00:00:00:0c 00:00:00:00:00:1f 10.0.0.12 10.0.0.31
arp-req(1) 0        0
routing 00:00:00:00:00:0c 00:00:00:00:00:20 10.0.0.12 10.0.0.32
arp-req(1) 0        0
lswitch 00:00:00:00:00:20 00:00:00:00:00:0b 10.0.0.32 10.0.0.11
arp-rep(2) 0        0
lswitch 00:00:00:00:00:20 00:00:00:00:00:0c 10.0.0.32 10.0.0.12
arp-rep(2) 0        0
routing 00:00:00:00:00:20 00:00:00:00:00:1f 10.0.0.32 10.0.0.31
arp-req(1) 0        0
lswitch 00:00:00:00:00:1f 00:00:00:00:00:0b 10.0.0.31 10.0.0.11
arp-rep(2) 0        0
lswitch 00:00:00:00:00:1f 00:00:00:00:00:0c 10.0.0.31 10.0.0.12
arp-rep(2) 0        0
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routing 00:00:00:00:00:1f 00:00:00:00:00:20 10.0.0.31 10.0.0.32
arp-rep(2) 0        0

222...333...555...      SSStttaaatttiiiccc      FFFlllooowww      EEEnnntttrrryyy
TTThhheee       SSStttaaatttiiiccc       FFFlllooowww       EEEnnntttrrryyy       aaa!!llliiicccaaatttiiiooonnn       iiinnnssseeerrrtttsss       ssstttaaatttiiicccaaallllllyyy       dddeeefffiiinnneeeddd       ffflllooowww       eeennntttrrriiieeesss       cccrrreeeaaattteeeddd       bbbyyy       ttthhheee       uuussseeerrr       iiinnntttooo       ttthhheee
ssswwwiiitttccchhheeesss...      FFFlllooowww      eeennntttrrriiieeesss      cccaaannn      bbbeee      dddeeefffiiinnneeeddd      iiinnn      ttthhheee      CCCLLLIII      wwwiiittthhh      cccuuussstttooommm      !rrriiiooorrriiitttyyy      aaannnddd      cccooooookkkiiieee      fffiiieeellldddsss,,,      aaannnddd      mmmaaatttccchhheeesss      cccaaannn
iiinnncccllluuudddeee      wwwiiillldddcccaaarrrdddsss      fffooorrr      aaannnyyy      fffiiieeellldddsss      (((sssuuu!!ooorrrttt      fffooorrr      bbbooottthhh             aaannnddd             ffflllooowww      eeennntttrrriiieeesss)))...      AAAccctttiiiooonnnsss      cccaaannn      bbbeee      aaa      llliiisssttt      ooofffnnnaaarrrrrrooowww wwwiiidddeee
mmmuuullltttiii!llleee      ooouuuttt!uuuttt      aaaccctttiiiooonnnsss...

TTThhheee      SSStttaaatttiiiccc      FFFlllooowww      EEEnnntttrrryyy      aaa!!llliiicccaaatttiiiooonnn      cccaaannn      ooovvveeerrrrrriiidddeee      ooorrr       sssuuu!!llleeemmmeeennnttt       ttthhheee      dddeeefffaaauuulllttt       cccooonnnnnneeeccctttiiivvviiitttyyy      !rrrooovvviiidddeeeddd      bbbyyy       ttthhheee
LLLeeeaaarrrnnniiinnnggg      SSSwwwiiitttccchhh      aaannnddd      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnnsss...

FFFooorrr      eeexxxaaammm!llleee,,,      iiinnn      ttthhheee      nnneeetttwwwooorrrkkk      aaabbbooovvveee,,,      ttthhheee      LLLeeeaaarrrnnniiinnnggg      SSSwwwiiitttccchhh      aaa!!llliiicccaaatttiiiooonnn      cccaaannn      !rrrooovvviiidddeee      cccooonnnnnneeeccctttiiivvviiitttyyy      fffooorrr      aaallllll      hhhooossstttsss
tttooo      aaallllll      ooottthhheeerrrsss      hhhooossstttsss...      HHHooowwweeevvveeerrr,,,      sssuuu!!ooossseee      ttthhheee      uuussseeerrr      wwwaaannnttteeeddd      tttooo      bbbllloooccckkk      !iiinnngggsss      fffrrrooommm      hhh111111      tttooo      hhh333111...      TTThhheee      fffooollllllooowwwiiinnnggg      ffflllooowww
eeennntttrrryyy      cccooouuulllddd      bbbeee      dddeeefffiiinnneeeddd:::

10.0.2.15(config)# switch 00:00:00:00:00:00:00:01
10.0.2.15(config-switch)# flow-entry deny-h11-h31
10.0.2.15(config-flow-entry)# src-ip 10.0.0.11
10.0.2.15(config-flow-entry)# dst-ip 10.0.0.31
10.0.2.15(config-flow-entry)# ether-type 2048
10.0.2.15(config-flow-entry)# active True
10.0.2.15(config-flow-entry)# end

RRReeecccaaallllll       ttthhhaaattt       ttthhheee      OOO!eeennnFFFlllooowww      !rrroootttooocccooolll      sss!eeeccciiifffiiieeesss       ttthhhaaattt       iiifff      nnnooo      aaaccctttiiiooonnn       iiisss      sss!eeeccciiifffiiieeeddd,,,      aaasss       iiinnn       ttthhhiiisss       ffflllooowww      eeennntttrrryyy,,,      !aaaccckkkeeetttsss
mmmaaatttccchhheeeddd      bbbyyy      ttthhheee      ffflllooowww      aaarrreee      dddrrrooo!!eeeddd...

TTThhhiiisss      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrryyy      wwwooouuulllddd      aaa!!eeeaaarrr      llliiikkkeee      ttthhhiiisss      ooonnn      ttthhheee      ssswwwiiitttccchhh:::

10.0.2.15# show switch 00:00:00:00:00:00:00:01 flow brief
Cookie              Src MAC Dst MAC Src IP    Dst IP    Protocol
Src Port Dst Port
-------------------|-------|-------|---------|---------|--------|--------|-------- static-deny-h11-h31
*       *       10.0.0.11 10.0.0.31 *        *        *

NNNooowww      tttrrraaaffffffiiiccc      bbbeeetttwwweeeeeennn      hhh111111      aaannnddd      hhh333111      iiisss      bbbllloooccckkkeeeddd...

TTThhheee      SSStttaaatttiiiccc      FFFlllooowww      EEEnnntttrrryyy      aaa!!llliiicccaaatttiiiooonnn      wwwooorrrkkksss      bbbyyy      cccooonnntttiiinnnuuuaaallllllyyy      rrreeeaaasssssseeerrrtttiiinnnggg      ttthhheee      ffflllooowww      eeennntttrrriiieeesss      tttooo      ttthhheee      ssswwwiiitttccchhheeesss      eeevvveeerrryyy
111000      ssseeecccooonnndddsss      wwwiiittthhh      aaa      hhhaaarrrddd      tttiiimmmeeeooouuuttt      ooofff      333000      ssseeecccooonnndddsss...      IIIfff      aaa      ffflllooowww      eeennntttrrryyy      iiisss      mmmooodddiiifffiiieeeddd      ooorrr      dddeeellleeettteeeddd,,,      ttthhheeennn      ttthhheee      ooolllddd      ffflllooowww
eeennntttrrryyy      wwwiiillllll      eeexxx!iiirrreee      iiinnn      333000      ssseeecccooonnndddsss...      IIInnn      ttthhhiiisss      wwwaaayyy,,,      ttthhheee      aaa!!llliiicccaaatttiiiooonnn      eeennnsssuuurrreeesss      ooonnnlllyyy      ttthhheee      iiinnnttteeennndddeeeddd      ffflllooowww      eeennntttrrriiieeesss      aaarrreee      ooonnn
ttthhheee      ssswwwiiitttccchhheeesss...

NNNooottteee      ttthhhaaattt      bbbeeecccaaauuussseee      ooofff      ttthhhiiisss      dddeeesssiiigggnnn,,,      ttthhheee      !aaaccckkkeeettt///bbbyyyttteee      cccooouuunnnttteeerrrsss      fffooorrr      ttthhheee      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrriiieeesss      aaarrreee      cccooonnntttiiinnnuuuaaallllllyyy      rrreeessseeettt...
TTThhhiiisss      llliiimmmiiitttaaatttiiiooonnn      wwwiiillllll      bbbeee      aaaddddddrrreeesssssseeeddd      iiinnn      fffuuutttuuurrreee      rrreeellleeeaaassseeesss...
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222...444...      SSStttaaatttddd
SSStttaaatttddd      iiisss      aaa      dddaaaeeemmmooonnn      mmmoooddduuullleee      rrruuunnnnnniiinnnggg      wwwiiittthhhiiinnn      ttthhheee      cccooonnntttrrrooolllllleeerrr      VVVMMM      tttooo      cccooolllllleeecccttt      sssyyysssttteeemmm      aaannnddd      OOOFFF      nnneeetttwwwooorrrkkk      ssstttaaatttiiissstttiiicccsss...
SSStttaaatttddd      wwwaaasss      dddeeesssiiigggnnneeeddd      wwwiiittthhh      eeexxxttteeennnsssiiibbbiiillliiitttyyy      iiinnn      mmmiiinnnddd...      IIIttt      iiisss      aaa      sssiiimmm!llleee      !llluuugggiiinnn      fffrrraaammmeeewwwooorrrkkk      wwwiiittthhh      fffooouuurrr      tttyyy!eeesss      ooofff      !llluuuggggggaaabbbllleee
!yyyttthhhooonnn      mmmoooddduuullleeesss,,,      cccooolllllleeeccctttooorrrsss,,,      fffooorrrmmmaaatttttteeerrrsss,,,      ooouuuttt!uuutttttteeerrrsss,,,      aaannnddd      ttthhhrrrooottttttllleeerrrsss...

CCCooolllllleeeccctttooorrrsss      iiimmm!llleeemmmeeennnttt      aaa      cccooolllllleeecccttt((()))      fffuuunnnccctttiiiooonnn      aaannnddd      !uuubbbllliiissshhh      dddaaatttaaa      bbbyyy      iiinnnvvvoookkkiiinnnggg      eeeiiittthhheeerrr      aaaddddddCCCooonnntttrrrooolllllleeerrrDDDaaatttaaa((()))
ooorrr      aaaddddddSSSwwwiiitttccchhhDDDaaatttaaa((()))      fffuuunnnccctttiiiooonnnsss...      CCCuuurrrrrreeennntttlllyyy,,,      tttwwwooo      cccooolllllleeeccctttooorrrsss      aaarrreee      bbbuuuiiilllttt      iiinnntttooo      ttthhheee      VVVMMM...

ooosssSSStttaaatttsss      iiisss      aaannn      OOOSSS      ssstttaaatttiiissstttiiicccsss      cccooolllllleeeccctttooorrr      ttthhhaaattt      gggaaattthhheeerrrsss      CCCPPPUUU,,,      mmmeeemmmooorrryyy,,,      aaannnddd      ssswwwaaa!      ssstttaaatttiiissstttiiicccsss...
ooofffSSStttaaatttsss      iiisss      aaannn      OOO!eeennn-‐-‐-FFFlllooowww      ssstttaaatttiiissstttiiicccsss      cccooolllllleeeccctttooorrr      ttthhhaaattt      gggeeetttsss      ttthhheee      nnnuuummmbbbeeerrr      !aaaccckkkeeetttIIInnnsss      aaannnddd      ffflllooowwwMMMooodddsss
!eeerrr      ssswwwiiitttccchhh...

FFFooorrrmmmaaatttttteeerrrsss      iiimmm!llleeemmmeeennnttt      aaa      fffooorrrmmmaaattt((()))      fffuuunnnccctttiiiooonnn      aaannnddd      rrreeetttuuurrrnnn      ttthhheee      fffooorrrmmmaaatttttteeeddd      ssstttrrriiinnnggg...
JJJsssooonnnFFFooorrrmmmaaatttttteeerrr      iiisss      ttthhheee      lllooonnneee      fffooorrrmmmaaatttttteeerrr      sssuuu!!ooorrrttteeeddd      iiinnn      ttthhhiiisss      rrreeellleeeaaassseee...

OOOuuuttt!uuutttttteeerrrsss      iiimmm!llleeemmmeeennnttt      aaa      !ooosssttt((()))      fffuuunnnccctttiiiooonnn...
RRReeessstttOOOuuuttt!uuuttt      iiisss      ttthhheee      lllooonnneee      ooouuuttt!uuutttttteeerrr      sssuuu!!ooorrrttteeeddd      iiinnn      ttthhhiiisss      rrreeellleeeaaassseee...

TTThhhrrrooottttttllleeerrr      iiimmm!llleeemmmeeennnttt      aaa      ttthhhrrrooottttttllleee((()))      fffuuunnnccctttiiiooonnn      ttthhhaaattt      ttthhhrrrooottttttllleeesss      ttthhheee      aaammmooouuunnnttt      ooofff      eeevvveeennnttt      dddaaatttaaa      ttthhhaaattt      iiisss      !uuubbbllliiissshhheeeddd...
TTThhhrrrooottttttllleeerrrsss      aaarrreee      aaassssssiiigggnnneeeddd      tttooo      OOOuuuttt!uuutttttteeerrrsss      aaannnddd      aaarrreee      ooo!tttiiiooonnnaaalll...      AAA      ttthhhrrrooottttttllleeerrr      nnnaaammmeee      aaannnddd      rrraaattteee      iiisss      rrreeeqqquuuiiirrreeeddd...

LLLeeeaaakkkyyyBBBuuuccckkkeeetttTTThhhrrrooottttttllleeerrr      iiisss      ttthhheee      lllooonnneee      ttthhhrrrooottttttllleeerrr      sssuuu!!ooorrrttteeeddd      iiinnn      ttthhhiiisss      rrreeellleeeaaassseee...

///ooo!ttt///bbbiiigggssswwwiiitttccchhh///ssstttaaatttddd///ssstttaaatttddd...cccooonnnfff      iiisss      ttthhheee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      fffiiillleee      uuussseeeddd      bbbyyy      ttthhheee      ssstttaaatttddd      tttooo      dddeeettteeerrrmmmiiinnneee      iiitttsss      bbbeeehhhaaavvviiiooorrr...      HHHeeerrreee
iiisss      aaa      sssaaammm!llleee      ssstttaaatttddd...cccooonnnfff:::



.
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{
    "logLevel": "info",{    "logLevel": "info",
    "logFile": "/opt/bigswitch/statd/log/statd.log",
    "input": [
        {
            "name":"OsStats",
            "period":60
        },
        {
            "name":"OfStats",
            "period":5
        },
        {
            "name":"LogCollector",
            "period":10,
            "level":"info",
            "module":"beacon"
        }
    ],
    "output": [
        {
            "name":"RestOutput",
            "period":15,
            "formatter":"Json",
            "throttler":"LeakyBucketThrottler",
            "stats":"v1/stats/default",
            "log":"v1/events/default"
        }
    ],
    "formatter": [
        {
            "name":"Json"
        }
    ],
    "throttler": [
        {
            "name":"LeakyBucketThrottler",
            "rate":10
        }
    ]
}    

TTThhheee      """!eeerrriiioooddd"""      fffiiieeelllddd      iiinnn      eeeaaaccchhh      eeennntttrrryyy      iiisss      iiinnn      ssseeecccooonnndddsss      aaannnddd      dddeeettteeerrrmmmiiinnneeesss      ttthhheee      eeexxxeeecccuuutttiiiooonnn      fffrrreeeqqquuueeennncccyyy      fffooorrr      eeeaaaccchhh      mmmoooddduuullleee...

333...      WWWeeebbbUUUIII      rrreeefffeeerrreeennnccceee

333...111...      IIInnntttrrroooddduuuccctttiiiooonnn



.
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IIInnn      ttthhheee      cccuuurrrrrreeennnttt      rrreeellleeeaaassseee,,,      wwweeebbbUUUIII      ooonnnlllyyy      sssuuu!!ooorrrtttsss      ttthhheee      vvviiieeewwwiiinnnggg      ooofff      sssyyysssttteeemmm      aaannnddd      OOOFFF-‐-‐-rrreeelllaaattteeeddd      ssstttaaatttiiissstttiiicccsss...

OOOnnn      ttthhheee      tttooo!      ooofff      eeeaaaccchhh      !aaagggeee,,,      aaa      tttiiimmmeee      rrraaannngggeee      cccaaannn      bbbeee      ssseeellleeecccttteeeddd      bbbyyy      sss!eeeccciiifffyyyiiinnnggg      ttthhheee      ssstttaaarrrttt      aaannnddd      eeennnddd      tttiiimmmeee,,,      ooorrr      ooonnneee      ooofff      ttthhheee
ssshhhooorrrtttcccuuuttt      llliiinnnkkksss,,,      111hhhrrr,,,      111dddaaayyy,,,      aaannnddd      111wwwkkk,,,      wwwhhhiiiccchhh      mmmeeeaaannnsss      ttthhheee      lllaaasssttt      ssseeellleeecccttteeeddd      iiinnnttteeerrrvvvaaalll      (((iii...eee...      111hhhrrr      mmmeeeaaannnsss      ttthhheee      lllaaasssttt      hhhooouuurrr)))...      AAA
"""RRReeefffrrreeessshhh"""      bbbuuuttttttooonnn      iiisss      aaattt      ttthhheee      tttooo!      rrriiiggghhhttt      cccooorrrnnneeerrr      tttooo      sssuuubbbmmmiiittt      ttthhheee      rrreeeqqquuueeesssttt...

TTThhheee      sssyyysssttteeemmm      ssstttaaatttiiissstttiiicccsss      iiinnncccllluuudddeee      tttwwwooo      tttiiimmmeee-‐-‐-ssseeerrriiieeesss      ccchhhaaarrrtttsss,,,      MMMeeemmmooorrryyy      UUUsssaaagggeee      aaannnddd      CCCPPPUUU      UUUsssaaagggeee...      MMMeeemmmooorrryyy      uuusssaaagggeee      ccchhhaaarrrttt
tttrrreeennndddsss      ttthhheee      VVVMMM'''sss      uuussseeeddd      mmmeeemmmooorrryyy,,,      fffrrreeeeee      mmmeeemmmooorrryyy,,,      aaannnddd      uuussseeeddd      ssswwwaaa!      ooovvveeerrr      aaa      ssseeellleeecccttteeeddd      !eeerrriiioooddd      ooofff      tttiiimmmeee...      TTThhheee      yyy-‐-‐-aaaxxxiiisss      iiisss
iiinnn      aaabbbsssooollluuuttteee      aaammmooouuunnnttt...      CCCPPPUUU      uuusssaaagggeee      ccchhhaaarrrttt      tttrrreeennndddsss      ttthhheee      VVVMMM'''sss      ccc!uuu      uuusssaaagggeeesss      sssuuuccchhh      aaasss      sssyyysssttteeemmm,,,      uuussseeerrr,,,      nnniiiccceee,,,      aaannnddd      iiidddllleee...      TTThhheee
yyy-‐-‐-aaaxxxiiisss      iiisss      iiinnn      !eeerrrccceeennntttaaagggeee...

TTThhheee      OOOFFF      ssstttaaatttiiissstttiiicccsss      iiinnncccllluuudddeee      !aaaccckkkeeetttIIInnn      rrraaattteee      aaannnddd      ffflllooowww-‐-‐-mmmoooddd      rrraaattteee      !eeerrr      ssswwwiiitttccchhh      ooovvveeerrr      aaa      sss!eeeccciiifffiiieeeddd      !eeerrriiioooddd      ooofff      tttiiimmmeee      aaannnddd
ttthhheee      cccooorrrrrreeesss!ooonnndddiiinnnggg      CCCDDDFFF      ccchhhaaarrrttt...            IIInnn      aaaddddddiiitttiiiooonnn      tttooo      ttthhheee      tttiiimmmeee      ssseeellleeeccctttooorrr      ooonnn      ttthhheee      tttooo!      ooofff      ttthhheee      !aaagggeee,,,      aaa      dddrrrooo!-‐-‐-dddooowwwnnn      ssswwwiiitttccchhh
ssseeellleeeccctttooorrr      iiisss      aaaddddddeeeddd      tttooo      ttthhheee      !aaagggeee      tttooo      sss!eeeccciiifffyyy      ttthhheee      tttaaarrrgggeeettt      ssswwwiiitttccchhh...

333...222...      SSSeeetttuuuppp
TTThhheee      cccooonnntttrrrooolllllleeerrr'''sss      wwweeebbb      ssseeerrrvvveeerrr       llliiisssttteeennnsss      ooonnn      TTTCCCPPP      !ooorrrttt      888000000000...      BBByyy      dddeeefffaaauuulllttt,,,      ttthhheee      VVVMMM'''sss      fffiiirrreeewwwaaallllll      bbbllloooccckkksss      ttthhheee      !ooorrrttt...      TTThhheee
cccooonnntttrrrooolllllleeerrr      VVVMMM'''sss      aaadddmmmiiinnniiissstttrrraaatttooorrr      mmmuuusssttt      ooo!eeennn      ttthhheee      !ooorrrttt      iiinnn      ooorrrdddeeerrr      tttooo      aaacccccceeessssss      ttthhheee      wwweeebbb      UUUIII...

TTThhheee      !rrroooccceeeddduuurrreee      tttooo      ooo!eeennn      ttthhheee      fffiiirrreeewwwaaallllll:::

111...      lllooogggiiinnn      aaasss      aaadddmmmiiinnn

222...      ooo!eeennn      ttthhheee      llliiinnnuuuxxx      ssshhheeellllll,,,      """dddeeebbbuuuggg      bbbaaassshhh"""

333...      !eeerrrmmmiiittt      !ooorrrttt      888000000000,,,      """sssuuudddooo      uuufffwww      aaallllllooowww      888000000000///tttccc!"""

333...333...      SSScccrrreeeeeennn      !aaappptttuuurrreeesss

      
SSSyyysssttteeemmm      GGGrrraaa!hhhsss
OOO!eeennnFFFlllooowww      GGGrrraaa!hhhsss

444...      !LLLIII      rrreeefffeeerrreeennnccceee

444...111...      !LLLIII      cccooonnnccceeeppptttsss



.
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444...111...111...      AAAcccccceeessssss      aaannnddd      mmmooodddeeesss
TTThhheee      CCCLLLIII      cccaaannn      bbbeee      aaacccccceeesssssseeeddd      ttthhhrrrooouuuggghhh      ttthhheee      cccooonnnsssooollleee      wwwiiinnndddooowww      ooofff      ttthhheee      vvviiirrrtttuuuaaalll      mmmaaaccchhhiiinnneee      ooorrr      bbbyyy      uuusssiiinnnggg      sssssshhh      tttooo      cccooonnnnnneeecccttt      tttooo
ttthhheee      vvviiirrrtttuuuaaalll      mmmaaaccchhhiiinnneee...      LLLoooggggggiiinnnggg      iiinnn      aaasss      ttthhheee      aaadddmmmiiinnn      uuussseeerrr      gggiiivvveeesss      aaacccccceeessssss      tttooo      ttthhheee      CCCLLLIII...

TTThhheee      aaadddmmmiiinnn      uuussseeerrr      wwwiiillllll      bbbeee      llloooggggggeeeddd      iiinnntttooo      ttthhheee      CCCLLLIII      iiinnn       ...      TTThhheee      !rrrooommm!ttt      wwwiiillllll      hhhaaavvveee      aaa             tttooo      iiinnndddiiicccaaattteee      ttthhhiiisss      mmmooodddeee...lllooogggiiinnn      !ooodddeee >

EEEnnnttteeerrr             bbbyyy      tttyyy!iiinnnggg      ttthhheee             cccooommmmmmaaannnddd...      TTThhheee      !rrrooommm!ttt      wwwiiillllll      hhhaaavvveee      aaa             tttooo      iiinnndddiiicccaaattteee      ttthhhiiisss      mmmooodddeee...eeennnaaabbbllleee      !ooodddeee enable #

EEEnnnttteeerrr             bbbyyy      tttyyy!iiinnnggg      ttthhheee             cccooommmmmmaaannnddd...      TTThhheee      !rrrooommm!ttt      wwwiiillllll      hhhaaavvveee      aaa             tttooo      iiinnndddiiicccaaattteeecccooonnnfffiiiggg      !ooodddeee configure (config)#
ttthhhiiisss      mmmooodddeee...

TTThhheeerrreee       aaarrreee       aaa       nnnuuummmbbbeeerrr       ooofff              wwwhhhiiiccchhh       wwwiiillllll       bbbeee       iiinnndddiiicccaaattteeeddd       iiinnn       ttthhheee       !rrrooommm!ttt       aaasss      cccooonnnfffiiiggg       sssuuubbb!ooodddeeesss
,,,      aaannnddd      eeeaaaccchhh      sssuuubbbmmmooodddeee      aaallllllooowwwsss      cccooonnnfffiiiggguuurrraaatttiiiooonnn      ooofff      aaa      sss!eeeccciiifffiiiccc       tttyyy!eee      ooofff      ooobbbjjjeeecccttt       iiinnn       ttthhheee(config-<submode>)#

dddaaatttaaabbbaaassseee...

TTTyyy!eee             tttooo      rrreeetttuuurrrnnn      tttooo      ttthhheee      !rrreeevvviiiooouuusss      mmmooodddeee,,,      ooorrr      tttyyy!eee             tttooo      eeexxxiiittt      aaallllll      cccooonnnfffiiiggg      mmmooodddeeesss      aaannnddd      rrreeetttuuurrrnnn      tttooo      eeennnaaabbbllleeeexit end
mmmooodddeee...

444...111...222...      NNNaaavvviiigggaaatttiiiooonnn      aaannnddd      hhheeelllppp
TTThhheeerrreee      aaarrreee      aaa      nnnuuummmbbbeeerrr      ooofff      wwwaaayyysss      uuussseeerrrsss      cccaaannn      nnnaaavvviiigggaaattteee      ttthhheee      CCCLLLIII      aaannnddd      rrreeeccceeeiiivvveee      hhheeelll!      aaattt      aaannnyyy      tttiiimmmeee...

FFFooorrr      nnnaaavvviiigggaaatttiiiooonnn,,,      ttthhheee      CCCLLLIII      iiimmm!llleeemmmeeennntttsss      aaa      LLLiiinnnuuuxxx///ssshhheeellllll-‐-‐-ssstttyyyllleee      nnnaaavvviiigggaaatttiiiooonnn      -‐-‐-      fffooorrr      eeexxxaaammm!llleee:::

CCCtttrrrlll-‐-‐-BBB      -‐-‐-      bbbaaaccckkk      ooonnneee      ccchhhaaarrraaacccttteeerrr
CCCtttrrrlll-‐-‐-FFF      -‐-‐-      fffooorrrwwwaaarrrddd      ooonnneee      ccchhhaaarrraaacccttteeerrr
CCCtttrrrlll-‐-‐-AAA      -‐-‐-      mmmooovvveee      tttooo      ttthhheee      ssstttaaarrrttt      ooofff      ttthhheee      llliiinnneee
CCCtttrrrlll-‐-‐-EEE      -‐-‐-      mmmooovvveee      tttooo      ttthhheee      eeennnddd      ooofff      ttthhheee      llliiinnneee
CCCtttrrrlll-‐-‐-PPP      -‐-‐-      dddiiisss!lllaaayyy      ttthhheee      !rrreeevvviiiooouuusss      cccooommmmmmaaannnddd      -‐-‐-      cccaaannn      bbbeee      rrreee!eeeaaattteeeddd      tttooo      gggooo      ttthhhrrrooouuuggghhh      hhhiiissstttooorrryyy
CCCtttrrrlll-‐-‐-RRR      -‐-‐-      ssseeeaaarrrccchhh      fffooorrr      ttteeexxxttt      aaammmooonnnggg      !rrreeevvviiiooouuusss      cccooommmmmmaaannndddsss

RRReeefffeeerrr      tttooo              fffooorrr      mmmooorrreee       iiinnnfffooorrrmmmaaatttiiiooonnn      ooonnn      aaallllll      kkkeeeyyybbboooaaarrrdddhhhtttttt!::://////tttiiissswwwwwwwww...cccaaassseee...eeeddduuu///!hhh!///ccchhheeettt///rrreeeaaadddllliiinnneee///rrreeeaaadddllliiinnneee...hhhtttmmmlll
ssshhhooorrrtttcccuuutttsss      aaannnddd      fffaaaccciiillliiitttiiieeesss...

HHHeeelll!      iiisss      aaalllsssooo      aaacccccceeessssssiiibbbllleee      bbbyyy      tttyyy!iiinnnggg      ttthhheee      cccooommmmmmaaannnddd       ...      TTThhheee      ooouuuttt!uuuttt      wwwiiillllll      vvvaaarrryyy      bbbaaassseeeddd      ooonnn      ttthhheee      sss!eeeccciiifffiiiccc      mmmooodddeee      ttthhheeehelp
uuussseeerrr      iiisss      iiinnn...

CCCooommmmmmaaannnddd      cccooommm!llleeetttiiiooonnn      aaattt      aaannnyyy      !oooiiinnnttt      cccaaannn      bbbeee      !rrreeessssssiiinnnggg      tttaaabbb      ooonnnccceee      ooorrr      tttwwwiiiccceee...      PPPrrreeessssssiiinnnggg      tttaaabbb      ooonnnccceee      wwwiiillllll      cccooommm!llleeettteee      ttthhheee
vvvaaallluuueee      iiifff      !ooossssssiiibbbllleee,,,      aaannnddd      !rrreeessssssiiinnnggg      tttaaabbb      tttwwwiiiccceee      wwwiiillllll      ssshhhooowww      aaallllll      !ooossssssiiibbbllleee      cccooommm!llleeetttiiiooonnnsss...      TTTyyy!eee      ttthhheee             ccchhhaaarrraaacccttteeerrr      tttooo      ssshhhooowww?
cccooommm!llleeetttiiiooonnnsss      aaattt      aaannnyyy      tttiiimmmeee...

TTThhheee      CCCLLLIII      wwwiiillllll      aaacccccceee!ttt      ssshhhooorrrttteeennneeeddd      vvveeerrrsssiiiooonnnsss      ooofff      cccooommmmmmaaannndddsss      aaannnddd      ooo!tttiiiooonnnsss      sssooo      lllooonnnggg      aaasss      ttthhheeerrreee      iiisss      nnnooo      aaammmbbbiiiggguuuiiitttyyy      iiinnn      ttthhheee
cccooommmmmmaaannndddsss...      FFFooorrr      eeexxxaaammm!llleee,,,             wwwiiillllll      bbbeee      iiinnnttteeerrr!rrreeettteeeddd      aaasss       ...sh run show running-config

444...111...333...      !LLLIII      cccooonnnvvveeennniiieeennnccceeesss:::      pppiiipppeeesss,,,      wwwaaatttccchhhiiinnnggg      cccooommmmmmaaannndddsss,,,      aaannnddd      ooottthhheeerrr      tttrrriiiccckkksss
TTThhheee      ooouuuttt!uuuttt      ooofff      aaannnyyy      CCCLLLIII      cccooommmmmmaaannnddd      cccaaannn      bbbeee      !iii!eeeddd      tttooo      cccooommmmmmooonnn      UUUnnniiixxx      ssshhheeellllll      uuutttiiillliiitttiiieeesss      sssuuuccchhh      aaasss       ,,,       ,,,       ,,,      grep awk wc

,,,       ,,,      ooorrr       ...      TTThhhiiisss      cccaaannn      mmmaaakkkeee      ssseeeaaarrrccchhhiiinnnggg      fffooorrr      dddaaatttaaa      ooorrr      bbbrrrooowwwsssiiinnnggg      ttthhhrrrooouuuggghhh      ooouuuttt!uuuttt      sssiiigggnnniiifffiiicccaaannntttlllyyy      eeeaaasssiiieeerrr...tail more less
FFFooorrr      eeexxxaaammm!llleee,,,      tttooo      fffiiinnnddd      aaallllll      ttthhheee      !ooorrrtttsss      ooofff      aaa      gggiiivvveeennn      ssswwwiiitttccchhh,,,      tttyyy!eee:::

http://tiswww.case.edu/php/chet/readline/readline.html


.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      222333      ooofff      777777

10.0.2.15> show port | grep :24
00:0a:00:24:a8:c4:69:00 52    28    00:24:a8:c4:69:cc
00:0a:00:24:a8:c4:69:00 54    30    00:24:a8:c4:69:ca
00:0a:00:24:a8:c4:69:00 56    32    00:24:a8:c4:69:c8
00:0a:00:24:a8:c4:69:00 57    33    00:24:a8:c4:69:c7
00:0a:00:24:a8:c4:69:00 58    34    00:24:a8:c4:69:c6
10.0.2.15>

TTThhheee      CCCLLLIII      !rrrooovvviiidddeeesss       ,,,       ,,,      aaannnddd             aaasss      !iii!eee      ooo!tttiiiooonnnsss      ttthhhaaattt      mmmaaayyy      bbbeee      fffaaammmiiillliiiaaarrr      tttooo      aaadddmmmiiinnniiissstttrrraaatttooorrrsssbegin include exclude
ooofff      eeexxxiiissstttiiinnnggg      nnneeetttwwwooorrrkkk      dddeeevvviiiccceeesss...              iiisss      uuussseeefffuuulll      fffooorrr      ssstttaaarrrtttiiinnnggg      tttooo      vvviiieeewww      lllaaarrrgggeee      ooouuuttt!uuuttt      aaattt      aaa      !aaarrrtttiiicccuuulllaaarrr      !oooiiinnnttt...      FFFooorrrbegin
eeexxxaaammm!llleee,,,      tttooo      ssseeeeee      jjjuuusssttt      ttthhheee             ooouuuttt!uuuttt      ooofff      ssshhhooowww      ttteeeccchhh-‐-‐-sssuuu!!ooorrrttt,,,      tttyyy!eee:::lsof

10.0.2.15> show tech-support | begin lsof |more
Executing os command: sudo lsof
COMMAND    PID       USER   FD      TYPE             DEVICE
SIZE/OFF       NODE NAME
init         1       root  cwd       DIR               8,16    
4096          2 /
init         1       root  rtd       DIR               8,16    
4096          2 /
init         1       root  txt       REG               8,16  
125640       4081 /sbin/init
init         1       root  mem       REG               8,16   
51712      19738 /lib/libnss_files-2.12.1.so
init         1       root  mem       REG               8,16   
43552      26679 /lib/libnss_nis-2.12.1.so
init         1       root  mem       REG               8,16   
97256      19579 /lib/libnsl-2.12.1.so
...

TTThhheee       CCCLLLIII       aaalllsssooo       aaallllllooowwwsss       uuussseeerrrsss       tttooo       rrreee!eeeaaattteeedddlllyyy       iiinnnvvvoookkkeee       aaa       cccooommmmmmaaannnddd      bbbyyy       !rrreee!eeennndddiiinnnggg       ttthhheee       cccooommmmmmaaannnddd       ...       FFFooorrrwatch
eeexxxaaammm!llleee,,,             wwwiiillllll      aaallllllooowww      ttthhheee      uuussseeerrr      tttooo      mmmooonnniiitttooorrr      ttthhheee      ffflllooowwwsss      ooonnn      aaa      sss!eeeccciiifffiiicccwatch show switch <dpid> flow
ssswwwiiitttccchhh...      TTThhhiiisss      mmmaaayyy      bbbeee      fffaaammmiiillliiiaaarrr      tttooo      UUUnnniiixxx      uuussseeerrrsss      wwwhhhooo      uuussseee      tttooo!      ooorrr      ttthhheee      cccooorrrrrreeesss!ooonnndddiiinnnggg             cccooommmmmmaaannnddd      iiinnn      UUUnnniiixxx...watch

MMMuuullltttiii!llleee       CCCLLLIII       cccooommmmmmaaannndddsss       cccaaannn       bbbeee       eeennnttteeerrreeeddd       iiinnntttooo       ttthhheee       CCCLLLIII       ooonnn       aaa       sssiiinnngggllleee       llliiinnneee,,,       ssseee!aaarrraaattteeeddd       bbbyyy       aaa       ssseeemmmiii-‐-‐-cccooolllooonnn...       FFFooorrr
eeexxxaaammm!llleee,,,      tttooo      gggeeettt      aaallllll      ttthhheee      wwwaaayyy      iiinnntttooo      aaa      cccooonnnfffiiiggguuurrriiinnnggg      aaa      ffflllooowww      eeennntttrrryyy      ooonnn      aaa      sss!eeeccciiifffiiiccc      ssswwwiiitttccchhh,,,      tttyyy!eee:::

10.0.2.15> enable; conf; switch 00:0a:00:24:a8:c4:69:00;
flow-entry foo
10.0.2.15(config-flow-entry)#

FFFiiinnnaaallllllyyy,,,      ttthhheee      CCCLLLIII      aaallllllooowwwsss      rrreeedddiiirrreeeccctttiiinnnggg      ttthhheee      ooouuuttt!uuuttt      ooofff      aaa      cccooommmmmmaaannnddd      tttooo      aaa      lllooocccaaalll      fffiiillleee      ooorrr      tttooo      ttthhheee      UUURRRLLL      ooofff      aaannn      HHHTTTTTTPPP      ssseeerrrvvveeerrr
ooorrr       aaannn       FFFTTTPPP       ssseeerrrvvveeerrr...       TTThhheee       lllooocccaaalll       fffiiillleee       iiisss       ssstttooorrreeeddd       iiinnn       ttthhheee       cccooonnntttrrrooolllllleeerrr       dddaaatttaaabbbaaassseee       (((aaasss       gggeeennneeerrraaalll       aaacccccceeessssss       tttooo       ttthhheee       lllooocccaaalll
fffiiillleeesssyyysssttteeemmm      iiisss      nnnooottt      gggiiivvveeennn)))...      TTThhhiiisss      iiisss      cccooonnnvvveeennniiieeennnttt      fffooorrr      ssstttooorrriiinnnggg      aaawwwaaayyy      ssshhhooowww      ooouuuttt!uuuttt      ooorrr      vvveeerrrsssiiiooonnnsss      ooofff      cccooonnnfffiiiggguuurrraaatttiiiooonnnsss...      FFFooorrr
eeexxxaaammm!llleee,,,      tttooo      ssstttooorrreee      ttthhheee      ooouuuttt!uuuttt      ooofff      ssshhhooowww      hhhooosssttt,,,      tttyyy!eee:::
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10.0.2.15# show host > localhost://hostoutput
user data created
10.0.2.15# show config
Name       Length Version Timestamp
----------|------|-------|-------------------
hostoutput 1775   1       2010-12-15.08:29:31

10.0.2.15# show config hostoutput | head -10
MAC Address       Name Switch ID               Ingress Port IP
Address     Vendor
-----------------|----|-----------------------|------------|--------------|---------------------------- 00:0c:29:6a:83:8c
00:0a:00:24:a8:c4:69:00 38           192.168.10.207 VMware, Inc.
00:21:f7:de:e9:00      00:0c:00:21:f7:de:e9:00 local(65534)
192.168.12.102 ProCurve Networking by HP
00:25:90:08:94:d5      00:0a:00:21:f7:de:e9:00 2           
128.8.109.145  Super Micro Computer, Inc.
00:30:48:f9:cc:f7      00:00:00:30:48:f9:cc:f7 local(65534)
192.168.2.99   Supermicro Computer, Inc.
00:30:48:f9:cd:0b      00:00:00:30:48:f9:cd:0b local(65534)
0.0.0.0        Supermicro Computer, Inc.
00:30:48:f9:cd:0d      00:00:00:00:00:00:00:01 17          
192.168.11.2   Supermicro Computer, Inc.
00:50:8d:65:be:4b      00:00:00:00:00:00:00:01 22          
192.168.11.1   ABIT COMPUTER CORPORATION
10:00:00:67:ad:07      00:00:00:30:48:f9:cc:f7 4           
192.168.12.132 unknown

444...111...444...      !ooonnnvvveeennntttiiiooonnnsss
TTTeeexxxttt      iiinnn      cccooouuurrriiieeerrr      fffooonnnttt      iiinnndddiiicccaaattteeesss      eeeiiittthhheeerrr      ttteeexxxttt      ttthhhaaattt      ssshhhooouuulllddd      bbbeee      tttyyy!eeeddd      iiinnn      bbbyyy      ttthhheee      uuussseeerrr      ooorrr      ooouuuttt!uuuttt      fffrrrooommm      aaa      cccooommmmmmaaannnddd...

TTTeeexxxttt      eeennnccclllooossseeeddd      iiinnn      !aaarrreeennnttthhheeessseeesss             iiinnndddiiicccaaattteeesss      aaa      ssseeettt      ooofff      rrreeeqqquuuiiirrreeeddd      aaarrrggguuummmeeennntttsss...      TTThhheee      ooo!tttiiiooonnnsss      aaarrreee      ssseee!aaarrraaattteeeddd      bbbyyy      aaa( )
vvveeerrrtttiiicccaaalll      bbbaaarrr       ...|

TTTeeexxxttt       eeennnccclllooossseeeddd       iiinnn       sssqqquuuaaarrreee       bbbrrraaaccckkkeeetttsss                     iiinnndddiiicccaaattteeesss       ooo!tttiiiooonnnaaalll       aaarrrggguuummmeeennntttsss...       TTThhheee       ooo!tttiiiooonnnsss       aaarrreee       ssseee!aaarrraaattteeeddd       bbbyyy       aaa[ ]
vvveeerrrtttiiicccaaalll      bbbaaarrr       ...|

TTTeeexxxttt      eeennnccclllooossseeeddd      iiinnn      aaannngggllleee      bbbrrraaaccckkkeeetttsss                    iiinnndddiiicccaaattteeesss      aaa      vvvaaallluuueee      ttthhhaaattt      ssshhhooouuulllddd      bbbeee      eeennnttteeerrreeeddd///sssuuubbbssstttiiitttuuuttteeeddd      bbbyyy      ttthhheee      uuussseeerrr...< >

444...222...      LLLooogggiiinnn      mmmooodddeee      cccooommmmmmaaannndddsss

444...222...111...      date
SSS yyy nnn ttt aaa xxx :::
date

EEExxxaaammmpppllleeesss:::
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192.168.2.129> date
2011-03-29 21:04:59
192.168.2.129>

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      !rrriiinnntttsss      ooouuuttt      ttthhheee      cccuuurrrrrreeennnttt      dddaaattteee///tttiiimmmeee      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooodddeee...      TTThhhiiisss      iiisss      uuussseeefffuuulll      fffooorrr      iiinnnttteeerrr!rrreeetttiiinnnggg      llloooggg
ooouuuttt!uuuttt      ooorrr      tttiiimmmeeessstttaaammm!sss      iiinnn             cccooommmmmmaaannndddsss...show

444...222...222...      debug
SSS yyy nnn ttt aaa xxx :::
debug ( bash | python | netconfig )

EEExxxaaammmpppllleeesss:::

10.0.2.15> debug bash

***** Warning: this is a debug command - use caution! *****
***** Type "exit" or Ctrl-D to return to the BigOS CLI *****

bsn@bigswitchcontroller:~$

DDDeeessscccrrriiippptttiiiooonnn:::

TTThhhiiisss      cccooommmmmmaaannnddd      gggiiivvveeesss      aaacccccceeessssss      tttooo      aaa      nnnuuummmbbbeeerrr      ooofff      dddeeebbbuuuggg-‐-‐-llleeevvveeelll      cccooommmmmmaaannndddsss      iiinnn      ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooodddeee...      TTThhheee             aaannnddd      bash
       ooo!tttiiiooonnnsss       rrruuunnn       ttthhheee       rrreeesss!eeeccctttiiivvveee       UUUnnniiixxx       cccooommmmmmaaannnddd       ssshhheeellllll       ttthhhaaattt       aaallllllooowwwsss       aaacccccceeessssss       tttooo       ttthhheee       iiinnnttteeerrrnnnaaalllsss       ooofff       ttthhheeepython

cccooonnntttrrrooolllllleeerrr      nnnooodddeee...      TTThhheee             rrreeerrruuunnnsss      ttthhheee      fffiiirrrsssttt-‐-‐-tttiiimmmeee      nnneeetttwwwooorrrkkkiiinnnggg      ssseeetttuuu!      ssscccrrriii!ttt...      AAAfffttteeerrr      rrruuunnnnnniiinnnggg      nnneeetttcccooonnnfffiiiggg,,,netconfig
yyyooouuu      ssshhhooouuulllddd      rrreeessstttaaarrrttt      ttthhheee      cccooonnntttrrrooolllllleeerrr...

TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooouuulllddd      bbbeee      uuussseeeddd      aaasss      aaadddvvviiissseeeddd      bbbyyy      BBBiiiggg      SSSwwwiiitttccchhh      NNNeeetttwwwooorrrkkksss...

444...222...333...      enable
SSS yyy nnn ttt aaa xxx :::
enable

EEExxxaaammmpppllleeesss:::

10.0.2.15> enable
10.0.2.15#

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      !uuutttsss      ttthhheee      uuussseeerrr      iiinnntttooo      eeennnaaabbbllleee      mmmooodddeee...      TTThhhiiisss      mmmooodddeee      gggiiivvveeesss      ttthhheee      uuussseeerrr      aaacccccceeessssss      tttooo      mmmooorrreee      cccooommmmmmaaannndddsss      aaannnddd
cccaaa!aaabbbiiillliiitttiiieeesss,,,       iiinnncccllluuudddiiinnnggg       cccooo!yyyiiinnnggg       cccooonnnfffiiiggguuurrraaatttiiiooonnnsss       tttooo       bbbeee       ssstttooorrreeeddd       ooonnn       ttthhheee       cccooonnntttrrrooolllllleeerrr       aaannnddd       ccchhhaaannngggiiinnnggg       ttthhheee
cccooonnnfffiiiggguuurrraaatttiiiooonnn      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr...      TTThhheee      CCCLLLIII      !rrrooommm!ttt      wwwiiillllll      ccchhhaaannngggeee      fffrrrooommm      aaa             tttooo      aaa             -‐-‐-      ssseeeeee      aaabbbooovvveee      eeexxxaaammm!llleee...> #
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TTTyyy!iiicccaaallllllyyy,,,      nnneeetttwwwooorrrkkk      dddeeevvviiiccceeesss       rrreeeqqquuuiiirrreee      aaa      !aaasssssswwwooorrrddd       tttooo      eeennnttteeerrr      eeennnaaabbbllleee      mmmooodddeee...       IIInnn       ttthhhiiisss       rrreeellleeeaaassseee      ooofff       ttthhheee       cccooonnntttrrrooolllllleeerrr,,,
!aaasssssswwwooorrrdddsss      aaarrreee      nnnooottt      sssuuu!!ooorrrttteeeddd...

444...222...444...      exit
SSS yyy nnn ttt aaa xxx :::
exit

EEExxxaaammmpppllleeesss:::

10.0.2.15(config)# exit
10.0.2.15#
10.0.2.15# exit
10.0.2.15>

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      llleeeaaavvveeesss      ttthhheee      cccuuurrrrrreeennnttt      mmmooodddeee      aaannnddd      rrreeetttuuurrrnnnsss      ttthhheee      uuussseeerrr      tttooo      ttthhheee      !rrreeevvviiiooouuusss      mmmooodddeee...      IIInnn      ttthhheee      eeexxxaaammm!llleee      aaabbbooovvveee,,,
ttthhheee      uuussseeerrr      iiisss      fffiiirrrsssttt      llleeeaaavvviiinnnggg      cccooonnnfffiiiggg      mmmooodddeee      aaannnddd      ttthhheeennn      llleeeaaavvviiinnnggg      eeennnaaabbbllleee      mmmooodddeee...

444...222...555...      help
SSS yyy nnn ttt aaa xxx :::
help [ <topic> ]

EEExxxaaammmpppllleeesss:::
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10.0.2.15(config-switch)# help
For help on specific commands type help <topic>
Available commands:
  bundles
  copy
  date
  debug
  end
  exit
  help
  history
  logout
  no
  show
  write

Available config objects:
  flow-entry

Available fields for switch:
  actions
  active
  alias
  buffers
  capabilities
  connected-since
  controller
  dpid
  ip-address
  socket-address
  tables

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      llliiissstttsss      ttthhheee      cccooommmmmmaaannndddsss      ttthhhaaattt      aaarrreee      aaavvvaaaiiilllaaabbbllleee      iiinnn      ttthhheee      cccuuurrrrrreeennnttt      mmmooodddeee...      TTThhheee      ooouuuttt!uuuttt      wwwiiillllll      vvvaaarrryyy      bbbaaassseeeddd      ooonnn
ttthhheee      cccuuurrrrrreeennnttt      mmmooodddeee...      IIInnn      ttthhheee      eeexxxaaammm!llleee      aaabbbooovvveee,,,      ttthhheee      uuussseeerrr      iiisss      iiinnn      cccooonnnfffiiiggg-‐-‐-ssswwwiiitttccchhh      sssuuubbbmmmooodddeee,,,      sssooo      ttthhheeerrreee      aaarrreee      ttthhhrrreeeeee      tttyyy!eeesss      ooofff
cccooommmmmmaaannndddsss      ttthhhaaattt      aaavvvaaaiiilllaaabbbllleee:::      cccooommmmmmaaannndddsss      ttthhhaaattt      cccaaannn      bbbeee      eeexxxeeecccuuuttteeeddd      dddiiirrreeeccctttlllyyy      (((eee...ggg...,,,             ooorrr       ))),,,      ooobbbjjjeeeccctttsss      ttthhhaaattt      cccaaannncopy show
bbbeee      cccrrreeeaaattteeeddd      (((eee...ggg...,,,       ))),,,      ooorrr      fffiiieeellldddsss      fffooorrr      ttthhheee      cccuuurrrrrreeennnttt      sssuuubbbmmmooodddeee      ttthhhaaattt      cccaaannn      bbbeee      cccooonnnfffiiiggguuurrreeeddd...flow-entry

444...222...666...      logout
SSS yyy nnn ttt aaa xxx :::
logout

EEExxxaaammmpppllleeesss:::
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10.0.2.15> logout

Ubuntu 10.10 bigswitchcontroller tty1

bigswitchcontroller login:

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss       cccooommmmmmaaannnddd       lllooogggsss       ooouuuttt       ttthhheee       uuussseeerrr       fffrrrooommm       ttthhheee       CCCLLLIII       ssseeessssssiiiooonnn       aaannnddd       rrreeetttuuurrrnnnsss       eeeiiittthhheeerrr       tttooo       ttthhheee       ssshhheeellllll      wwwhhheeerrreee       ttthhheee       uuussseeerrr
cccooonnnnnneeecccttteeeddd      fffrrrooommm,,,      ooorrr      tttooo      ttthhheee      lllooogggiiinnn      !rrrooommm!ttt      iiifff      aaattt      aaa      cccooonnnsssooollleee      wwwiiinnndddooowww...

444...222...777...      show <keyword>
SSS yyy nnn ttt aaa xxx :::
show ( bundles | config | controller-node | flow-entry | host |
interfaces | link | logging | port | running-config | startup-config |
switch | tech-support )

EEExxxaaammmpppllleeesss:::

10.0.2.15> show version
Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
10.0.2.15> show switch hp-6600 desc
Switch  Serial #   Vendor  Make                                 
Model      SW Version
-------|----------|-------|-------------------------------------|----------|---------- hp-6600
CN9202M063 HP-Labs HP Procurve 5400zl/3500yl/6600 series
hp6600-101 2.02v

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      tttaaakkkeeesss      aaa      vvvaaarrriiieeetttyyy      ooofff      ooo!tttiiiooonnnsss      ttthhhaaattt      wwwiiillllll      bbbeee      cccooovvveeerrreeeddd      iiinnn      sssuuubbbssseeeccctttiiiooonnnsss      bbbeeelllooowww...      SSSeeevvveeerrraaalll      ooo!tttiiiooonnnsss      dddiiisss!lllaaayyy
iiinnnfffooorrrmmmaaatttiiiooonnn       aaabbbooouuuttt       ttthhheee       sssyyysssttteeemmm      wwwhhhiiillleee       ooottthhheeerrr       ooo!tttiiiooonnnsss       dddiiisss!lllaaayyy       iiinnnfffooorrrmmmaaatttiiiooonnn       aaabbbooouuuttt       ooobbbjjjeeeccctttsss       iiinnn       ttthhheee       dddaaatttaaabbbaaassseee
(((cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee,,,      ffflllooowww-‐-‐-eeennntttrrryyy,,,      hhhooosssttt,,,      llliiinnnkkk,,,      !ooorrrttt,,,      aaannnddd      ssswwwiiitttccchhh)))...

444...222...777...111...      show bundles
SSS yyy nnn ttt aaa xxx :::
show bundles

EEExxxaaammmpppllleeesss:::



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      222999      ooofff      777777

192.168.2.129> sh bundles | grep beacon
Active    3  com.bigswitch.beacon.staticflowentry
Active    4  com.bigswitch.beacon.storage.cassandra
Active    5  com.bigswitch.beacon.storage.nosql
Active    13 net.beaconcontroller.core
Resolved  14 net.beaconcontroller.core.web
Active    15 net.beaconcontroller.devicemanager
Resolved  16 net.beaconcontroller.jetty.config
Active    17 net.beaconcontroller.learningswitch
Active    18 net.beaconcontroller.logging.bridge
Resolved  19 net.beaconcontroller.logging.config
Active    20 net.beaconcontroller.packet
Resolved  21 net.beaconcontroller.routing
Resolved  22 net.beaconcontroller.routing.dijkstra
Resolved  23 net.beaconcontroller.storage
Resolved  24 net.beaconcontroller.storage.memory
Active    25 net.beaconcontroller.topology
Resolved  26 net.beaconcontroller.topology.visualweb
Resolved  27 net.beaconcontroller.topology.web
Active    28 net.beaconcontroller.util
Active    29 net.beaconcontroller.web

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss       cccooommmmmmaaannnddd       ssshhhooowwwsss       ttthhheee       uuunnndddeeerrrlllyyyiiinnnggg       bbbuuunnndddllleeesss       ttthhhaaattt       mmmaaakkkeee       uuu!       ttthhheee       JJJaaavvvaaa       BBBeeeaaacccooonnn       !rrroooccceeessssss       (((ssseeeeee       eeeaaarrrllliiieeerrr
aaarrrccchhhiiittteeeccctttuuurrreee      dddiiissscccuuussssssiiiooonnn)))...      TTThhhiiisss      cccooommmmmmaaannnddd      iiisss      uuussseeefffuuulll      iiinnn      cccooonnnjjjuuunnnccctttiiiooonnn      wwwiiittthhh      ttthhheee             cccooommmmmmaaannnddd      ttthhhaaattt      aaallllllooowwwsssbundles
ssstttaaarrrtttiiinnnggg       aaannnddd       ssstttooo!!iiinnnggg       ooofff       iiinnndddiiivvviiiddduuuaaalll       bbbuuunnndddllleeesss,,,       eee...ggg...,,,       aaa       dddeee!llloooyyymmmeeennnttt      wwwhhheeerrreee       ffflllooowwwsss       aaarrreee      mmmaaannnaaagggeeeddd       eeennntttiiirrreeelllyyy       vvviiiaaa
ssstttaaatttiiiccc      ffflllooowww      eeennntttrrriiieeesss      aaannnddd      ttthhheee      dddeeefffaaauuulllttt      rrrooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      iiisss      nnnooottt      rrreeeqqquuuiiirrreeeddd...

444...222...777...222...      show config
SSS yyy nnn ttt aaa xxx :::
show config [ all | <name> [ all | <version number> | diff <ver a> <ver
b> ] ]

EEExxxaaammmpppllleeesss:::

10.0.2.15# show config
Name        Length Version Timestamp
-----------|------|-------|-------------------
startup     287    4       2010-12-14.21:29:26
mattspecial 254    1       2010-12-14.19:40:44



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333000      ooofff      777777

10.0.2.15# show config startup all
Name    Length Version Timestamp
-------|------|-------|-------------------
startup 132    2       2010-12-13.22:11:04
startup 287    4       2010-12-14.21:29:26
startup 132    3       2010-12-14.04:32:09
startup 132    1       2010-12-13.22:09:43

10.0.2.15# show config startup 3
!
! Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
!
!
switch 00:00:00:00:00:73:28:03
!
switch 00:0a:00:21:f7:de:e9:00
!
switch 00:0a:00:24:a8:c4:69:00
10.0.2.15# show config startup diff 3 4
4a5,6
> switch 00:00:00:00:00:00:00:01
> !
9a12,15
>   flow-entry ssh-block
>     active False
>     dst-port 22
>     actions drop

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss      cccooonnnfffiiiggguuurrraaatttiiiooonnn      fffiiillleeesss      ttthhhaaattt      hhhaaavvveee      bbbeeeeeennn      sssaaavvveeeddd      ooonnn      ttthhheee      cccooonnntttrrrooolllllleeerrr...      AAA      cccooonnnfffiiiggguuurrraaatttiiiooonnn      fffiiillleee      cccaaannn
bbbeee      aaa      cccooommm!llleeettteee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      (((sssuuuccchhh      aaasss      ttthhheee      sss!eeeccciiiaaalll             fffiiillleee)))      ooorrr      aaa      !aaarrrtttiiiaaalll      """cccooonnnfffiiigggllleeettt..."""      TTThhheee      ooo!tttiiiooonnnsss      aaallllllooowwwstartup
llliiissstttiiinnnggg      vvveeerrrsssiiiooonnnsss      fffooorrr      aaa      !aaarrrtttiiicccuuulllaaarrr      fffiiillleee,,,      vvviiieeewwwiiinnnggg      aaa      sss!eeeccciiifffiiiccc      vvveeerrrsssiiiooonnn      ooofff      aaa      fffiiillleee,,,      ooorrr      dddiiiffffff'''iiinnnggg      tttwwwooo      vvveeerrrsssiiiooonnnsss      ooofff      aaa      fffiiillleee...

444...222...777...333...      show interfaces
SSS yyy nnn ttt aaa xxx :::
show interfaces

EEExxxaaammmpppllleeesss:::



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333111      ooofff      777777

192.168.2.229# show interfaces
eth0      Link encap:Ethernet  HWaddr 52:54:00:25:e3:9b
inet addr:192.168.2.229  Bcast:192.168.2.255  Mask:255.255.255.0
inet6 addr: fe80::5054:ff:fe25:e39b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
RX packets:285120 errors:0 dropped:0 overruns:0 frame:0
TX packets:162749 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:44291880 (44.2 MB)  TX bytes:27358754 (27.3 MB)

lo        Link encap:Local Loopback
inet addr:127.0.0.1  Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING  MTU:16436  Metric:1
RX packets:2253128 errors:0 dropped:0 overruns:0 frame:0
TX packets:2253128 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:405056167 (405.0 MB)  TX bytes:405056167 (405.0 MB)

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      rrruuunnnsss      ttthhheee      UUUnnniiixxx             cccooommmmmmaaannnddd      tttooo      ssshhhooowww      iiinnnttteeerrrfffaaaccceee      ssstttaaatttuuusss...ifconfig

444...222...777...444...      show logging
SSS yyy nnn ttt aaa xxx :::
show logging ( all | console-error | syslog | beacon | console-access )

EEExxxaaammmpppllleeesss:::

10.0.2.15# show logging syslog | grep UFW
[90655.094966] [UFW BLOCK] IN=eth0 OUT=
MAC=52:54:00:25:e3:9b:c4:2c:03:37:c3:8d:08:00 SRC=192.168.2.23
DST=192.168.2.229 LEN=48 TOS=0x00 PREC=0x00 TTL=64 ID=9384 DF
PROTO=TCP SPT=60385 DPT=8080 WINDOW=65535 RES=0x00 SYN URGP=0
[90671.112565] [UFW BLOCK] IN=eth0 OUT=
MAC=52:54:00:25:e3:9b:c4:2c:03:37:c3:8d:08:00 SRC=192.168.2.23
DST=192.168.2.229 LEN=48 TOS=0x00 PREC=0x00 TTL=64 ID=39100 DF
PROTO=TCP SPT=60385 DPT=8080 WINDOW=65535 RES=0x00 SYN URGP=0



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333222      ooofff      777777

10.0.2.15# show logging beacon | grep DEBUG | grep Static | tail
-2
21:36:54.830 [Timer-68] DEBUG c.b.b.s.StaticFlowEntryPusher -
pushEntriesForSwitch OFSwitchImpl
[Socket[addr=/192.168.2.28,port=36307,localport=6633]
DPID[00:00:00:00:00:00:00:01]]
21:37:04.815 [Timer-68] DEBUG c.b.b.s.StaticFlowEntryPusher -
pushEntriesForSwitch OFSwitchImpl
[Socket[addr=/192.168.2.29,port=41930,localport=6633]
DPID[00:00:00:00:00:73:28:03]]

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      !rrrooovvviiidddeeesss      aaacccccceeessssss      tttooo       llloooggggggiiinnnggg      fffiiillleeesss      fffooorrr      ttthhheee      cccooonnntttrrrooolllllleeerrr,,,       iiinnncccllluuudddiiinnnggg      gggeeennneeerrraaalll      sssyyysssllloooggg      aaasss      wwweeellllll      aaasss       llloooggg
fffiiillleeesss       fffooorrr       sss!eeeccciiifffiiiccc       cccooommm!ooonnneeennntttsss      ooofff       ttthhheee      cccooonnntttrrrooolllllleeerrr...      AAAsss       ssshhhooowwwnnn       iiinnn       ttthhheee      eeexxxaaammm!llleeesss,,,       ttthhheee      ooouuuttt!uuuttt      cccaaannn      bbbeee      !iii!eeeddd       tttooo
vvvaaarrriiiooouuusss      ssshhheeellllll      uuutttiiillliiitttiiieeesss      tttooo      mmmaaakkkeee      ttthhheee      ooouuuttt!uuuttt      mmmooorrreee      mmmaaannnaaagggeeeaaabbbllleee...

444...222...777...555...      show running-config
SSS yyy nnn ttt aaa xxx :::
ssshhhooowww      rrruuunnnnnniiinnnggg-‐-‐-cccooonnnfffiiiggg

EEExxxaaammmpppllleeesss:::

10.0.2.15# show running-config
!
! Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
!
!
switch 00:00:00:00:00:00:00:01
!
switch 00:00:00:00:00:73:28:03
!
switch 00:0a:00:21:f7:de:e9:00
!
switch 00:0a:00:24:a8:c4:69:00
  flow-entry ssh-block
    active False
    dst-port 22
    actions drop

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss       cccooommmmmmaaannnddd       ssshhhooowwwsss       ttthhheee       rrruuunnnnnniiinnnggg       cccooonnnfffiiiggguuurrraaatttiiiooonnn       ooofff       ttthhheee       cccooonnntttrrrooolllllleeerrr...       IIInnn       ttthhhiiisss       rrreeellleeeaaassseee,,,       ttthhhiiisss       cccooonnnsssiiissstttsss       ooofff       ttthhheee
cccuuurrrrrreeennnttt      ssswwwiiitttccchhheeesss      ttthhhaaattt      aaarrreee      kkknnnooowwwnnn      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr      aaannnddd      aaannnyyy      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrriiieeesss      ttthhhaaattt      hhhaaavvveee      bbbeeeeeennn      cccooonnnfffiiiggguuurrreeeddd
fffooorrr      eeeaaaccchhh      ssswwwiiitttccchhh...

444...222...777...666...      show startup-config



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333333      ooofff      777777

SSS yyy nnn ttt aaa xxx :::
show startup-config

EEExxxaaammmpppllleeesss:::

10.0.2.15# show startup-config
!
! Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
!
!
switch 00:00:00:00:00:00:00:01
!
switch 00:00:00:00:00:73:28:03
!
switch 00:0a:00:21:f7:de:e9:00

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss      ttthhheee      ssstttaaarrrtttuuu!      cccooonnnfffiiiggguuurrraaatttiiiooonnn      ooofff       ttthhheee      cccooonnntttrrrooolllllleeerrr...      TTThhheee      uuussseeerrr      ssshhhooouuulllddd      hhhaaavvveee       iiissssssuuueeeddd      aaa      copy

///       cccooommmmmmaaannnddd      ooorrr      sssooommmeee      ooottthhheeerrr             cccooommmmmmaaannnddd...running startup write memory copy <src> startup

444...222...777...777...      show tech-support
SSS yyy nnn ttt aaa xxx :::
show tech-support

EEExxxaaammmpppllleeesss:::



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333444      ooofff      777777

192.168.2.129> show tech-support |more
Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
Current date/time: 2011-03-29.21:17:56

-------------------------------------------------------------------------------- Dumping
controller-node

IP Address Port Active Start Time
----------|----|------|--------------------------
127.0.0.1  6633 True   2011-03-28 15:24:49.533000

-------------------------------------------------------------------------------- Dumping
host

MAC Address       Name  Switch ID     Ingress Port IP Address    
Vendor                    Last new flow from the host
-----------------|-----|-------------|------------|--------------|-------------------------|--------------------------- 00:0c:29:24:52:d7
blah  netgear-2     2 (2)        192.168.10.239 VMware, Inc.      
2011-03-29 20:35:02
00:0c:29:74:64:47       netgear-2     2 (2)        192.168.10.200
VMware, Inc.              2011-03-28 19:55:35
00:0c:29:8d:71:a9       netgear-2     23 (23)      192.168.10.223
VMware, Inc.              2011-03-29 20:36:03
00:0c:29:ad:6f:43       netgear-2     2 (2)        192.168.10.239
VMware, Inc.              2011-03-28 21:59:34

...

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ddduuummm!sss       iiinnnfffooorrrmmmaaatttiiiooonnn       ttthhhaaattt       iiisss      uuussseeefffuuulll       fffooorrr      dddeeebbbuuuggggggiiinnnggg       ttthhheee      cccooonnntttrrrooolllllleeerrr      ooo!eeerrraaatttiiiooonnnsss...      TTThhhiiisss       iiinnncccllluuudddeeesss
cccooonnnttteeennntttsss      ooofff      ttthhheee      dddaaatttaaabbbaaassseee,,,      !rrroooccceeessssss///sssyyysssttteeemmm      iiinnnfffooorrrmmmaaatttiiiooonnn,,,      cccooommmmmmaaannnddd      hhhiiissstttooorrryyy,,,      aaannnddd      llloooggg      fffiiillleeesss...

444...222...777...888...      show version
SSS yyy nnn ttt aaa xxx :::
show version

EEExxxaaammmpppllleeesss:::

192.168.2.129> show version
Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss      ttthhheee      sss!eeeccciiifffiiiccc      sssoooffftttwwwaaarrreee      vvveeerrrsssiiiooonnn      iiinnnssstttaaalllllleeeddd      ooonnn      ttthhhiiisss      cccooonnntttrrrooolllllleeerrr      nnnooodddeee...



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333555      ooofff      777777

444...222...888...      show <database object>

444...222...888...111...      show controller-node
SSS yyy nnn ttt aaa xxx :::
show controller-node [ <controller-node id> ] [stats [<stats options>]]

EEExxxaaammmpppllleeesss:::

10.0.2.15# show controller-node
IP Address Port Active Start Time
----------|----|------|--------------------------
127.0.0.1  6633 True   2011-02-01 00:04:49.330000

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss      iiinnnfffooorrrmmmaaatttiiiooonnn      aaabbbooouuuttt      ttthhheee      cccuuurrrrrreeennnttt      cccooonnntttrrrooolllllleeerrr      nnnooodddeee      ttthhhaaattt      ttthhheee      CCCLLLIII      iiisss      cccooonnnnnneeecccttteeeddd      tttooo...      IIInnn      ttthhhiiisss
rrreeellleeeaaassseee,,,       ttthhheee       cccooonnntttrrrooolllllleeerrr       nnnooodddeee       wwwiiillllll       jjjuuusssttt       bbbeee       ttthhheee       lllooocccaaalll       mmmaaaccchhhiiinnneee       aaannnddd       wwwiiillllll       aaalllwwwaaayyysss       ssshhhooowww       111222777...000...000...111...       IIInnn       lllaaattteeerrr
rrreeellleeeaaassseeesss,,,      ttthhhiiisss      wwwiiillllll      ssshhhooowww      ttthhheee      mmmuuullltttiii!llleee      cccooonnntttrrrooolllllleeerrr      nnnooodddeeesss      ttthhhaaattt      cccooommm!rrriiissseee      ttthhheee      ooovvveeerrraaallllll      cccooonnntttrrrooolllllleeerrr      sssyyysssttteeemmm...

IIIfff      ttthhheee             ooo!tttiiiooonnn      iiisss      sss!eeeccciiifffiiieeeddd,,,      yyyooouuu      wwwiiillllll      bbbeee      aaabbbllleee      tttooo      ssseeeeee      aaa      nnnuuummmbbbeeerrr      ooofff      ssstttaaatttiiissstttiiicccsss      gggaaattthhheeerrreeeddd      ooonnn      ttthhheee      ssstttaaatttuuusss      ooofffstats
ttthhheee      sssyyysssttteeemmm      hhhooossstttiiinnnggg      ttthhheee      cccooonnntttrrrooolllllleeerrr...      SSSeeeeee      ttthhheee      ssseeeccctttiiiooonnn      ooonnn             tttooo      llleeeaaarrrnnn      mmmooorrreeeshow <object> <id> stats
aaabbbooouuuttt      ttthhheee      ooo!tttiiiooonnnsss      hhheeerrreee...

444...222...888...222...      show flow-entry
SSS yyy nnn ttt aaa xxx :::
show flow-entry [ <name> ]

EEExxxaaammmpppllleeesss:::

10.0.2.15> show flow-entry
Switch DPID             Name      Active Idle Timeout Hard Timeout
Cookie Priority Wildcards Ingress Port Src MAC Dst MAC Ether Type
VLAN ID VLAN Priority Src IP Dst IP Protocol TOS Bits Src Port Dst
Port Actions
-----------------------|---------|------|------------|------------|------|--------|---------|------------|-------|-------|----------|-------|-------------|------|------|--------|--------|--------|--------|------- 00:0a:00:24:a8:c4:69:00
ssh-block False  60           0            0      32768    0      
*                                              *                  
22       drop

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss      aaallllll      uuussseeerrr-‐-‐-dddeeefffiiinnneeeddd,,,      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrriiieeesss      iiinnn      ttthhheee      dddaaatttaaabbbaaassseee...      TTThhheee      cccooommmmmmaaannnddd      show switch

      ssshhhooowwwsss      aaallllll      ffflllooowww      eeennntttrrriiieeesss      cccuuurrrrrreeennntttlllyyy      ooonnn      aaa      gggiiivvveeennn      ssswwwiiitttccchhh,,,      iiinnncccllluuudddiiinnnggg      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrriiieeesss      ttthhhaaattt      hhhaaavvveee<dpid> flow
cccooonnnfffiiiggguuurrreeeddd      wwwiiittthhh      aaaccctttiiivvveee      ssseeettt      tttooo      TTTrrruuueee...

444...222...888...333...      show host



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333666      ooofff      777777

SSS yyy nnn ttt aaa xxx :::
show host [ <mac address> ]

EEExxxaaammmpppllleeesss:::

bigswitchcontroller> sh host
MAC Address       Name Vendor                    IP Address(es)
Switch/OF Port (Physical Port)
-----------------|----|-------------------------|--------------|------------------------------- 00:11:43:d8:7a:62
DELL INC.                 multiple (3)   00:0a:00:21:f7:de:e9:00/4
(4)
00:30:48:f9:cc:f7      Supermicro Computer, Inc. Unknown       
multiple (2)
00:30:48:f9:cc:f8      Supermicro Computer, Inc. Unknown       
00:00:00:00:00:73:52:02/31 (31)
00:50:8d:65:be:4b      ABIT COMPUTER CORPORATION 10.0.0.9      
00:00:00:00:00:32:90:01/16 (16)
10:00:00:67:ad:07      unknown                   192.168.12.132
multiple (2)
10:00:00:6f:ca:67      unknown                   192.168.12.131
multiple (2)
10:9a:dd:4b:c4:dd      Apple Inc                 192.168.10.249
00:00:00:00:00:73:52:01/28 (28)
10:9a:dd:4b:e5:cb      Apple Inc                 192.168.10.243
00:00:00:00:00:73:52:01/23 (23)
10:9a:dd:52:39:d5      Apple Inc                 192.168.10.237
00:00:00:00:00:73:52:01/2 (2)
58:b0:35:f5:f2:8f      Apple, Inc                multiple (2)  
00:00:00:00:00:73:52:01/19 (19)
c0:3f:0e:75:83:65      NETGEAR                   Unknown       
00:0a:00:24:a8:c4:69:00/25 (25)
c4:2c:03:02:5a:11      Apple                     192.168.10.238
00:00:00:00:00:73:52:01/23 (23)
c4:2c:03:37:c3:8d      Apple                     192.168.10.216
00:00:00:00:00:73:52:01/23 (23)
c8:2a:14:05:de:ac      unknown                   192.168.10.246
00:00:00:00:00:73:52:01/23 (23)

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss      hhhooosssttt      iiinnnfffooorrrmmmaaatttiiiooonnn      ttthhhaaattt      hhhaaasss      bbbeeeeeennn      dddiiissscccooovvveeerrreeeddd      bbbyyy      ttthhheee      DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr      aaa!!llliiicccaaatttiiiooonnn...      IIInnn
aaaddddddiiitttiiiooonnn      tttooo      ttthhheee      MMMAAACCC      aaaddddddrrreeessssss,,,      ttthhheee      sss!eeeccciiifffiiiccc      ssswwwiiitttccchhh      aaannnddd      !ooorrrttt      wwwhhheeerrreee      ttthhhiiisss      hhhooosssttt      wwwaaasss      llleeeaaarrrnnneeeddd      iiisss      dddiiisss!lllaaayyyeeeddd...

IIIfff      aaa      hhhooosssttt      wwwaaasss      llleeeaaarrrnnneeeddd      iiinnn      mmmuuullltttiii!llleee      !lllaaaccceeesss      ooorrr      hhhaaasss      mmmuuullltttiii!llleee      IIIPPP      aaaddddddrrreeesssssseeesss      ttthhheee      wwwooorrrddd      '''mmmuuullltttiii!llleee'''      aaalllooonnnggg      wwwiiittthhh      hhhooowww
mmmaaannnyyy       !lllaaaccceeesss       iiittt       wwwaaasss       llleeeaaarrrnnneeeddd       ooorrr       hhhooowww      mmmaaannnyyy       IIIPPPsss       iiittt       hhhaaasss       iiisss       ssshhhooowwwnnn...       IIIfff       nnnooo       IIIPPP       aaaddddddrrreeessssss       iiisss       kkknnnooowwwnnn       fffooorrr       aaa       hhhooosssttt
'''UUUnnnkkknnnooowwwnnn'''      iiisss      dddiiisss!lllaaayyyeeeddd      iiinnnsssttteeeaaaddd...

NNNooottteee      ttthhhaaattt      ttthhheee      iiinnngggrrreeessssss      !ooorrrttt      iiisss      ttthhheee      lllooogggiiicccaaalll      OOO!eeennnFFFlllooowww      !ooorrrttt      aaannnddd      ttthhheee      nnnaaammmeee      ooofff      ttthhheee      !ooorrrttt      iiisss      iiinnn      !aaarrreeennnttthhheeessseeesss...



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333777      ooofff      777777

NNNaaammmeee      cccaaannn      bbbeee      wwwrrriiitttttteeennn      iiinnn      bbbyyy      ttthhheee      uuussseeerrr      fffooorrr      cccooonnnvvveeennniiieeennnccceee      iiinnn      iiidddeeennntttiiifffyyyiiinnnggg      !aaarrrtttiiicccuuulllaaarrr      hhhooossstttsss...

444...222...888...444...      show link
SSS yyy nnn ttt aaa xxx :::
show link [ <link-id> ]

EEExxxaaammmpppllleeesss:::

192.168.2.129> show link
Src Switch DPID Src Port Src Port State Dst Switch DPID Dst Port
Dst Port State
---------------|--------|--------------|---------------|--------|-------------- netgear-1
5        listen(0x0)    netgear-2       33       link-down(0x1)
netgear-2       33       listen(0x0)    netgear-1       5       
listen(0x0)
netgear-2       9        listen(0x0)    hp-6600         43      
listen(0x0)
wireless-ap-2   3        listen(0x0)    hp-6600         62      
listen(0x0)
vswitch         1        listen(0x0)    hp-6600         67      
listen(0x0)
hp-5400         5        forward(0x200) hp-6600         29      
listen(0x0)

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss       llliiinnnkkk       iiinnnfffooorrrmmmaaatttiiiooonnn      ttthhhaaattt      hhhaaasss      bbbeeeeeennn      dddiiissscccooovvveeerrreeeddd      bbbyyy      ttthhheee      TTTooo!ooolllooogggyyy      aaa!!llliiicccaaatttiiiooonnn...      LLLiiinnnkkksss      aaarrreee
aaaddddddeeeddd       fffrrrooommm      ttthhheee      !eeerrrsss!eeeccctttiiivvveee      ooofff      aaa      gggiiivvveeennn      ssswwwiiitttccchhh      bbbaaassseeeddd      ooonnn      LLLLLLDDDPPP      !aaaccckkkeeetttsss,,,       sssooo       tttwwwooo       llliiinnnkkk       rrrooowwwsss      wwwiiillllll      eeexxxiiisssttt       fffooorrr      aaa
sssiiinnngggllleee      """lllooogggiiicccaaalll"""      !oooiiinnnttt-‐-‐-222-‐-‐-!oooiiinnnttt      llliiinnnkkk      bbbeeetttwwweeeeeennn      tttwwwooo      ssswwwiiitttccchhheeesss...

AAA      llliiinnnkkk      iiiddd      iiisss      ttthhheee      cccooonnncccaaattteeennnaaatttiiiooonnn      ooofff      ttthhheee      sssooouuurrrccceee      ssswwwiiitttccchhh      DDDPPPIIIDDD///!ooorrrttt      aaannnddd      dddeeessstttiiinnnaaatttiiiooonnn      ssswwwiiitttccchhh      DDDPPPIIIDDD///!ooorrrttt,,,      jjjoooiiinnneeeddd      bbbyyy
ttthhheee              ccchhhaaarrraaacccttteeerrr...       IIInnn       ttthhheee       eeexxxaaammm!llleee       aaabbbooovvveee,,,       ttthhheee       iiiddd       fffooorrr       ttthhheee       fffiiirrrsssttt       llliiinnneee       iiisss      -
00:00:00:00:00:00:00:01-2-00:00:00:00:00:00:00:02-2

444...222...888...555...      show port
SSS yyy nnn ttt aaa xxx :::
show port [ <port-id> ]

EEExxxaaammmpppllleeesss:::



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333888      ooofff      777777

10.0.2.15> show port
Switch DPID             OF #  Name  MAC Address       
Configuration State Current Advertised Supported Peer
-----------------------|-----|-----|-----------------|--------------|-----|-------|----------|---------|---- 00:00:00:00:00:00:00:01
10    10    00:26:e1:cb:db:0a                0x1
00:00:00:00:00:00:00:01 11    11    00:26:e1:cd:5d:0b             
0x1
00:00:00:00:00:00:00:01 12    12    00:26:e1:fe:72:0c             
0x1
00:00:00:00:00:00:00:01 13    13    00:26:e1:b5:02:0d             
0x1
00:00:00:00:00:00:00:01 14    14    00:26:e1:6a:4c:0e             
0x1
00:00:00:00:00:00:00:01 15    15    00:26:e1:db:52:0f             
0x1

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss       cccooommmmmmaaannnddd       ssshhhooowwwsss       !ooorrrttt       iiinnnfffooorrrmmmaaatttiiiooonnn       ttthhhaaattt       hhhaaasss       bbbeeeeeennn       dddiiissscccooovvveeerrreeeddd       bbbyyy       ttthhheee       cccooonnntttrrrooolllllleeerrr...       BBBooottthhh       ttthhheee       lllooogggiiicccaaalll
OOO!eeennnFFFlllooowww      !ooorrrttt      nnnuuummmbbbeeerrr      aaannnddd      ttthhheee      nnnaaammmeee      ooofff      ttthhheee      iiinnnttteeerrrfffaaaccceee      (((ooofffttteeennn      ttthhheee      eeexxxttteeerrrnnnaaallllllyyy      vvviiisssiiibbbllleee      !hhhyyysssiiicccaaalll      !ooorrrttt      nnnuuummmbbbeeerrr
ooonnn      aaa      ssswwwiiitttccchhh)))      aaarrreee      gggiiivvveeennn...

<port-id>      iiisss      ttthhheee      cccooonnncccaaattteeennnaaatttiiiooonnn      ooofff      ttthhheee      ssswwwiiitttccchhh      DDDPPPIIIDDD      aaannnddd      ttthhheee      lllooogggiiicccaaalll      OOO!eeennnFFFlllooowww      !ooorrrttt      nnnuuummmbbbeeerrr      jjjoooiiinnneeeddd      bbbyyy      aaa      :
...      IIInnn      ttthhheee      eeexxxaaammm!llleee      aaabbbooovvveee,,,      ttthhheee      iiiddd      fffooorrr      ttthhheee      fffiiirrrsssttt      !ooorrrttt      iiisss       ...00:00:00:00:00:00:00:01:1

444...222...888...666...      show switch
SSS yyy nnn ttt aaa xxx :::
show switch [ realtime | <dpid> | all | <alias> ] [ aggregate | desc |
flow [brief | details] | host | port | table | features ] ]

EEExxxaaammmpppllleeesss:::

192.168.2.129> show switch
Switch DPID             Alias         Active Last Connect Time  
IP Address    Socket Address       Max Packets Max Tables
-----------------------|-------------|------|-------------------|-------------|--------------------|-----------|---------- 00:00:00:00:00:32:90:01
pronto-3290   False  2011-03-28 15:24:52 192.168.2.31 
/192.168.2.31:33083  256         3
00:00:00:00:00:37:80:01 pronto-3780   True   2011-03-28 15:24:51
192.168.2.32  /192.168.2.32:47260  256         3
00:00:00:00:00:73:28:02 netgear-1     True   2011-03-28 15:24:52
192.168.2.28  /192.168.2.28:40924  256         3
00:00:00:00:00:73:52:01 netgear-2     True   2011-03-28 15:24:51
192.168.2.52  /192.168.2.52:57690  256         3
00:00:00:00:00:d0:d0:03 wireless-ap-1 True   2011-03-28 15:24:56
192.168.2.34  /192.168.2.34:57244  256         2
00:00:00:00:00:d0:d0:05 wireless-ap-2 True   2011-03-28 15:24:56
192.168.2.35  /192.168.2.35:54597  256         2



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      333999      ooofff      777777

10.0.2.15> show switch realtime
Switch DPID
-----------------------
00:00:00:30:48:f9:cd:0b
00:0a:00:21:f7:de:e9:00
00:00:00:30:48:f9:cc:f7
00:0a:00:24:a8:c4:69:00
00:00:00:00:00:00:00:01

192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 desc
Switch  Serial #   Vendor  Make                                 
Model      SW Version
-------|----------|-------|-------------------------------------|----------|---------- hp-6600
CN9202M063 HP-Labs HP Procurve 5400zl/3500yl/6600 series
hp6600-101 2.02v

192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 features
Switch  OF Port #    Name  HW Mac Address    Config State         
Current                 Advertised Supported                      
Peer
-------|------------|-----|-----------------|------|--------------|-----------------------|----------|-------------------------------------------------------|---- hp-6600
25 (1)       1     00:24:a8:c4:69:e7 0x0    forward(0x200)
1gb-fd,autoneg(0x220)   0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 29 (5)       5     00:24:a8:c4:69:e3 0x0    forward(0x200)
1gb-fd,autoneg(0x220)   0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 30 (6)       6     00:24:a8:c4:69:e2 0x0    block(0x300)  
1gb-fd,autoneg(0x220)   0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 43 (19)      19    00:24:a8:c4:69:d5 0x0    forward(0x200)
1gb-fd,autoneg(0x220)   0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 62 (38)      38    00:24:a8:c4:69:c2 0x0    forward(0x200)
1gb-fd,autoneg(0x220)   0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 64 (40)      40    00:24:a8:c4:69:c0 0x0    forward(0x200)
100mb-fd,autoneg(0x208) 0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 67 (43)      43    00:24:a8:c4:69:bd 0x0    forward(0x200)
1gb-fd,autoneg(0x220)   0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 68 (44)      44    00:24:a8:c4:69:bc 0x0    forward(0x200)
1gb-fd,autoneg(0x220)   0x0       
10mb-hd,10mb-fd,100mb-hd,100mb-fd,1gb-fd,autoneg(0x22f) 0x0
hp-6600 local(65534) local 00:24:a8:c4:69:00 0x0    listen(0x0)   
0x0                     0x0        0x0                            
0x0

192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 host



.
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Switch  MAC Address         VLAN Switch Port
-------|-------------------|----|-----------
hp-6600 c4:2c:03:02:5a:11:L 10   43
hp-6600 00:c2:92:45:2d:7L   10   43
hp-6600 01:14:3d:87:a6:2L   10   29
hp-6600 10:9a:dd:52:39:d5:L 10   43
hp-6600 10:9a:dd:4b:c4:dd:L 10   43
hp-6600 02:54:bc:d0:89:0L   10   43

192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 port
Switch  OF Port #    Rcv Bytes   Rcv Pkts Rcv Errs Rcv Dropped Rcv
CRC Rcv Overruns Rcv Frame Errs Xmit Bytes  Xmit Pkts Xmit Errs
Xmit Dropped Collisions
-------|------------|-----------|--------|--------|-----------|-------|------------|--------------|-----------|---------|---------|------------|---------- hp-6600
25 (1)       3297786525  20532074          0           n/a     n/a
n/a            4014392970  22421628  0         0            n/a
hp-6600 29 (5)       44898224795 55976242          0           n/a
n/a          n/a            13607647730 55432025  0         0     
n/a
hp-6600 30 (6)       23048783577 34488214          0           n/a
n/a          n/a            3005116197  16835159  0         0     
n/a
hp-6600 43 (19)      9997933560  42702605          0           n/a
n/a          n/a            50611767271 57349665  0         0     
n/a
hp-6600 62 (38)      12593367    196630            0           n/a
n/a          n/a            578185690   5711527   0         0     
n/a
hp-6600 64 (40)      13247627    40730             0           n/a
n/a          n/a            611940635   5753084   0         0     
n/a
hp-6600 67 (43)      967734799   2660588           0           n/a
n/a          n/a            4406391087  9026356   0         0     
n/a
hp-6600 68 (44)      2556554522  7647534           0           n/a
n/a          n/a            10349780825 14700074  0         0     
n/a
hp-6600 local(65534) n/a         n/a               n/a         n/a
n/a          n/a            n/a         n/a       n/a       n/a   
n/a

192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 table
Switch  Name       Table ID Wildcards Maximum Entries # Lookups #
Matched # Active
-------|----------|--------|---------|---------------|---------|---------|-------- hp-6600
HW TCAM    0        532707    1500            0         0        
16
hp-6600 hash       1        0         65536           6078274  
606977    0
hp-6600 classifier 2        4194303   65536           0         0 
20



.
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192.168.2.129> show switch 00:0a:00:24:a8:c4:69:00 flow
Switch  Bytes Packets Dur(s) Cookie  In Port Src MAC           Dst
MAC           Ether Type Src IP         Dst IP         Protocol
Src Port Dst Port
-------|-----|-------|------|-------|-------|-----------------|-----------------|----------|--------------|--------------|--------|--------|-------- hp-6600
70    1       2      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:02:5a:11 ip(2048)   205.234.25.153 192.168.10.237 *      
*        *
hp-6600 0     1       0      lswitch 43 (19) c4:2c:03:02:5a:11
00:11:43:d8:7a:62 ip(2048)   192.168.10.237 74.125.224.85  *      
*        *
hp-6600 78    273364  8688   lswitch 29 (5)  00:11:43:d8:7a:62
10:9a:dd:4b:c4:dd ip(2048)   192.168.2.152  192.168.10.248 *      
*        *
hp-6600 125   22      1      lswitch 43 (19) c4:2c:03:02:5a:11
00:11:43:d8:7a:62 ip(2048)   192.168.10.237 74.125.47.109  *      
*        *
hp-6600 0     51      9      lswitch 43 (19) 10:9a:dd:52:39:d5
00:11:43:d8:7a:62 ip(2048)   192.168.10.236 208.85.146.99  *      
*        *
hp-6600 0     0       2      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:02:5a:11 ip(2048)   74.125.224.80  192.168.10.237 *      
*        *
hp-6600 72    1       2      lswitch 43 (19) c4:2c:03:02:5a:11
00:11:43:d8:7a:62 ip(2048)   192.168.10.237 74.125.224.80  *      
*        *
hp-6600 0     0       0      lswitch 67 (43) 10:00:00:67:ad:07
00:11:43:d8:7a:62 ip(2048)   192.168.12.132 192.168.2.150  *      
*        *
hp-6600 329   4088    683    lswitch 43 (19) c4:2c:03:37:c3:8d
00:11:43:d8:7a:62 ip(2048)   192.168.10.215 208.85.146.99  *      
*        *
hp-6600 0     0       2      lswitch 43 (19) c4:2c:03:37:c3:8d
00:11:43:d8:7a:62 ip(2048)   192.168.10.215 98.136.48.116  *      
*        *
hp-6600 66    40      9      lswitch 29 (5)  00:11:43:d8:7a:62
10:9a:dd:52:39:d5 ip(2048)   208.85.146.99  192.168.10.236 *      
*        *
hp-6600 64    1       3      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:02:5a:11 ip(2048)   118.169.32.181 192.168.10.237 *      
*        *
hp-6600 0     19531   19539  lswitch 43 (19) c4:2c:03:37:c3:8d
00:11:43:d8:7a:62 ip(2048)   192.168.10.215 192.168.10.1   *      
*        *
hp-6600 0     0       3      lswitch 43 (19) c4:2c:03:02:5a:11
00:11:43:d8:7a:62 ip(2048)   192.168.10.237 118.169.32.181 *      
*        *
hp-6600 772   32447   19539  lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:37:c3:8d ip(2048)   192.168.10.1   192.168.10.215 *      
*        *
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hp-6600 0     0       1      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:02:5a:11 ip(2048)   95.88.104.171  192.168.10.237 *      
*        *
hp-6600 70    116930  8688   lswitch 43 (19) 10:9a:dd:4b:c4:dd
00:11:43:d8:7a:62 ip(2048)   192.168.10.248 192.168.2.152  *      
*        *
hp-6600 149   1       1      lswitch 43 (19) c4:2c:03:02:5a:11
00:11:43:d8:7a:62 ip(2048)   192.168.10.237 95.88.104.171  *      
*        *
hp-6600 160   1       0      lswitch 29 (5)  00:11:43:d8:7a:62
10:00:00:67:ad:07 ip(2048)   192.168.2.150  192.168.12.132 *      
*        *
hp-6600 70    1       2      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:37:c3:8d ip(2048)   98.136.48.116  192.168.10.215 *      
*        *
hp-6600 0     21      1      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:02:5a:11 ip(2048)   74.125.47.109  192.168.10.237 *      
*        *
hp-6600 384   1       0      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:02:5a:11 ip(2048)   74.125.224.85  192.168.10.237 *      
*        *
hp-6600 66    3289    683    lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:37:c3:8d ip(2048)   208.85.146.99  192.168.10.215 *      
*        *
hp-6600 0     1       2      lswitch 43 (19) c4:2c:03:02:5a:11
00:11:43:d8:7a:62 ip(2048)   192.168.10.237 205.234.25.153 *      
*        *
hp-6600 0     0       2      lswitch 29 (5)  00:11:43:d8:7a:62
c4:2c:03:37:c3:8d ip(2048)   192.168.2.1    192.168.10.215 *      
*        *
hp-6600 72    1       2      lswitch 43 (19) c4:2c:03:37:c3:8d
00:11:43:d8:7a:62 ip(2048)   192.168.10.215 192.168.2.1    *      
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*        *

UUUssseee      ooofff      aaallllll      aaasss      aaannn      aaarrrggguuummmeeennnttt      tttooo      ssshhhooowww      ssswwwiiitttccchhh:::

192.168.2.129> sh switch netgear-1 table
Switch    Name           Table ID Wildcards Maximum Entries #
Lookups # Matched # Active
---------|--------------|--------|---------|---------------|---------|---------|-------- netgear-1
BCM FlowDriver 0        4194303   512             17264224  49895 
0
netgear-1 hash2          1        0         131072          0     
0         0
netgear-1 linear         2        4194303   100             0     
0         0

UUUssseee      ooofff      aaallliiiaaasss      aaasss      aaannn      aaarrrggguuummmeeennnttt      tttooo      ssshhhooowww      ssswwwiiitttccchhh:::

192.168.2.129> sh switch netgear-1 table
Switch    Name           Table ID Wildcards Maximum Entries #
Lookups # Matched # Active
---------|--------------|--------|---------|---------------|---------|---------|-------- netgear-1
BCM FlowDriver 0        4194303   512             17264224  49895 
0
netgear-1 hash2          1        0         131072          0     
0         0
netgear-1 linear         2        4194303   100             0     
0         0

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      ssshhhooowwwsss      bbbooottthhh      ssswwwiiitttccchhh      iiinnnfffooorrrmmmaaatttiiiooonnn      cccuuurrrrrreeennntttlllyyy      iiinnn      ttthhheee      dddaaatttaaabbbaaassseee      aaasss      wwweeellllll      aaasss      rrreeeaaalll-‐-‐-tttiiimmmeee      iiinnnfffooorrrmmmaaatttiiiooonnn
dddiiirrreeeccctttlllyyy       cccooolllllleeecccttteeeddd       fffrrrooommm       ttthhheee       ssswwwiiitttccchhh...       FFFooorrr       cccooonnnvvveeennniiieeennnccceee,,,       ttthhheee       """aaallllll"""       kkkeeeyyywwwooorrrddd       cccaaannn       bbbeee       gggiiivvveeennn       tttooo       rrreeetttrrriiieeevvveee
iiinnnfffooorrrmmmaaatttiiiooonnn      fffrrrooommm      aaallllll      ttthhheee      ssswwwiiitttccchhheeesss      aaattt      ooonnnccceee...      SSSwwwiiitttccchhh      aaallliiiaaassseeesss      cccaaannn      aaalllsssooo      bbbeee      gggiiivvveeennn      iiinnnsssttteeeaaaddd      ooofff      gggiiivvviiinnnggg      ttthhheee      fffuuullllll      888-‐-‐-bbbyyyttteee
DDDPPPIIIDDDsss...

show switch      aaannnddd      {{{{{{ssshhhooowww      ssswwwiiitttccchhh      <<<      ddd!iiiddd      |||      aaallliiiaaasss      >>>}}}      }}}}}}      wwwiiillllll      ssshhhooowww      ssswwwiiitttccchhheeesss      iiinnn      ttthhheee      dddaaatttaaabbbaaassseee,,,      iiinnncccllluuudddiiinnnggg      ttthhhooossseee
ttthhhaaattt      aaarrreee      nnnooo      lllooonnngggeeerrr      cccooonnnnnneeecccttteeeddd      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr...

show switch realtime      ssshhhooowwwsss      aaa      llliiisssttt      ooofff      ttthhheee      ssswwwiiitttccchhheeesss      ttthhhaaattt      aaarrreee      cccuuurrrrrreeennntttlllyyy      cccooonnnnnneeecccttteeeddd      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr...

{{{{{{ssshhhooowww      ssswwwiiitttccchhh      <<<      ddd!iiiddd      |||      aaallliiiaaasss      |||      aaallllll      >>>      hhhooosssttt      }}}}}}      ssshhhooowwwsss      aaa      llliiisssttt      ooofff      hhhooossstttsss      aaannnddd      ttthhheeeiiirrr      !ooorrrtttsss      aaannnddd      VVVLLLAAANNN      IIIDDDsss      fffooorrr      aaa      gggiiivvveeennn
ssswwwiiitttccchhh...

show switch aggregate,,,       ,,,       ,,,       ,,,       ,,,       aaannnddd              cccooorrrrrreeesss!ooonnnddd       tttooo       ttthhheeedesc features flow port table
OOO!eeennnFFFlllooowww      ssstttaaatttiiissstttiiicccsss      ttthhhaaattt      aaa      ssswwwiiitttccchhh      cccaaannn      cccooolllllleeecccttt      aaannnddd      !rrreeessseeennnttt...
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aggregate       ssshhhooowwwsss       ttthhheee       tttoootttaaalll       ffflllooowwwsss,,,       bbbyyyttteeesss,,,       aaannnddd       !aaaccckkkeeetttsss       ttthhhaaattt       ttthhhiiisss       ssswwwiiitttccchhh       hhhaaasss       ssseeeeeennn       fffrrrooommm       aaannn
OOO!eeennnFFFlllooowww      !eeerrrsss!eeeccctttiiivvveee
desc      ssshhhooowwwsss      ttthhheee      cccooonnnfffiiiggguuurrreeeddd      ssseeerrriiiaaalll      ###,,,      vvveeennndddooorrr,,,      mmmaaakkkeee,,,      mmmooodddeeelll,,,      aaannnddd      sssoooffftttwwwaaarrreee      vvveeerrrsssiiiooonnn
features      ssshhhooowwwsss      ttthhheee      !ooorrrttt      fffeeeaaatttuuurrreeesss      wwwhhheeennn      ttthhheee      ssswwwiiitttccchhh      iiinnniiitttiiiaaallllllyyy      cccooonnnnnneeecccttteeeddd      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr...
flow      ssshhhooowwwsss      ttthhheee      ffflllooowww      eeennntttrrriiieeesss      ttthhhaaattt      aaarrreee      cccuuurrrrrreeennntttlllyyy      aaaccctttiiivvveee      ooonnn      ttthhhiiisss      ssswwwiiitttccchhh...      TTThhheee             aaannnddd      details brief
ooo!tttiiiooonnnsss      ssshhhooowww      mmmooorrreee      ooorrr      llleeessssss      iiinnnfffooorrrmmmaaatttiiiooonnn      !eeerrr      ffflllooowww      eeennntttrrryyy      -‐-‐-      iiinnn      !aaarrrtttiiicccuuulllaaarrr,,,      dddeeetttaaaiiilllsss      wwwiiillllll      ssshhhooowww      ttthhheee      aaaccctttiiiooonnnsss
fffooorrr      aaa      ffflllooowww-‐-‐-eeennntttrrryyy...      WWWiiillldddcccaaarrrdddeeeddd      mmmaaatttccchhh      fffiiieeellldddsss      aaarrreee      ssshhhooowwwnnn      wwwiiittthhh      aaa       ,,,      aaannnddd      ttthhheee             fffiiieeelllddd      ssshhhooowwwsss      ttthhheee* cookie
sssooouuurrrccceee      ooofff      ttthhheee      ffflllooowww      mmmoooddd      (((eeeiiittthhheeerrr             fffooorrr      ssstttaaatttiiicccaaallllllyyy      cccooonnnfffiiiggguuurrreeeddd,,,              fffooorrr      LLLeeeaaarrrnnniiinnnggg      SSSwwwiiitttccchhhstatic lswitch
aaa!!llliiicccaaatttiiiooonnn,,,      ooorrr             fffooorrr      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn)))...routing
port      ssshhhooowwwsss      ttthhheee      rrreeeaaalll-‐-‐-tttiiimmmeee      cccooouuunnnttteeerrrsss      (((rrreeeccceeeiiivvveeeddd///tttrrraaannnsssmmmiiitttttteeeddd      bbbyyyttteeesss///!aaaccckkkeeetttsss///eeerrrrrrooorrrsss,,,      cccooolllllliiisssiiiooonnnsss.........)))
table      ssshhhooowwwsss      cccooouuunnnttteeerrrsss      fffooorrr      eeeaaaccchhh      tttaaabbbllleee      ooonnn      ttthhheee      ssswwwiiitttccchhh      (((ssseeeeee      ttthhheee      OOO!eeennnFFFlllooowww      sss!eeeccc      ooorrr      ttthhheee      aaa!!rrrooo!rrriiiaaattteee
ssswwwiiitttccchhh      mmmaaannnuuuaaalll      fffooorrr      mmmooorrreee      dddeeetttaaaiiilllsss      ooonnn      ttthhhiiisss)))...

444...222...888...777...      show <object> <id> stats
SSS yyy nnn ttt aaa xxx :::
show (switch | controller-node) <object id> stats [<stat-name> [display
(graph | table | latest-value)] [duration <interval>] [start-time
<time>] [end-time <time>] [sample-count <count>] [sample-interval
<integer milliseconds>] [sample-window <integer milliseconds>]
[data-format (rate | value)]]

EEE xxx aaa mmm ppp lll eee sss :::
VVViiieeewww      mmmooosssttt      rrreeeccceeennnttt      vvvaaallluuueeesss      fffooorrr      ssstttaaatttiiissstttiiicccsss      ooonnn      ttthhheee      sss!eeeccciiifffiiieeeddd      cccooonnntttrrrooolllllleeerrr      nnnooodddeee:::

bigswitchcontroller> show controller-node 192.168.2.129:6633 stats
CPU User      : 3 %
CPU Nice      : 0 %
CPU System    : 0 %
Memory Used   : 906092 kB
Swap Used     : 98832 kB
/ Used        : 13 %
/log Used     : 21 %
/sysboot Used : 2 %
Beacon CPU    : 1 %
Database CPU  : 0 %
Apache CPU    : 1 %
Cli CPU       : 0 %
Statd CPU     : 6 %
Memory Free   : 118884 kB
CPU Idle      : 95 %

SSShhhooowww      mmmooosssttt      rrreeeccceeennnttt      vvvaaallluuueeesss      fffooorrr      ssstttaaatttiiissstttiiicccsss      ooonnn      ttthhheee      sss!eeeccciiifffiiieeeddd      ssswwwiiitttccchhh:::

bigswitchcontroller> show switch 00:0a:00:21:f7:de:e9:00 stats
OF Packet In   : 21590 Packets
OF Flow Mod    : 41584 Flow Mods
OF Active Flow : 20 Flows
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SSShhhooowww      ttthhheee      mmmooosssttt      rrreeeccceeennnttt      vvvaaallluuueee      fffooorrr      aaa      sss!eeeccciiifffiiiccc      ssstttaaatttiiissstttiiiccc

bigswitchcontroller> show controller-node 192.168.2.129:6633 stats
cpu-user
CPU User      : 2 %

DDDiiisss!lllaaayyy      aaa      gggrrraaa!hhh      ooofff       ttthhheee      CCCPPPUUU      sssyyysssttteeemmm      ssstttaaattt       fffooorrr       ttthhheee       lllaaasssttt      hhhooouuurrr      ooonnn       ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooodddeee       (((sssooommmeee       llloooaaaddd      hhhaaasss      bbbeeeeeennn
aaarrrtttiiifffiiiccciiiaaallllllyyy      gggeeennneeerrraaattteeeddd))):::

roba-controller> show controller-node 192.168.2.129:6633 stats
cpu-system display graph
CPU System (%)
100|
 96|
 92|
 88|
 84|
 80|
 76|
 72|
 68|
 64|
 60|
 56|
 52|
 48|
 44|
 40|
 36|
 32|
 28|
 24|                                                     #
 20|                                                     #
 16|                                                     #
 12|                                                     #        
###
  8|                                                     ##       
###
 
0|####################_________________________________#######################
^12:30 ^12:35 ^12:41 ^12:46 ^12:52 ^12:57 ^13:02 ^13:08 ^13:13
^13:19  13:29^
   ^05/26                                                         
05/26^
                                       Time

DDDiiisss!lllaaayyy      aaa      gggrrraaa!hhh      ooofff      ttthhheee      CCCPPPUUU      uuussseeerrr      ssstttaaattt      fffooorrr      ttthhheee      lllaaasssttt      333000      mmmiiinnnuuuttteeesss      ooonnn      ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooodddeee      (((sssooommmeee      llloooaaaddd      hhhaaasss      bbbeeeeeennn
aaarrrtttiiifffiiiccciiiaaallllllyyy      gggeeennneeerrraaattteeeddd))):::



.
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roba-controller> show controller-node 172.16.195.129:6633 stats
cpu-user display graph duration 20m
CPU User (%)
100| ############################
 96|#############################
 92|#############################
 88|#############################
 84|#############################
 80|#############################
 76|#############################
 72|#############################
 68|#############################
 64|#############################
 60|#############################
 56|#############################
 52|#############################
 48|#############################
 44|#############################
 40|#############################
 36|##############################
 32|##############################
 28|##############################
 24|##############################
 20|##############################                            #  #
# # # #     #
 16|##############################                          
###################
 12|##############################                          
###################
  8|##############################                         
####################
 
0|############################################################################
^13:12 ^13:14 ^13:15 ^13:17 ^13:19 ^13:21 ^13:23 ^13:24 ^13:26
^13:28  13:31^
   ^05/26                                                         
05/26^
                                       Time

DDDiiisss!lllaaayyy      555      mmmiiinnnuuuttteeesss      ooofff      ttthhheee      CCCPPPUUU      uuussseeerrr      ssstttaaatttiiissstttiiiccc      fffooorrr      ttthhheee      cccooonnntttrrrooolllllleeerrr      ssstttaaarrrtttiiinnnggg      aaattt      111:::222444      PPPMMM      tttooodddaaayyy      iiinnn      aaa      tttaaabbbllleee      fffooorrrmmmaaattt...
NNNooottteee      ttthhhaaattt      nnnooottt      aaallllll      ssstttooorrreeeddd      dddaaatttaaa      iiisss      dddiiisss!lllaaayyyeeeddd      nnneeeccceeessssssaaarrriiilllyyy      iiinnn      ttthhheee      tttaaabbbllleee      fffooorrrmmmaaattt      bbbeeecccaaauuussseee      iiittt      wwwiiillllll      bbbeee      dddooowwwnnn-‐-‐-sssaaammm!llleeeddd...
YYYooouuu      cccaaannn      cccooonnntttrrrooolll      ttthhheee      dddooowwwnnnsssaaammm!llliiinnnggg      uuusssiiinnnggg      ttthhheee             aaannnddd             !aaarrraaammmeeettteeerrrsss:::sample-count sample-window
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roba-controller> show controller-node 172.16.195.129:6633 stats
cpu-user display graph start-time 13:24 duration 5m display table
CPU User (%) Timestamp
------------|------------------------
2            Thu May 26 13:24:07 2011
0            Thu May 26 13:24:17 2011
0            Thu May 26 13:24:27 2011
2            Thu May 26 13:24:37 2011
0            Thu May 26 13:24:47 2011
0            Thu May 26 13:24:57 2011
3            Thu May 26 13:25:07 2011
0            Thu May 26 13:25:17 2011
0            Thu May 26 13:25:27 2011
2            Thu May 26 13:25:37 2011
0            Thu May 26 13:25:47 2011
0            Thu May 26 13:25:57 2011
2            Thu May 26 13:26:07 2011
0            Thu May 26 13:26:17 2011
1            Thu May 26 13:26:27 2011
2            Thu May 26 13:26:37 2011
7            Thu May 26 13:26:47 2011
17           Thu May 26 13:26:57 2011
19           Thu May 26 13:27:07 2011
17           Thu May 26 13:27:17 2011
16           Thu May 26 13:27:27 2011
18           Thu May 26 13:27:37 2011
16           Thu May 26 13:27:47 2011
16           Thu May 26 13:27:57 2011
19           Thu May 26 13:28:07 2011
17           Thu May 26 13:28:17 2011
16           Thu May 26 13:28:27 2011
19           Thu May 26 13:28:37 2011
16           Thu May 26 13:28:47 2011
17           Thu May 26 13:28:57 2011

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
SSSooommmeee       ooobbbjjjeeeccctttsss       sssuuu!!ooorrrttt       dddiiisss!lllaaayyyiiinnnggg       ssstttaaatttiiissstttiiicccsss       aaabbbooouuuttt       ttthhhaaattt       ooobbbjjjeeecccttt,,,       iiinnncccllluuudddiiinnnggg       ssseeeeeeiiinnnggg       hhhooowww       ttthhheeessseee       ccchhhaaannngggeee       ooovvveeerrr
tttiiimmmeee...      CCCuuurrrrrreeennntttlllyyy,,,       yyyooouuu      cccaaannn       rrreeeqqquuueeesssttt       ssstttaaatttiiissstttiiicccsss       fffooorrr       ttthhheee              aaannnddd             ooobbbjjjeeeccctttsss...       FFFooorrr       ttthhheeecontroller-node switch
cccooonnntttrrrooolllllleeerrr      nnnooodddeee,,,      ttthhheee      fffooollllllooowwwiiinnnggg      ssstttaaatttiiissstttiiicccsss      aaarrreee      aaavvvaaaiiilllaaabbbllleee:::

cccpppuuu-‐-‐-uuussseeerrr      -‐-‐-      TTToootttaaalll      CCCPPPUUU      uuussseeerrr      !eeerrrccceeennntttaaagggeee
cccpppuuu-‐-‐-nnniiiccceee      -‐-‐-      TTToootttaaalll      CCCPPPUUU      nnniiiccceee      !eeerrrccceeennntttaaagggeee
cccpppuuu-‐-‐-sssyyysssttteeemmm      -‐-‐-      TTToootttaaalll      CCCPPPUUU      sssyyysssttteeemmm      !eeerrrccceeennntttaaagggeee
cccpppuuu-‐-‐-iiidddllleee      -‐-‐-      TTToootttaaalll      CCCPPPUUU      iiidddllleee      !eeerrrccceeennntttaaagggeee
mmmeeemmm-‐-‐-uuussseeeddd      -‐-‐-      TTToootttaaalll      mmmeeemmmooorrryyy      uuussseeeddd      iiinnn      kkkiiilllooobbbyyyttteeesss
mmmeeemmm-‐-‐-fffrrreeeeee      -‐-‐-      MMMeeemmmooorrryyy      fffrrreeeeee      iiinnn      kkkiiilllooobbbyyyttteeesss
ssswwwaaappp-‐-‐-uuussseeeddd      -‐-‐-      SSSwwwaaa!      sss!aaaccceee      uuussseeeddd      iiinnn      kkkiiilllooobbbyyyttteeesss
dddiiissskkk-‐-‐-rrroooooottt      -‐-‐-      PPPeeerrrccceeennntttaaagggeee      ooofff      ttthhheee      rrroooooottt      !aaarrrtttiiitttiiiooonnn      dddiiissskkk      sss!aaaccceee      uuussseeeddd
dddiiissskkk-‐-‐-llloooggg      -‐-‐-      PPPeeerrrccceeennntttaaagggeee      ooofff      ttthhheee      llloooggg      !aaarrrtttiiitttiiiooonnn      dddiiissskkk      sss!aaaccceee      uuussseeeddd
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dddiiissskkk-‐-‐-bbboooooottt      -‐-‐-      PPPeeerrrccceeennntttaaagggeee      ooofff      ttthhheee      bbboooooottt      !aaarrrtttiiitttiiiooonnn      dddiiissskkk      sss!aaaccceee      uuussseeeddd
bbbeeeaaacccooonnn-‐-‐-cccpppuuu      -‐-‐-      CCCPPPUUU      uuusssaaagggeee      fffooorrr      ttthhheee      cccooonnntttrrrooolllllleeerrr      !rrroooccceeesssssseeesss
dddaaatttaaabbbaaassseee-‐-‐-cccpppuuu      -‐-‐-      CCCPPPUUU      uuusssaaagggeee      fffooorrr      ttthhheee      lllooocccaaalll      dddaaatttaaabbbaaassseee      !rrroooccceeesssssseeesss
aaapppaaaccchhheee-‐-‐-cccpppuuu      -‐-‐-      CCCPPPUUU      uuusssaaagggeee      fffooorrr      ttthhheee      wwweeebbb      ssseeerrrvvveeerrr      !rrroooccceeesssssseeesss
cccllliii-‐-‐-cccpppuuu      -‐-‐-      CCCPPPUUU      uuusssaaagggeee      fffooorrr      ttthhheee      cccooommmmmmaaannnddd-‐-‐-llliiinnneee      iiinnnttteeerrrfffaaaccceee      !rrroooccceeesssssseeesss
ssstttaaatttddd-‐-‐-cccpppuuu      -‐-‐-      CCCPPPUUU      uuusssaaagggeee      fffooorrr      ttthhheee      ssstttaaatttsss      gggaaattthhheeerrriiinnnggg      dddaaaeeemmmooonnn      !rrroooccceeesssssseeesss

FFFooorrr      ssswwwiiitttccchhheeesss,,,      ttthhheee      fffooollllllooowwwiiinnnggg      ssstttaaatttiiissstttiiicccsss      aaarrreee      aaavvvaaaiiilllaaabbbllleee:::

OOOFFFAAAccctttiiivvveeeFFFlllooowww      -‐-‐-      NNNuuummmbbbeeerrr      ooofff      aaaccctttiiivvveee      ffflllooowwwsss
OOOFFFFFFlllooowwwMMMoooddd      -‐-‐-      NNNuuummmbbbeeerrr      ooofff      ffflllooowww      mmmooodddsss      !rrroooccceeesssssseeeddd
OOOFFFPPPaaaccckkkeeetttIIInnn      -‐-‐-      NNNuuummmbbbeeerrr      ooofff      ooo!eeennnffflllooowww      !aaaccckkkeeetttsss      !rrroooccceeesssssseeeddd

TTThhheee      fffooollllllooowwwiiinnnggg      aaarrrggguuummmeeennntttsss      aaarrreee      aaacccccceee!ttteeeddd      iiinnn      aaannnyyy      ooorrrdddeeerrr:::

dddiiisssppplllaaayyy       -‐-‐-              -‐-‐-      DDDeeefffaaauuulllttt       iiisss              uuunnnllleeessssss       aaa       tttiiimmmeeegraph | table | latest-value latest-value
rrraaannngggeee      iiisss      sss!eeeccciiifffiiieeeddd,,,      iiinnn      wwwhhhiiiccchhh      cccaaassseee      iiittt      wwwiiillllll      dddeeefffaaauuulllttt      tttooo       ...             wwwiiillllll      dddiiisss!lllaaayyy      ttthhheee      mmmooossstttgraph latest-value
rrreeeccceeennnttt      vvvaaallluuueee      fffooorrr      ttthhhaaattt      ssstttaaatttiiissstttiiiccc...             wwwiiillllll      dddiiisss!lllaaayyy      ttthhheee      tttiiimmmeee      ssseeerrriiieeesss      dddaaatttaaa      ooonnn      aaannn      aaasssccciiiiii      gggrrraaa!hhh...      graph table
wwwiiillllll      dddiiisss!lllaaayyy      ttthhheee      tttiiimmmeee      ssseeerrriiieeesss      dddaaatttaaa      iiinnn      tttaaabbbuuulllaaarrr      fffooorrrmmm...
ddduuurrraaatttiiiooonnn       -‐-‐-       <integer>weeks | <integer>days | <integer>hours |

       -‐-‐-       SSSeeellleeecccttt       ttthhheee       llleeennngggttthhh       ooofff       ttthhheee       tttiiimmmeee<integer>mins | <integer>secs | <integer>ms
iiinnnttteeerrrvvvaaalll       tttooo       dddiiisss!lllaaayyy...       IIIfff              iiisss       sss!eeeccciiifffiiieeeddd       ttthhhiiisss       wwwiiillllll       bbbeee       ssstttaaarrrtttiiinnnggg       fffrrrooommm       ttthhheee       ssstttaaarrrttt       tttiiimmmeee...       IIIfff      start-time

      iiisss      sss!eeeccciiifffiiieeeddd      iiittt      wwwiiillllll      bbbeee      eeennndddiiinnnggg      aaattt      ttthhheee      eeennnddd      tttiiimmmeee...      IIIfff      nnneeeiiittthhheeerrr      iiisss      sss!eeeccciiifffiiieeeddd      iiittt      wwwiiillllll      bbbeee      eeennndddiiinnnggg      aaatttend-time
ttthhheee      cccuuurrrrrreeennnttt      tttiiimmmeee...
ssstttaaarrrttt-‐-‐-tttiiimmmeee       -‐-‐-      "YYYY-MM-DD HH:MM:SS" | YYYY-MM-DDTHH:MM:SS | "YYYY-MM-DD
HH:MM:SS+TTT" | YYYY-MM-DDTHH:MM:SS+TTT | YYYY-MM-DD | MM-DD HH:MM

      -‐-‐-      SSS!eeeccciiifffyyy      ttthhheee      ssstttaaarrrttt      tttiiimmmeee      fffooorrr      ttthhheee      tttiiimmmeee      ssseeerrriiieeesss      iiinnn      ooonnneee      ooofff      ttthhheee      iiinnndddiiicccaaattteeeddd      fffooorrrmmmaaatttsss| now
eeennnddd-‐-‐-tttiiimmmeee       -‐-‐-      "YYYY-MM-DD HH:MM:SS" | YYYY-MM-DDTHH:MM:SS | "YYYY-MM-DD
HH:MM:SS+TTT" | YYYY-MM-DDTHH:MM:SS+TTT | YYYY-MM-DD | MM-DD HH:MM

      -‐-‐-      SSS!eeeccciiifffyyy      ttthhheee      ssstttaaarrrttt      tttiiimmmeee      fffooorrr      ttthhheee      tttiiimmmeee      ssseeerrriiieeesss      iiinnn      ooonnneee      ooofff      ttthhheee      iiinnndddiiicccaaattteeeddd      fffooorrrmmmaaatttsss| now
sssaaammmpppllleee-‐-‐-cccooouuunnnttt      -‐-‐-      cccooouuunnnttt      -‐-‐-      AAAnnn      iiinnnttteeegggeeerrr      nnnuuummmbbbeeerrr      ooofff      sssaaammm!llleeesss      tttooo      tttaaarrrgggeeettt      tttooo      rrreeetttuuurrrnnn...      NNNooottteee      ttthhhaaattt      iiittt'''sss      !ooossssssiiibbbllleee
mmmooorrreee      ooorrr      llleeessssss      sssaaammm!llleeesss      cccooouuulllddd      bbbeee      rrreeetttuuurrrnnneeeddd...
sssaaammmpppllleee-‐-‐-iiinnnttteeerrrvvvaaalll       -‐-‐-       <integer>weeks | <integer>days | <integer>hours |

      -‐-‐-      AAA      nnnuuummmbbbeeerrr      ooofff      mmmiiilllllliiissseeecccooonnndddsss      aaasss      ttthhheee<integer>mins | <integer>secs | <integer>ms
iiinnnttteeerrrvvvaaalll      bbbeeetttwwweeeeeennn      sssaaammm!llleeesss
sssaaammmpppllleee-‐-‐-wwwiiinnndddooowww       -‐-‐-       <integer>weeks | <integer>days | <integer>hours |

       -‐-‐-      AAAvvveeerrraaagggeee      aaallllll       ttthhheee      sssaaammm!llleeesss       iiinnn       ttthhheee<integer>mins | <integer>secs | <integer>ms
nnneeeiiiggghhhbbbooorrrhhhooooooddd      ooofff      eeeaaaccchhh      sssaaammm!llleee      aaannnddd      rrreeetttuuurrrnnn      ttthhheee      aaavvveeerrraaagggeee      vvvaaallluuueee...      TTThhheee      wwwiiinnndddooowww      iiisss      sss!eeeccciiifffiiieeeddd      aaasss      aaannn      iiinnnttteeegggeeerrr
nnnuuummmbbbeeerrr      ooofff      mmmiiilllllliiissseeecccooonnndddsss...

444...222...999...      trace
SSS yyy nnn ttt aaa xxx :::
trace [detail |oneline] [echo_reply | echo_request | features_rep |
flow_mod | flow_removed | get_config_rep | hello | packet_in |
packet_out | port_status | set_config | stats_reply | stats_request]*
show switch <dpid | alias> trace [detail |oneline] [echo_reply |
echo_request | features_rep | flow_mod | flow_removed | get_config_rep
| hello | packet_in | packet_out | port_status | set_config |
stats_reply | stats_request]*
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EEExxxaaammmpppllleeesss:::

bigswitchcontroller> trace
Starting openflow trace, use ^C to quit
11:39:51.570389    flow_mod       [   192.168.2.129:6633  ->  
192.168.2.101:42390 ]
11:39:51.570951    flow_mod       [   192.168.2.129:6633  ->  
192.168.2.102:45682 ]
11:39:51.570967    flow_mod       [   192.168.2.129:6633  ->   
192.168.2.31:45636 ]
11:39:51.571071    flow_mod       [   192.168.2.129:6633  ->   
192.168.2.32:44175 ]
11:39:51.571084    flow_mod       [   192.168.2.129:6633  ->   
192.168.2.36:53820 ]
11:39:51.609319    port_status    [    192.168.2.53:37396 ->  
192.168.2.129:6633  ]
11:39:51.872062    port_status    [    192.168.2.53:37396 ->  
192.168.2.129:6633  ]
11:39:52.017197    flow_removed   [   192.168.2.102:45682 ->  
192.168.2.129:6633  ]
11:39:52.017251    flow_removed   [   192.168.2.102:45682 ->  
192.168.2.129:6633  ]
11:39:52.018221    flow_mod       [   192.168.2.129:6633  ->  
192.168.2.102:45682 ]
11:39:52.026433    flow_removed   [   192.168.2.101:42390 ->  
192.168.2.129:6633  ]
11:39:52.026459    flow_removed   [   192.168.2.101:42390 ->  
192.168.2.129:6633  ]
11:39:52.027282    flow_mod       [   192.168.2.129:6633  ->  
192.168.2.101:42390 ]
11:39:52.100353    packet_in      [   192.168.2.102:45682 ->  
192.168.2.129:6633  ]
11:39:52.101537    packet_out     [   192.168.2.129:6633  ->  
192.168.2.102:45682 ]
11:39:52.103353    packet_in      [   192.168.2.101:42390 ->  
192.168.2.129:6633  ]
11:39:52.103564    packet_out     [   192.168.2.129:6633  ->  
192.168.2.101:42390 ]
11:39:52.107072    packet_in      [    192.168.2.34:36938 ->  
192.168.2.129:6633  ]
11:39:52.107360    packet_out     [   192.168.2.129:6633  ->   
192.168.2.34:36938 ]
11:39:52.130533    port_status    [    192.168.2.53:37396 ->  
192.168.2.129:6633  ]
11:39:52.178312    packet_out     [   192.168.2.129:6633  ->  
192.168.2.101:42390 ]
11:39:52.181437    packet_out     [   192.168.2.129:6633  ->  
192.168.2.102:45682 ]
11:39:52.191252    packet_out     [   192.168.2.129:6633  ->   
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192.168.2.31:45636 ]
11:39:52.201603    packet_out     [   192.168.2.129:6633  ->   
192.168.2.32:44175 ]
11:39:52.208931    packet_out     [   192.168.2.129:6633  ->   
192.168.2.36:53820 ]
^Cbigswitchcontroller>

bigswitchcontroller> trace detail flow_mod
Starting openflow trace, use ^C to quit
11:40:11.890486    flow_mod       [   192.168.2.129:6633  ->  
192.168.2.102:45682 ]
    arp
    in_port=*
    dl_vlan=0x000a
    dl_vlan_pcp=0x02
    dl_src=10:9a:dd:4b:e5:cb
    dl_dst=00:11:43:d8:7a:62
    nw_src=192.168.10.242
    nw_dst=192.168.10.1
    nw_tos=*
    nw_proto=*
    tp_src=*
    tp_dst=*
    DEL: cookie:4503599627370496 idle:5 hard:0 pri:100
buf:0xffffffff flg:0 actions=output:4
11:40:11.994601    flow_mod       [   192.168.2.129:6633  ->   
192.168.2.32:44175 ]
    arp
    in_port=*
    dl_vlan=0xffff
    dl_vlan_pcp=0x00
    dl_src=00:11:43:d8:7a:62
    dl_dst=10:9a:dd:4b:e5:cb
    nw_src=192.168.10.1
    nw_dst=192.168.10.242
    nw_tos=*
    nw_proto=*
    tp_src=*
    tp_dst=*
    DEL: cookie:4503599627370496 idle:5 hard:0 pri:100
buf:0xffffffff flg:0 actions=output:1
11:40:11.997367    flow_mod       [   192.168.2.129:6633  ->  
192.168.2.101:42390 ]
    ip
    in_port=43
    dl_vlan=0x000a
    dl_vlan_pcp=0x02
    dl_src=10:9a:dd:4b:c4:dd
    dl_dst=00:11:43:d8:7a:62
    nw_src=192.168.10.248
    nw_dst=192.168.10.1
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    nw_tos=*
    nw_proto=*
    tp_src=*
    tp_dst=*
    ADD: cookie:4503599627370496 idle:5 hard:0 pri:100
buf:0x9c8486 flg:0x1 actions=output:29
^Cbigswitchcontroller>

bigswitchcontroller> trace oneline packet_in
Starting openflow trace, use ^C to quit
11:50:22.819522    packet_in      [   192.168.2.102:45682 ->  
192.168.2.129:6633  ], total_len=205 in_port=5 data_len=205
buffer=0x00589eec, in_port=5, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:24:a8:c4:69:e3, dl_dst=01:80:c2:00:00:0e,
dl_type=0x88cc, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0
11:50:22.853040    packet_in      [   192.168.2.102:45682 ->  
192.168.2.129:6633  ], total_len=183 in_port=5 data_len=183
buffer=0x00589eed, in_port=5, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:24:a8:c4:69:e3, dl_dst=01:80:c2:00:00:00,
dl_type=0x05ff, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0
11:50:22.853077    packet_in      [   192.168.2.102:45682 ->  
192.168.2.129:6633  ], total_len=183 in_port=6 data_len=183
buffer=0x00589eee, in_port=6, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:24:a8:c4:69:e2, dl_dst=01:80:c2:00:00:00,
dl_type=0x05ff, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0
11:50:22.857064    packet_in      [    192.168.2.34:36938 ->  
192.168.2.129:6633  ], total_len=183 in_port=4 data_len=183
buffer=0x002ce628, in_port=4, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:24:a8:c4:69:c0, dl_dst=01:80:c2:00:00:00,
dl_type=0x05ff, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0
11:50:22.858939    packet_in      [    192.168.2.52:39124 ->  
192.168.2.129:6633  ], total_len=183 in_port=9 data_len=183
buffer=0x00af0b91, in_port=9, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:24:a8:c4:69:d5, dl_dst=01:80:c2:00:00:00,
dl_type=0x05ff, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0
11:50:22.859429    packet_in      [    192.168.2.31:45636 ->  
192.168.2.129:6633  ], total_len=183 in_port=22 data_len=183
buffer=0x00085a8d, in_port=22, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:24:a8:c4:69:d0, dl_dst=01:80:c2:00:00:00,
dl_type=0x05ff, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0
11:50:22.976736    packet_in      [   192.168.2.101:42390 ->  
192.168.2.129:6633  ], total_len=183 in_port=29 data_len=183
buffer=0x009c8bf1, in_port=29, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:21:f7:de:f9:fb, dl_dst=01:80:c2:00:00:00,
dl_type=0x05ff, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
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nw_proto=0, tp_src=0, tp_dst=0
11:50:22.976765    packet_in      [   192.168.2.101:42390 ->  
192.168.2.129:6633  ], total_len=183 in_port=30 data_len=183
buffer=0x009c8cf2, in_port=30, dl_vlan=0xffff, dl_vlan_pcp=0x00,
dl_src=00:21:f7:de:f9:fa, dl_dst=01:80:c2:00:00:00,
dl_type=0x05ff, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0
11:50:23.210654    packet_in      [   192.168.2.101:42390 ->  
192.168.2.129:6633  ], total_len=123 in_port=25 data_len=123
buffer=0x009c8bf3, in_port=25, dl_vlan=0x0001, dl_vlan_pcp=0x02,
dl_src=c0:3f:0e:75:83:65, dl_dst=01:80:c2:00:00:00,
dl_type=0x0069, nw_src=0.0.0.0, nw_dst=0.0.0.0, nw_tos=0x00,
nw_proto=0, tp_src=0, tp_dst=0



.
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^Cbigswitchcontroller>

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      !rrriiinnntttsss      ttthhheee      tttrrraaaccceee      ooofff      ooo!eeennnffflllooowww      mmmeeessssssaaagggeeesss      bbbeeeiiinnnggg      eeexxxccchhhaaannngggeeeddd      bbbeeetttwwweeeeeennn      ttthhheee      cccooonnntttrrrooolllllleeerrr      aaannnddd      ttthhheee
ssswwwiiitttccchhheeesss...      IIIttt      cccaaannn      bbbeee      eeexxxeeecccuuuttteeeddd      iiinnn      ttthhheee      lllooogggiiinnn      cccooonnnttteeexxxttt      (((aaasss      ''' '''))),,,      ooorrr      ttthhheee      ssswwwiiitttccchhh      cccooonnnttteeexxxttt      (((aaasss      '''trace [options]

''')))...       IIInnn       ttthhheee       lllooogggiiinnn       cccooonnnttteeexxxttt,,,       iiittt       dddiiisss!lllaaayyysss      mmmeeessssssaaagggeeesssswitch show <dpid|alias> trace [options]
tttooo///fffrrrooommm      aaallllll      ssswwwiiitttccchhheeesss...      AAAnnnddd      iiinnn      ttthhheee      ssswwwiiitttccchhh      cccooonnnttteeexxxttt,,,      iiittt      dddiiisss!lllaaayyysss      ttthhheee      mmmeeessssssaaagggeeesss      tttooo///fffrrrooommm      ttthhhaaattt      sss!eeeccciiifffiiiccc      ssswwwiiitttccchhh...      TTThhheee
tttrrraaaccceee      iiisss      ttteeerrrmmmiiinnnaaattteeeddd      bbbyyy      aaa      ^^^CCC      ooonnn      ttthhheee      ttteeerrrmmmiiinnnaaalll...

TTThhheee      dddeeefffaaauuulllttt      ooouuuttt!uuuttt      fffooorrrmmmaaattt      iiisss      aaa      sssuuummmmmmaaarrryyy      ttthhhaaattt      iiidddeeennntttiiifffiiieeesss      ttthhheee      tttyyy!eee      ooofff      mmmeeessssssaaagggeee      aaannnddd      ttthhheee      sssrrrccc///dddeeesssttt      nnnooodddeeesss...      YYYooouuu
cccaaannn       vvviiieeewww      aaaddddddiiitttiiiooonnnaaalll       ooo!eeennnffflllooowww      mmmeeessssssaaagggeee      dddeeetttaaaiiilllsss       uuusssiiinnnggg       ttthhheee      ooo!tttiiiooonnnsss              ooorrr       ...              llliiissstttsssdetail oneline detail
ooo!eeennnffflllooowww      mmmeeessssssaaagggeee      dddeeetttaaaiiilllsss      iiinnn      aaa      mmmuuullltttiii-‐-‐-llliiinnneee      fffooorrrmmmaaattt      ttthhhaaattt      iiisss      eeeaaasssiiieeerrr      tttooo      uuussseee      iiinnnttteeerrraaaccctttiiivvveeelllyyy,,,      aaannnddd             fffooorrrmmmaaatttsssoneline
ttthhheee      sssaaammmeee      cccooonnnttteeennnttt      aaasss      ooonnneee      llliiinnneee      wwwhhhiiiccchhh      iiisss      eeeaaasssiiieeerrr      tttooo      uuussseee      wwwiiittthhh      gggrrreee!///ooottthhheeerrr      tttoooooolllsss...

TTThhheee      ooouuuttt!uuuttt      cccaaannn      bbbeee      fffuuurrrttthhheeerrr      fffiiilllttteeerrreeeddd      tttooo      sss!eeeccciiifffiiiccc      tttyyy!eee(((sss)))      ooofff      mmmeeessssssaaagggeeesss      bbbyyy      sss!eeeccciiifffyyyiiinnnggg      ttthhheeemmm      ooonnn      ttthhheee      cccooommmmmmaaannndddllliiinnneee...

444...333...      EEEnnnaaabbbllleee      mmmooodddeee      cccooommmmmmaaannndddsss

444...333...111...      bundles
SSS yyy nnn ttt aaa xxx :::
bundles <bundle-id> ( stop | start )

EEExxxaaammmpppllleeesss:::

10.0.2.15# show bundles | grep static
Active   3  com.bigswitch.beacon.staticflowentry
10.0.2.15# bundles 3 stop
10.0.2.15# show bundles | grep static
Resolved 3  com.bigswitch.beacon.staticflowentry
10.0.2.15# bundles 3 start
10.0.2.15# show bundles | grep static
Active   3  com.bigswitch.beacon.staticflowentry
10.0.2.15#

DDDeeessscccrrriiippptttiiiooonnn:::

WWWaaarrrnnniiinnnggg:::      ttthhhiiisss      cccooommmmmmaaannnddd      ssshhhooouuulllddd      ooonnnlllyyy      bbbeee      rrruuunnn      wwwhhheeennn      iiinnnssstttrrruuucccttteeeddd      bbbyyy      BBBiiiggg      SSSwwwiiitttccchhh      NNNeeetttwwwooorrrkkksss...

TTThhhiiisss      cccooommmmmmaaannnddd      aaallllllooowwwsss      ttthhheee      uuussseeerrr       tttooo      ssstttooo!///ssstttaaarrrttt      sss!eeeccciiifffiiiccc      bbbuuunnndddllleeesss       iiinnn       ttthhheee       JJJaaavvvaaa      BBBeeeaaacccooonnn      !rrroooccceeessssss...      GGGeeennneeerrraaallllllyyy,,,      aaallllll
bbbuuunnndddllleeesss      ssshhhooouuulllddd      bbbeee      rrruuunnnnnniiinnnggg,,,      bbbuuuttt      ttthhheeerrreee      mmmaaayyy      bbbeee      sss!eeeccciiifffiiiccc      dddeee!llloooyyymmmeeennntttsss      wwwhhheeerrreee      ccceeerrrtttaaaiiinnn      bbbuuunnndddllleeesss      (((fffooorrr      eeexxxaaammm!llleee,,,
ttthhheee      rrrooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn)))      mmmaaayyy      nnneeeeeeddd      tttooo      bbbeee      dddiiisssaaabbbllleeeddd...      AAAlllttteeerrrnnnaaatttiiivvveeelllyyy,,,      ttthhheeerrreee      mmmaaayyy      bbbeee      eeerrrrrrooorrrsss      cccooonnndddiiitttiiiooonnnsss      wwwhhheeerrreee      aaa
bbbuuunnndddllleee      nnneeeeeedddsss      tttooo      bbbeee      mmmaaannnuuuaaallllllyyy      rrreeessstttaaarrrttteeeddd...

TTThhheee      bbbuuunnndddllleee       iiidddsss      aaarrreee      ssshhhooowwwnnn      iiinnn      ttthhheee             cccooommmmmmaaannnddd...      TTThhheee      eeexxxaaammm!llleee      aaabbbooovvveee      ssshhhooowwwsss      ooobbbtttaaaiiinnniiinnnggg      ttthhheeeshow bundles
bbbuuunnndddllleee      iiiddd      fffooorrr      aaa      sss!eeeccciiifffiiiccc      bbbuuunnndddllleee      uuusssiiinnnggg      ttthhheee             cccooommmmmmaaannnddd,,,      dddeeeaaaccctttiiivvvaaatttiiinnnggg      iiittt      aaannnddd      ccchhheeeccckkkiiinnnggg      iiitttsss      ssstttaaatttuuusss,,,      aaannnddd      ttthhheeennnshow
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rrreeeaaaccctttiiivvvaaatttiiinnnggg      iiittt...

444...333...222...      configure
SSS yyy nnn ttt aaa xxx :::
configure

EEExxxaaammmpppllleeesss:::

10.0.2.15# configure
10.0.2.15(config)# help
For help on specific commands type help <topic>
Available commands:
  bundles
  connect
  copy
  date
  debug
  end
  exit
  help
  history
  logout
  no
  reload
  show
  write

Available config objects:
  controller-node
  host
  link
  port
  switch

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      !uuutttsss      ttthhheee      uuussseeerrr      iiinnntttooo      cccooonnnfffiiiggg      mmmooodddeee      wwwhhheeerrreee      ooobbbjjjeeeccctttsss      cccaaannn      bbbeee      cccrrreeeaaattteeeddd,,,      uuu!dddaaattteeeddd,,,      aaannnddd      dddeeellleeettteeeddd...      TTThhheee
CCCLLLIII      !rrrooommm!ttt      wwwiiillllll      ccchhhaaannngggeee      tttooo             (((ssseeeeee      eeexxxaaammm!llleee      aaabbbooovvveee)))...       IIInnn      ttthhhiiisss      mmmooodddeee,,,      cccooommmmmmaaannndddsss      aaarrreee      aaavvvaaaiiilllaaabbbllleee      tttooo(config)#
cccrrreeeaaattteee,,,      uuu!dddaaattteee,,,      aaannnddd      dddeeellleeettteee      ooobbbjjjeeeccctttsss...

TTThhheee       cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee,,,       hhhooosssttt,,,       llliiinnnkkk,,,       !ooorrrttt,,,       aaannnddd       ssswwwiiitttccchhh       ooobbbjjjeeeccctttsss       aaarrreee       tttyyy!iiicccaaallllllyyy       wwwrrriiitttttteeennn       iiinnn       bbbyyy       ttthhheee       cccooonnntttrrrooolllllleeerrr
aaa!!llliiicccaaatttiiiooonnnsss      sssuuuccchhh      aaasss      DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr      aaannnddd      TTTooo!ooolllooogggyyy...      TTThhheee      tttyyy!iiicccaaalll      uuussseeerrr-‐-‐-dddeeefffiiinnneeeddd      ooobbbjjjeeecccttt      aaarrreee      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrriiieeesss...
FFFlllooowww      eeennntttrrriiieeesss       aaarrreee      nnnooottt      dddiiirrreeeccctttlllyyy       aaavvvaaaiiilllaaabbbllleee       iiinnn       cccooonnnfffiiiggg      mmmooodddeee      bbbuuuttt       aaarrreee       iiinnn       ttthhheee       cccooonnnfffiiiggg-‐-‐-ssswwwiiitttccchhh       sssuuubbbmmmooodddeee       (((wwwhhhiiiccchhh       iiisss
eeennnttteeerrreeeddd      wwwhhheeennn      aaa      ssswwwiiitttccchhh      ooobbbjjjeeecccttt      iiisss      bbbeeeiiinnnggg      eeedddiiittteeeddd)))...

444...333...333...      copy
SSS yyy nnn ttt aaa xxx :::
copy <src> <dst>
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wwwhhheeerrreee             aaannnddd             cccaaannn      bbbeee:::<src> <dst>

{{{{{{      (((rrruuunnnnnniiinnnggg-‐-‐-cccooonnnfffiiiggg      |||      ssstttaaarrrtttuuu!-‐-‐-cccooonnnfffiiiggg      |||      lllooocccaaalllhhhooosssttt::://////<<<nnnaaammmeee>>>      |||      uuurrrlll      )))}}}}}}

wwwhhheeerrreee             mmmuuusssttt      ssstttaaarrrttt      wwwiiittthhh      eeeiiittthhheeerrr             ooorrr       ...<url> http: ftp:

EEExxxaaammmpppllleeesss:::

10.0.2.15# copy run startup
10.0.2.15# show config
Name        Length Version Timestamp
-----------|------|-------|-------------------
startup     287    5       2010-12-14.22:55:48

10.0.2.15# copy run startup
10.0.2.15# show config
Name        Length Version Timestamp
-----------|------|-------|-------------------
startup     287    6       2010-12-14.22:56:00

10.0.2.15# show config
Name        Length Version Timestamp
-----------|------|-------|-------------------
startup     287    6       2010-12-14.22:56:00
sampleblock 90     1       2010-12-14.23:07:31
10.0.2.15# show config sampleblock
switch 00:0a:00:24:a8:c4:69:00
  flow-entry ssh-block
    active False
    dst-port 22
10.0.2.15# copy localhost://sampleblock running
Num lines applied: 4

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      cccooo!iiieeesss      cccooonnnfffiiiggguuurrraaatttiiiooonnn       fffiiillleeesss       fffrrrooommm///tttooo      vvvaaarrriiiooouuusss       fffiiillleeesss,,,       iiinnncccllluuudddiiinnnggg       ttthhheee              ttthhheee      running-config,

      lllooocccaaalll      fffiiillleeesss      aaannnddd      UUURRRLLLsss      fffooorrr      hhhtttttt!      ooorrr      fffttt!      ssseeerrrvvveeerrrsss...startup-config,

CCCooommmmmmooonnn      eeexxxaaammm!llleeesss      iiinnncccllluuudddeee:::

copy running-config startup-config:::      cccooo!iiieeesss      ttthhheee      cccuuurrrrrreeennnttt      rrruuunnnnnniiinnnggg      cccooonnnfffiiiggguuurrraaatttiiiooonnn      tttooo      ttthhheee
ssstttaaarrrtttuuu!      cccooonnnfffiiiggguuurrraaatttiiiooonnn...
copy localhost://<name> running-config:::      aaa!!llliiieeesss      aaa      ssstttooorrreeeddd      cccooonnnfffiiiggg      fffiiillleee      tttooo      ttthhheee      rrruuunnnnnniiinnnggg
cccooonnnfffiiiggguuurrraaatttiiiooonnn...      TTThhheee      ssstttooorrreeeddd      cccooonnnfffiiiggg      fffiiillleee      cccaaannn      bbbeee      aaa      """cccooonnnfffiiigggllleeettt""":::      aaa      !aaarrrtttiiiaaalll      cccooonnnfffiiiggg      fffiiillleee...
copy running-config localhost://<name>:::      cccooo!iiieeesss      ttthhheee      cccuuurrrrrreeennnttt      rrruuunnnnnniiinnnggg      cccooonnnfffiiiggguuurrraaatttiiiooonnn
tttooo      aaa      nnnaaammmeeeddd      fffiiillleee      -‐-‐-      uuussseeefffuuulll      fffooorrr      """ccchhheeeccckkk!oooiiinnntttiiinnnggg"""      ttthhheee      rrruuunnnnnniiinnnggg      cccooonnnfffiiiggg      wwwiiittthhhooouuuttt      wwwrrriiitttiiinnnggg      iiittt      tttooo      ssstttaaarrrtttuuu!...

444...333...444...      write
SSS yyy nnn ttt aaa xxx :::
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write ( memory | terminal )

EEExxxaaammmpppllleeesss:::

10.0.2.15# write mem
10.0.2.15# write t
!
! Big Switch Controller 0.1
(2011.03.28.1314-build.bigswitchcontroller.release)
!
!
switch 00:00:00:00:00:00:00:01
!
switch 00:00:00:00:00:73:28:03

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
       iiisss       aaannn       aaallliiiaaasss       fffooorrr              aaannnddd      write memory copy running-config startup-config write

      iiisss      aaannn      aaallliiiaaasss      fffooorrr       ...terminal show running-config

444...444...      !ooonnnfffiiiggg      mmmooodddeee      cccooommmmmmaaannndddsss

444...444...111...      cloud
SSS yyy nnn ttt aaa xxx :::
cloud connect [auth-token <auth-token-value>] [cluster <cluster-id>]
[sync-period <period-in-secs>]
c l o u d  d i s c o n n e c t
c l o u d  r e s e t
cloud status

EEExxxaaammmpppllleeesss

10.0.2.15(config)# cloud connect auth-token 3X4E-XYF9-EKX3-GFP7
cluster acme:engineering
Successfully configured controller node for cloud access
10.0.2.15(config)# cloud status
Syncing to the cloud has been configured and is enabled.

Sync Period: 300
Target Cluster: acme:engineering
Cloud Server: update.bigswitch.com

10.0.2.15(config)# cloud disconnect
Successfully disconnected controller node from the cloud
10.0.2.15(config)# cloud connect
Successfully configured controller node for cloud access
10.0.2.15(config)# 
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111...            

222...            
333...            

444...            

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn
TTThhheee             cccooommmmmmaaannnddd      iiisss      uuussseeeddd      tttooo      cccooonnnfffiiiggguuurrreee      ttthhheee      cccooonnntttrrrooolllllleeerrr      tttooo      uuu!llloooaaaddd      ssstttaaatttsss      aaannnddd      llloooggg      dddaaatttaaa      fffrrrooommm      ttthhheee      cccooonnntttrrrooolllllleeerrrcloud
tttooo       aaa       ccclllooouuuddd       ssseeerrrvvveeerrr...       BBBeeefffooorrreee       cccooonnnnnneeeccctttiiinnnggg       tttooo       ttthhheee       ccclllooouuuddd       yyyooouuu       nnneeeeeeddd       tttooo      wwwooorrrkkk      wwwiiittthhh       yyyooouuurrr       cccooonnntttaaacccttt       aaattt       BBBiiiggg       SSSwwwiiitttccchhh
NNNeeetttwwwooorrrkkksss      tttooo      cccrrreeeaaattteee      aaa      cccuuussstttooommmeeerrr      aaaccccccooouuunnnttt      ooonnn      ttthhheee      ccclllooouuuddd      ssseeerrrvvveeerrr      aaannnddd      !rrrooovvviiisssiiiooonnn      uuussseeerrr(((sss)))      aaannnddd      cccllluuusssttteeerrr(((sss)))...      OOOnnnccceee      ttthhhiiisss
hhhaaasss      bbbeeeeeennn      dddooonnneee      yyyooouuu      ssshhhooouuulllddd      hhhaaavvveee      aaattt      llleeeaaasssttt      ooonnneee      uuussseeerrr///!aaasssssswwwooorrrddd      cccrrreeedddeeennntttiiiaaalll,,,      aaa      cccuuussstttooommmeeerrr      aaaccccccooouuunnnttt      nnnaaammmeee,,,      aaannnddd      aaa
cccllluuusssttteeerrr      nnnaaammmeee...      YYYooouuu      aaarrreee      ttthhheeennn      rrreeeaaadddyyy      tttooo      uuussseee      ttthhheee      ccclllooouuuddd      cccooommmmmmaaannnddd      tttooo      fffiiinnniiissshhh      ttthhheee      cccooonnnfffiiiggguuurrraaatttiiiooonnn...

TTThhheee             sssuuubbbcccooommmmmmaaannnddd      iiisss      uuussseeeddd      tttooo      sss!eeeccciiifffyyy      ttthhheee      iiinnnfffooorrrmmmaaatttiiiooonnn      nnneeeeeedddeeeddd      tttooo      cccooonnnnnneeecccttt      tttooo      ttthhheee      ccclllooouuuddd...      TTThhheeerrreee      aaarrreeeconnect
tttwwwooo      rrreeeqqquuuiiirrreeeddd      aaarrrggguuummmeeennntttsss      fffooorrr      ttthhheee      iiinnniiitttiiiaaalll      ccclllooouuuddd      cccooonnnfffiiiggguuurrraaatttiiiooonnn:::             aaannnddd       ...      TTThhheee      aaauuuttthhh      tttoookkkeeennnauth-token cluster
iiisss      uuussseeeddd      tttooo      aaauuuttthhheeennntttiiicccaaattteee      ttthhheee      lllooocccaaalll      cccooonnntttrrrooolllllleeerrr      nnnooodddeee      tttooo      ttthhheee      ccclllooouuuddd      ssseeerrrvvveeerrr...      TTTooo      ooobbbtttaaaiiinnn      ttthhheee      aaauuuttthhh      tttoookkkeeennn      vvvaaallluuueee:::

LLLoooggg       iiinnn       tttooo       ttthhheee       ccclllooouuuddd       ssseeerrrvvveeerrr       ((( )))       uuusssiiinnnggg       ttthhheee       cccrrreeedddeeennntttiiiaaalllssshttps://support.bigswitch.com/
ooobbbtttaaaiiinnneeeddd      fffrrrooommm      BBBiiiggg      SSSwwwiiitttccchhh      NNNeeetttwwwooorrrkkksss...
NNNaaavvviiigggaaattteee      tttooo      ttthhheee      tttoookkkeeennn      gggeeennneeerrraaatttiiiooonnn      !aaagggeee      uuusssiiinnnggg      ttthhheee             llliiinnnkkk      iiinnn      ttthhheee      uuu!!eeerrr      rrriiiggghhhttt      cccooorrrnnneeerrr...TTToookkkeeennn
CCCllliiiccckkk       ttthhheee       """GGGeeennneeerrraaattteee      nnneeewww      AAAPPPIII       tttoookkkeeennn"""      bbbuuuttttttooonnn...      TTThhhiiisss      gggeeennneeerrraaattteeesss      aaa      111666      ccchhhaaarrraaacccttteeerrr      AAAPPPIII///aaauuuttthhh       tttoookkkeeennn       (((eee...ggg...
333XXX444EEE-‐-‐-XXXYYYFFF999-‐-‐-EEEKKKXXX333-‐-‐-GGGFFFPPP777)))...
CCCooo!yyy      ttthhheee      gggeeennneeerrraaattteeeddd      AAAPPPIII///aaauuuttthhh      tttoookkkeeennn      vvvaaallluuueee      tttooo      !aaasssttteee      tttooo      ttthhheee      CCCLLLIII      ccclllooouuuddd      cccooommmmmmaaannnddd...

TTThhheee             aaarrrggguuummmeeennnttt      iiisss      aaa      cccllluuusssttteeerrr      IIIDDD,,,      wwwhhhiiiccchhh      iiisss      ttthhheee      cccllluuusssttteeerrr      nnnaaammmeee      qqquuuaaallliiifffiiieeeddd      bbbyyy      ttthhheee      cccuuussstttooommmeeerrr      nnnaaammmeee...      IIIttt      iiissscluster
cccooommm!ooossseeeddd      ooofff      ttthhheee      cccuuussstttooommmeeerrr      nnnaaammmeee      aaannnddd      ttthhheee      cccllluuusssttteeerrr      nnnaaammmeee      ssseee!aaarrraaattteeeddd      bbbyyy      aaa      cccooolllooonnn      (((eee...ggg...      """aaacccmmmeee:::eeennngggiiinnneeeeeerrriiinnnggg""")))...

TTThhheeerrreee      aaarrreee      aaa      fffeeewww      ooottthhheeerrr      ooo!tttiiiooonnnaaalll      aaarrrggguuummmeeennntttsss      tttooo      ttthhheee             sssuuubbbcccooommmmmmaaannnddd:::connect

sync-period:::       TTTiiimmmeee       (((iiinnn       ssseeecccsss)))       bbbeeetttwwweeeeeennn       sssuuucccccceeessssssiiivvveee       sssyyynnncccsss       ooofff       dddaaatttaaa       tttooo       ttthhheee       ccclllooouuuddd...       DDDeeefffaaauuulllttt       iiisss       555
mmmiiinnnuuuttteeesss...
sync-overlap:::      OOOvvveeerrrlllaaa!      (((iiinnn      ssseeecccsss)))      ooofff      ttthhheee      tttiiimmmeee      rrraaannngggeeesss      ooofff      sssuuucccccceeessssssiiivvveee      sssyyynnncccsss      ooofff      dddaaatttaaa      tttooo      ttthhheee      ccclllooouuuddd...
DDDeeefffaaauuulllttt      iiisss      333000      ssseeecccsss...
cloud-host:::       HHHooosssttt       nnnaaammmeee       ooofff       ttthhheee       ccclllooouuuddd       ssseeerrrvvveeerrr       tttooo       uuussseee       tttooo       sssyyynnnccc       dddaaatttaaa...       DDDeeefffaaauuulllttt       iiisss
sssuuu!!ooorrrttt...bbbiiigggssswwwiiitttccchhh...cccooommm...

TTThhheee      ooonnnlllyyy      ooonnneee      ooofff      ttthhheeessseee      yyyooouuu      ssshhhooouuulllddd      ccchhhaaannngggeee      tttyyy!iiicccaaallllllyyy      iiisss      ttthhheee             iiifff      yyyooouuu      wwwaaannnttt      sssyyynnnccciiinnnggg      tttooo      hhhaaa!!eeennnsync-period
mmmooorrreee      ooorrr      llleeessssss      fffrrreeeqqquuueeennntttlllyyy...      TTThhheee      ooottthhheeerrr      ooonnneeesss      yyyooouuu      ssshhhooouuulllddd      ooonnnlllyyy      ccchhhaaannngggeee      iiifff      aaadddvvviiissseeeddd      bbbyyy      BBBiiiggg      SSSwwwiiitttccchhh      NNNeeetttwwwooorrrkkksss...

AAAfffttteeerrr      yyyooouuu'''vvveee      cccooonnnfffiiiggguuurrreeeddd      ttthhheee      cccooonnntttrrrooolllllleeerrr      tttooo      sssyyynnnccc      dddaaatttaaa      tttooo      ttthhheee      ccclllooouuuddd      yyyooouuu      cccaaannn      dddiiissscccooonnntttiiinnnuuueee      sssyyynnnccciiinnnggg      uuusssiiinnnggg      ttthhheee      
       sssuuubbbcccooommmmmmaaannnddd...       TTThhhiiisss       !rrreeessseeerrrvvveeesss       ttthhheee       aaauuuttthhh       tttoookkkeeennn       vvvaaallluuueee       aaannnddd       ooottthhheeerrr       cccooonnnfffiiiggguuurrraaatttiiiooonnn       iiinnnfffooo       bbbuuutttdisconnect

dddiiisssaaabbbllleeesss       ttthhheee       sssyyynnnccc      !rrroooccceeessssss...      YYYooouuu      cccaaannn       lllaaattteeerrr       rrreeeeeennnaaabbbllleee       sssyyynnnccciiinnnggg      uuusssiiinnnggg       ttthhheee              sssuuubbbcccooommmmmmaaannnddd      aaagggaaaiiinnn      bbbuuutttconnect
wwwiiittthhhooouuuttt      wwwiiittthhhooouuuttt      hhhaaavvviiinnnggg      tttooo      sss!eeeccciiifffyyy      ttthhheee             ooorrr             aaarrrggguuummmeeennntttsss...auth-token cluster

TTTooo       cccooommm!llleeettteeelllyyy       rrreeessseeettt       ttthhheee       ccclllooouuuddd       cccooonnnfffiiiggguuurrraaatttiiiooonnn       uuussseee       ttthhheee              sssuuubbbcccooommmmmmaaannnddd...       TTThhhiiisss       dddeeellleeettteeesss       ttthhheee       ccclllooouuudddreset
cccooonnnfffiiiggguuurrraaatttiiiooonnn      iiinnnfffooo      iiinnncccllluuudddiiinnnggg      ttthhheee      aaauuuttthhh      tttoookkkeeennn      vvvaaallluuueee...

CCCuuurrrrrreeennntttlllyyy      ttthhheee      ccclllooouuuddd      ssseeerrrvvveeerrr      ooonnnlllyyy      sssuuu!!ooorrrtttsss      aaa      sssiiinnngggllleee      aaauuuttthhh      tttoookkkeeennn      !eeerrr      uuussseeerrr...      IIIfff      yyyooouuu      rrreeegggeeennneeerrraaattteee      aaa      nnneeewww      aaauuuttthhh///AAAPPPIII
tttoookkkeeennn      fffooorrr      ttthhheee      uuussseeerrr      ttthhheee      !rrreeevvviiiooouuusss      tttoookkkeeennn      vvvaaallluuueee      wwwiiillllll      nnnooowww      bbbeee      iiinnnvvvaaallliiiddd...      TTThhhiiisss      mmmeeeaaannnsss      ttthhhaaattt      iiifff      yyyooouuu      hhhaaavvveee      aaa      cccooonnntttrrrooolllllleeerrr
ttthhhaaattt      wwwaaasss      cccooonnnfffiiiggguuurrreeeddd      tttooo      sssyyynnnccc      tttooo      ttthhheee      ccclllooouuuddd      uuusssiiinnnggg      ttthhheee      ooolllddd      tttoookkkeeennn      vvvaaallluuueee      iiittt      wwwiiillllll      nnnooo      lllooonnngggeeerrr      bbbeee      aaabbbllleee      tttooo      aaauuuttthhheeennntttiiicccaaattteee
tttooo       ttthhheee       ccclllooouuuddd...       YYYooouuu       wwwiiillllll       nnneeeeeeddd       tttooo       uuu!dddaaattteee       ttthhheee       tttoookkkeeennn       vvvaaallluuueee       uuusssiiinnnggg       ttthhheee              sssuuubbbcccooommmmmmaaannnddd       wwwiiittthhh       ttthhheee      connect

       aaarrrggguuummmeeennnttt       aaannnddd       ttthhheee       nnneeewww       tttoookkkeeennn       vvvaaallluuueee       (((eee...ggg...      aaauuuttthhh-‐-‐-tttoookkkeeennn cloud connect auth-token
)))...EFG4-5YPW-23BC-88SA
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444...444...222...      controller-node
SSS yyy nnn ttt aaa xxx :::
controller-node <controller-node-id>

EEExxxaaammmpppllleeesss:::

10.0.2.15(config)# controller-node 127.0.0.1:6633
10.0.2.15(config-controller-node)# show this
IP Address     : 127.0.0.1
Port           : 6633
Active         : True
Start Time     : 2010-12-13 18:36:58.987000
10.0.2.15(config-controller-node)# listen-address 192.168.2.229

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss       cccooommmmmmaaannnddd       aaallllllooowwwsss       cccrrreeeaaatttiiiooonnn       aaannnddd///ooorrr       uuu!dddaaattteee       ooofff       aaa       sss!eeeccciiifffiiiccc       cccooonnntttrrrooolllllleeerrr       nnnooodddeee       bbbyyy       !lllaaaccciiinnnggg       ttthhheee       uuussseeerrr       iiinnntttooo
cccooonnnfffiiiggg-‐-‐-cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee      mmmooodddeee...

TTThhheee             IIIPPP      aaaddddddrrreeessssss      +++             +++      ttthhheee      !ooorrrttt...<controller-node-id> :

IIInnn       ttthhhiiisss       rrreeellleeeaaassseee,,,      uuu!dddaaatttiiinnnggg      ooorrr      cccrrreeeaaatttiiinnnggg      cccooonnntttrrrooolllllleeerrr      nnnooodddeeesss      wwwiiillllll      nnnooottt      aaaffffffeeecccttt       ttthhheee      ooo!eeerrraaatttiiiooonnnsss      ooofff       ttthhheee      cccooorrreee      BBBeeeaaacccooonnn
aaa!!llliiicccaaatttiiiooonnnsss...      TTThhheee      iiinnnfffooorrrmmmaaatttiiiooonnn      iiisss      wwwrrriiitttttteeennn      tttooo      ttthhheee      dddaaatttaaabbbaaassseee      ssstttrrriiiccctttlllyyy      fffooorrr      iiinnnfffooorrrmmmaaatttiiiooonnnaaalll      !uuurrr!ooossseeesss...

444...444...333...      flow-entry
SSS yyy nnn ttt aaa xxx :::
flow-entry <name>

NNNooottteee      ttthhhiiisss      cccooommmmmmaaannnddd      mmmuuusssttt      bbbeee      eeennnttteeerrreeeddd      wwwhhhiiillleee      iiinnn      aaa      cccooonnnfffiiiggg-‐-‐-ssswwwiiitttccchhh      sssuuubbbmmmooodddeee...

EEExxxaaammmpppllleeesss:::



.
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10.0.2.15(config)# switch 00:00:00:00:00:00:00:01
10.0.2.15(config-switch)# flow-entry sample
10.0.2.15(config-flow-entry)# help
For help on specific commands type help <topic>
<...>
Available fields for flow-entry:
  actions
  active
  cookie
  dst-ip
  dst-mac
  dst-port
  ether-type
  hard-timeout
  idle-timeout
  ingress-port
  name
  priority
  protocol
  src-ip
  src-mac
  src-port
  switch
  tos-bits
  vlan-id
  vlan-priority
  wildcards

10.0.2.15(config-flow-entry)# ether-type 2048
10.0.2.15(config-flow-entry)# src-ip <tab-key-pressed>
< Src IP >: IP v4 source address in dotted decimal a.b.c.d w/
optional mask (ex: /24)
10.0.2.15(config-flow-entry)# src-ip 10.0.0.3
10.0.2.15(config-flow-entry)# dst-ip 10.0.0.4
10.0.2.15(config-flow-entry)# actions drop

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss       cccooommmmmmaaannnddd       cccrrreeeaaattteeesss       ooorrr       uuu!dddaaattteeesss       aaa       ssstttaaatttiiiccc       ffflllooowww       eeennntttrrryyy       fffooorrr       aaa       ssswwwiiitttccchhh...       IIIttt       aaalllsssooo       !uuutttsss       ttthhheee       uuussseeerrr       iiinnntttooo       aaa
cccooonnnfffiiiggg-‐-‐-ffflllooowww-‐-‐-eeennntttrrryyy      sssuuubbbmmmooodddeee,,,      wwwhhheeerrreee      sss!eeeccciiifffiiiccc      fffiiieeellldddsss      fffooorrr      ttthhheee      ffflllooowww      eeennntttrrryyy      cccaaannn      bbbeee      cccooonnnfffiiiggguuurrreeeddd      (((ssseeeeee      llliiisssttt      ooofff      aaavvvaaaiiilllaaabbbllleee
fffiiieeellldddsss      aaabbbooovvveee)))...      AAA      ffflllooowww      eeennntttrrryyy      hhhaaasss      hhheeeaaadddeeerrr      fffiiieeellldddsss,,,      mmmaaatttccchhh      rrruuullleeesss,,,      aaannnddd      aaaccctttiiiooonnnsss      -‐-‐-      eeeaaaccchhh      ooofff      ttthhheeessseee      cccaaannn      bbbeee      cccooonnnfffiiiggguuurrreeeddd      aaasss
fffiiieeellldddsss      iiinnn      aaa      ffflllooowww      eeennntttrrryyy      iiinnn      ttthhheee      cccooonnnfffiiiggguuurrraaatttiiiooonnn...      TTThhheee      llliiisssttt      ooofff      ooo!tttiiiooonnnsss      aaannnddd      sss!eeeccciiifffiiiccc      fffooorrrmmmaaattt      cccaaannn      bbbeee      ooobbbtttaaaiiinnneeeddd      uuusssiiinnnggg
tttaaabbb-‐-‐-cccooommm!llleeetttiiiooonnn      iiinnn      ttthhheee      CCCLLLIII      (((nnnooottteee      iiinnn      ttthhheee      eeexxxaaammm!llleee      aaabbbooovvveee      wwwhhheeerrreee      iiittt      sssaaayyysss      tttaaabbb-‐-‐-kkkeeeyyy-‐-‐-!rrreeesssssseeeddd)))...

MMMooorrreee      dddeeetttaaaiiilllsss      ooonnn      ttthhheeessseee      fffiiieeellldddsss      cccaaannn      bbbeee      fffooouuunnnddd      iiinnn      ttthhheee      OOO!eeennnFFFlllooowww      sss!eeeccciiifffiiicccaaatttiiiooonnn...

HHHeeeaaadddeeerrr      fffiiieeellldddsss:::

!rrriiiooorrriiitttyyy      -‐-‐-      111666-‐-‐-bbbiiittt      uuunnnsssiiigggnnneeeddd      iiinnnttteeegggeeerrr,,,      hhhiiiggghhheeerrr      hhhaaasss      mmmooorrreee      !rrriiiooorrriiitttyyy...      BBByyy      dddeeefffaaauuulllttt,,,      ttthhheee      !rrriiiooorrriiitttyyy      ooofff      aaa      ssstttaaatttiiicccaaallllllyyy
dddeeefffiiinnneeeddd      ffflllooowww      eeennntttrrryyy      wwwiiillllll      bbbeee      hhhiiiggghhheeerrr      ttthhhaaannn      ttthhheee      ffflllooowww      eeennntttrrriiieeesss      ooofff      ttthhheee      ooottthhheeerrr      aaa!!llliiicccaaatttiiiooonnnsss,,,      sssuuuccchhh      aaasss      LLLeeeaaarrrnnniiinnnggg
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SSSwwwiiitttccchhh      aaannnddd      RRRooouuutttiiinnnggg...
cccooooookkkiiieee      -‐-‐-      333222-‐-‐-bbbiiittt      iiinnnttteeegggeeerrr
hhhaaarrrddd-‐-‐-tttiiimmmeeeooouuuttt      -‐-‐-      nnnooottt      uuussseeeddd///hhhaaarrrdddwwwiiirrreeeddd      iiinnn      ttthhhiiisss      rrreeellleeeaaassseee
iiidddllleee-‐-‐-tttiiimmmeeeooouuuttt      -‐-‐-      nnnooottt      uuussseeeddd///hhhaaarrrdddwwwiiirrreeeddd      iiinnn      ttthhhiiisss      rrreeellleeeaaassseee
aaaccctttiiivvveee      -‐-‐-      TTTrrruuueee///FFFaaalllssseee

MMMaaatttccchhh      rrruuullleeesss:::

wwwiiillldddcccaaarrrdddsss      -‐-‐-      nnnooottt      uuussseeeddd///aaauuutttooommmaaatttiiicccaaallllllyyy      dddeeettteeerrrmmmiiinnneeeddd      iiinnn      ttthhhiiisss      rrreeellleeeaaassseee
sssrrrccc-‐-‐-mmmaaaccc,,,dddsssttt-‐-‐-mmmaaaccc      -‐-‐-      MMMAAACCC      aaaddddddrrreeesssssseeesss      iiinnn      xxxxxx:::xxxxxx:::xxxxxx:::xxxxxx:::xxxxxx      fffooorrrmmmaaattt
sssrrrccc-‐-‐-iii!,,,      dddsssttt-‐-‐-iii!      -‐-‐-      IIIPPP      aaaddddddrrreeesssssseeesss      iiinnn      dddoootttttteeeddd      dddeeeccciiimmmaaalll      fffooorrrmmmaaattt      wwwiiittthhh      aaannn      ooo!tttiiiooonnnaaalll      mmmaaassskkk
eeettthhheeerrr-‐-‐-tttyyy!eee      -‐-‐-      111666-‐-‐-bbbiiittt      uuunnnsssiiigggnnneeeddd      iiinnnttteeegggeeerrr...      CCCooommmmmmooonnn      vvvaaallluuueeesss      aaarrreee      222000444888:::      IIIPPP,,,      222000555444:::AAARRRPPP...      TTThhhiiisss      fffiiieeelllddd      iiisss      rrreeeqqquuuiiirrreeeddd
iiinnn      ooorrrdddeeerrr      fffooorrr      mmmaaatttccchhhiiinnnggg      ooonnn      IIIPPP      aaaddddddrrreeessssss      ooorrr      !ooorrrtttsss...
!rrroootttooocccooolll      -‐-‐-      888-‐-‐-bbbiiittt      uuunnnsssiiigggnnneeeddd      iiinnnttteeegggeeerrr...      CCCooommmmmmooonnn      vvvaaallluuueeesss      aaarrreee      111:::      iiicccmmm!,,,      666:::      tttccc!,,,      111777:::      uuuddd!      fffooorrr      IIIPPP      eeettthhheeerrr-‐-‐-tttyyy!eee...
sssrrrccc-‐-‐-!ooorrrttt///dddsssttt-‐-‐-!ooorrrttt      -‐-‐-      111666-‐-‐-bbbiiittt      uuunnnsssiiigggnnneeeddd      iiinnnttteeegggeeerrr...      CCCooorrrrrreeesss!ooonnndddsss      tttooo      TTTCCCPPP///UUUDDDPPP      !ooorrrtttsss      ooorrr      IIICCCMMMPPP      tttyyy!eee///cccooodddeee...
vvvlllaaannn-‐-‐-iiiddd///vvvlllaaannn-‐-‐-!rrriiiooorrriiitttyyy      -‐-‐-      111666-‐-‐-bbbiiittt      uuunnnsssiiigggnnneeeddd      iiinnnttteeegggeeerrr      aaannnddd      888-‐-‐-bbbiiittt      uuunnnsssiiigggnnneeeddd      iiinnnttteeegggeeerrr...

NNNOOOTTTEEE

MMMaaatttccchhh      rrruuullleeesss      ttthhhaaattt      iiinnncccllluuudddeee      iiinnnfffooorrrmmmaaatttiiiooonnn      fffooorrr      hhhiiiggghhheeerrr-‐-‐-lllaaayyyeeerrr      fffiiieeellldddsss      mmmuuusssttt      iiinnncccllluuudddeee      ttthhheee      fffiiieeellldddsss
fffrrrooommm      lllooowwweeerrr      lllaaayyyeeerrrsss      ooorrr      eeelllssseee      ttthhheeeyyy      wwwiiillllll      nnnooottt      bbbeee      aaa!!llliiieeeddd...      FFFooorrr      eeexxxaaammm!llleee,,,      aaa      cccooommmmmmooonnn      mmmiiissstttaaakkkeee
iiisss      tttooo      mmmaaatttccchhh      jjjuuusssttt      ooonnn      sssrrrccc-‐-‐-iii!      aaaddddddrrreeessssss      aaannnddd      nnnooottt      sss!eeeccciiifffyyy      ttthhheee      eeettthhheeerrr-‐-‐-tttyyy!eee      aaasss      bbbeeeiiinnnggg      IIIPPP      (((222000444888)))...
IIInnn      ttthhhiiisss      cccaaassseee,,,      ttthhheee      ssswwwiiitttccchhh      wwwiiillllll      dddeeeccciiidddeee      iiittt      dddoooeeesssnnn'''ttt      nnnooottt      kkknnnooowww      hhhooowww      tttooo      iiinnnttteeerrr!rrreeettt      ttthhheee      sssrrrccc-‐-‐-iii!
aaaddddddrrreeessssss      aaannnddd      iiittt      wwwiiillllll      wwwiiillldddcccaaarrrddd      ttthhheee      sssrrrccc-‐-‐-iii!      aaaddddddrrreeessssss      fffiiieeelllddd...

AAA ccc ttt iii ooo nnn sss :::
TTThhhiiisss      iiisss      aaa      cccooommmmmmaaa-‐-‐-ssseee!aaarrraaattteeeddd      llliiisssttt      ooofff      aaaccctttiiiooonnnsss,,,      wwwhhheeerrreee      ttthhheee      aaaccctttiiiooonnnsss      iiinnncccllluuudddeee:::

dddrrrooo!
ooouuuttt!uuuttt===<<<vvvaaallluuueee>>>      wwwhhheeerrreee      vvvaaallluuueee      iiisss      ooonnneee      ooofff:::

<<<!ooorrrttt      nnnuuummmbbbeeerrr>>>
nnnooorrrmmmaaalll
ffflllooooooddd
aaallllll
lllooocccaaalll
iiinnngggrrreeessssss-‐-‐-!ooorrrttt

eeennnqqquuueeeuuueee===<<<ooo!eeennnffflllooowww      !ooorrrttt      iiiddd>>>:::<<<qqquuueeeuuueee      iiiddd>>>
ssstttrrriii!-‐-‐-vvvlllaaannn
ssseeettt-‐-‐-vvvlllaaannn-‐-‐-!rrriiiooorrriiitttyyy===<<<!rrriiiooorrriiitttyyy>>>
ssseeettt-‐-‐-vvvlllaaannn-‐-‐-iiiddd===<<<vvvlllaaannn      iiiddd>>>
ssseeettt-‐-‐-sssrrrccc-‐-‐-mmmaaaccc===<<<mmmaaaccc      aaaddddddrrreeessssss>>>
ssseeettt-‐-‐-dddsssttt-‐-‐-mmmaaaccc===<<<mmmaaaccc      aaaddddddrrreeessssss>>>
ssseeettt-‐-‐-tttooosss-‐-‐-bbbiiitttsss===<<<tttooosss      bbbiiitttsss      vvvaaallluuueeesss>>>
ssseeettt-‐-‐-sssrrrccc-‐-‐-iii!===<<<iii!      aaaddddddrrreeessssss>>>
ssseeettt-‐-‐-dddsssttt-‐-‐-iii!===<<<iii!      aaaddddddrrreeessssss>>>
ssseeettt-‐-‐-sssrrrccc-‐-‐-!ooorrrttt===<<<!ooorrrttt      nnnuuummmbbbeeerrr>>>
ssseeettt-‐-‐-dddsssttt-‐-‐-!ooorrrttt===<<<!ooorrrttt      nnnuuummmbbbeeerrr>>>
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EEExxxaaammmpppllleeesss:::

TTTooo      fffooorrrwwwaaarrrddd      tttrrraaaffffffiiiccc      tttooo      ooouuuttt!uuuttt      !ooorrrtttsss      333      aaannnddd      444,,,      uuussseee      ttthhheee      cccooommmmmmaaannnddd:::

actions output=3,output=4

NNNOOOTTTEEE

'''aaaccctttiiiooonnnsss'''      cccooommmmmmaaannnddd      iiisss      nnnooottt      cccuuurrrrrreeennntttlllyyy      vvvaaallliiidddaaattteeeddd      ooonnn      eeennntttrrryyy      aaannnddd      wwwiiillllll      aaallllllooowww      tttyyy!ooosss,,,
mmmiiissstttaaakkkeeesss,,,      eeetttccc...      tttooo      bbbeee      eeennnttteeerrreeeddd...      PPPllleeeaaassseee      uuussseee      cccaaarrreee      tttooo      eeennnttteeerrr      ttthhheee      cccooommmmmmaaannnddd      cccooorrrrrreeeccctttlllyyy...
IIIfff      nnnooo      aaaccctttiiiooonnnsss      aaarrreee      sss!eeeccciiifffiiieeeddd      fffooorrr      ttthhheee      ffflllooowww-‐-‐-eeennntttrrryyy,,,      ttthhheee      '''dddrrrooo!'''      aaaccctttiiiooonnn      iiisss      iiimmm!llliiieeeddd

FFFlllooowww      eeennntttrrriiieeesss      wwwiiillllll      nnnooottt      aaa!!eeeaaarrr      ooonnn      ttthhheee      ssswwwiiitttccchhh      uuunnnllleeessssss      ttthhheee      aaaccctttiiivvveee      fffiiieeelllddd      hhhaaasss      bbbeeeeeennn      ssseeettt      tttooo      TTTrrruuueee...      OOOnnnccceee      aaaccctttiiivvveee      hhhaaasss
bbbeeeeeennn      ssseeettt      tttooo      TTTrrruuueee,,,      ttthhheee      SSStttaaatttiiiccc      FFFlllooowww      aaa!!llliiicccaaatttiiiooonnn      wwwiiillllll      !uuussshhh      ttthhhiiisss      dddooowwwnnn      tttooo      ttthhheee      ssswwwiiitttccchhh      eeevvveeerrryyy      111000      ssseeecccooonnndddsss      wwwiiittthhh      aaa
hhhaaarrrddd-‐-‐-tttiiimmmeeeooouuuttt      ooofff      333000      ssseeecccooonnndddsss...

FFFooorrr      eeexxxaaammm!llleee,,,      bbbeeelllooowww      iiisss      aaa      sssiiimmm!llleee      ffflllooowww      eeennntttrrryyy      ttthhhaaattt      bbbllloooccckkksss      tttrrraaaffffffiiiccc      fffooorrr      aaa      sss!eeeccciiifffiiiccc      sssrrrccc-‐-‐-iii!      aaannnddd      dddsssttt-‐-‐-iii!      -‐-‐-      nnnooottteee      iiittt      hhhaaasss      nnnooo
aaaccctttiiiooonnnsss      sss!eeeccciiifffiiieeeddd,,,      aaannnddd      sssooo      bbbyyy      dddeeefffaaauuulllttt,,,      ttthhheee      aaaccctttiiiooonnn      iiisss      dddrrrooo!

switch 00:00:00:00:00:00:00:01
  flow-entry deny-h4-h5
    active True
    ether-type 2048
    src-ip 10.0.0.4
    dst-ip 10.0.0.5

TTThhhiiisss      ffflllooowww      eeennntttrrryyy      aaa!!eeeaaarrrsss      ooonnn      ttthhheee      ssswwwiiitttccchhh      aaasss      sssuuuccchhh:::

10.0.2.15# show switch 00:00:00:00:00:00:00:01 flow
Switch                  Bytes Packets Dur(s) Cookie            In
Port Src MAC Dst MAC Ether Type Src IP   Dst IP   Protocol Src
Port Dst Port
-----------------------|-----|-------|------|-----------------|-------|-------|-------|----------|--------|--------|--------|--------|-------- 00:00:00:00:00:00:00:01
0     0       29     static-deny-h4-h5 *       *       *      
ip(2048)   10.0.0.4 10.0.0.5 *        *        *

NNNooottteee      ttthhheee      wwwiiillldddcccaaarrrdddeeeddd      fffiiieeellldddsss      aaannnddd      nnnooottteee      ttthhheee      ddduuurrraaatttiiiooonnn      fffiiieeelllddd      wwwiiillllll      nnnooottt      uuusssuuuaaallllllyyy      eeexxxccceeeeeeddd      111000      ssseeecccooonnndddsss      sssooo      lllooonnnggg      aaasss      ttthhheee
ffflllooowww      eeennntttrrryyy      iiisss      aaaccctttiiivvveee...

IIIfff      ttthhheee      uuussseeerrr      ccchhhaaannngggeeesss      ttthhheee      mmmaaatttccchhh      rrruuullleeesss      ooorrr      dddeeellleeettteeesss      ttthhheee      ffflllooowww      eeennntttrrryyy,,,      ttthhheeennn      ttthhheee      ddduuurrraaatttiiiooonnn      fffiiieeelllddd      wwwiiillllll      cccooouuunnnttt      uuu!      tttooo      ttthhheee
hhhaaarrrddd-‐-‐-tttiiimmmeeeooouuuttt      ooofff      333000      ssseeecccooonnndddsss      aaannnddd      ttthhheeennn      ttthhheee      ffflllooowww      eeennntttrrryyy      wwwiiillllll      eeexxx!iiirrreee      aaannnddd      bbbeee      dddeeellleeettteeeddd      fffrrrooommm      ttthhheee      ssswwwiiitttccchhh...

444...444...444...      host
SSS yyy nnn ttt aaa xxx :::
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host <MAC address>

EEExxxaaammmpppllleeesss:::

10.0.2.15(config)# host 00:00:00:73:28:03
10.0.2.15(config-host)# name ceo-macbook-pro
10.0.2.15(config-host)# sh this
MAC Address  : 00:00:00:73:28:03
Switch ID    : 2814895659608320
Ingress Port : 43
IP Address   : 0.0.0.0
Name         : ceo-macbook-pro

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      aaallllllooowwwsss      cccrrreeeaaatttiiiooonnn      aaannnddd///ooorrr      uuu!dddaaattteee      ooofff      aaa      sss!eeeccciiifffiiiccc      hhhooosssttt      bbbyyy      !lllaaaccciiinnnggg      ttthhheee      uuussseeerrr      iiinnntttooo      cccooonnnfffiiiggg-‐-‐-hhhooosssttt      mmmooodddeee...
HHHooossstttsss       aaarrreee      wwwrrriiitttttteeennn       iiinnntttooo       ttthhheee       dddaaatttaaabbbaaassseee       bbbyyy       ttthhheee       DDDeeevvviiiccceee      MMMaaannnaaagggeeerrr       aaa!!llliiicccaaatttiiiooonnn      wwwiiittthhh       ttthhheeeiiirrr      MMMAAACCC       aaaddddddrrreeessssss       aaannnddd
ssswwwiiitttccchhh///!ooorrrttt      ttthhhaaattt      ttthhheeeyyy      wwweeerrreee      dddiiissscccooovvveeerrreeeddd      ooonnn...

CCCuuurrrrrreeennntttlllyyy,,,       ttthhheee      nnnaaammmeee       iiisss       bbblllaaannnkkk      bbbuuuttt       cccaaannn      bbbeee      ooovvveeerrrrrriiiddddddeeennn      mmmaaannnuuuaaallllllyyy...       SSSwwwiiitttccchhh       IIIDDD       aaannnddd       IIInnngggrrreeessssss       PPPooorrrttt       cccaaannn       aaalllsssooo      bbbeee
ooovvveeerrrwwwrrriiitttttteeennn      aaannnddd      ttthhhiiisss      wwwiiillllll      ccchhhaaannngggeee      ttthhheee      bbbeeehhhaaavvviiiooorrr      ooofff      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      aaasss      ttthhheee      hhhooosssttt      wwwiiillllll      nnnooowww      bbbeee      fffooouuunnnddd      ooonnn
aaa      dddiiiffffffeeerrreeennnttt      !ooorrrttt...      FFFooorrr      eeexxxaaammm!llleee,,,      sssuuu!!ooossseee      hhhooosssttt      AAA      ooonnn      ssswwwiiitttccchhh      111,,,      !ooorrrttt      111      iiisss      tttrrryyyiiinnnggg      tttooo      rrreeeaaaccchhh      hhhooosssttt      BBB      ooonnn      ssswwwiiitttccchhh      222,,,      !ooorrrttt
222...       IIIfff       ttthhheee       uuussseeerrr       eeedddiiitttsss       hhhooosssttt       BBB       aaannnddd       cccooonnnfffiiiggguuurrreeesss       iiittt       tttooo       bbbeee       ooonnn       ssswwwiiitttccchhh       333,,,       !ooorrrttt       333,,,       aaannnddd       aaa       !aaaccckkkeeettt-‐-‐-iiinnn       cccooommmeeesss       tttooo       ttthhheee
cccooonnntttrrrooolllllleeerrr      nnneeeeeedddiiinnnggg      aaa      rrrooouuuttteee      fffrrrooommm      AAA      tttooo      BBB,,,      ttthhheeennn      ttthhheee      RRRooouuutttiiinnnggg      aaa!!llliiicccaaatttiiiooonnn      wwwiiillllll      !uuussshhh      dddooowwwnnn      ffflllooowww      mmmooodddsss      tttooo      gggeeettt      tttooo
ssswwwiiitttccchhh      333,,,      !ooorrrttt      333...

444...444...555...      link
SSS yyy nnn ttt aaa xxx :::
link <link-id>

EEExxxaaammmpppllleeesss:::

10.0.2.15> show link
Src Switch DPID         Src Port Dst Switch DPID         Dst Port
-----------------------|--------|-----------------------|--------
00:00:00:00:00:00:00:01 15       00:0a:00:24:a8:c4:69:00 61
00:00:00:00:00:00:00:01 9        00:0a:00:21:f7:de:e9:00 43
00:0a:00:21:f7:de:e9:00 43       00:00:00:00:00:00:00:01 9
00:0a:00:24:a8:c4:69:00 61       00:00:00:00:00:00:00:01 15
10.0.2.15> enable; conf
10.0.2.15(config)# link
00:00:00:00:00:00:00:01-15-00:0a:00:24:a8:c4:69:00-61
10.0.2.15(config-link)# show this
Src Switch DPID : 00:00:00:00:00:00:00:01
Src Port        : 15
Dst Switch DPID : 00:0a:00:24:a8:c4:69:00
Dst Port        : 61
10.0.2.15(config-link)#
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DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      aaallllllooowwwsss      cccrrreeeaaatttiiiooonnn      aaannnddd///ooorrr      uuu!dddaaattteee      ooofff      aaa      sss!eeeccciiifffiiiccc      llliiinnnkkk      bbbyyy      !lllaaaccciiinnnggg      ttthhheee      uuussseeerrr      iiinnntttooo      cccooonnnfffiiiggg-‐-‐-llliiinnnkkk      mmmooodddeee...
LLLiiinnnkkksss      aaarrreee      wwwrrriiitttttteeennn      iiinnntttooo      ttthhheee      dddaaatttaaabbbaaassseee      bbbyyy      ttthhheee      TTTooo!ooolllooogggyyy      aaa!!llliiicccaaatttiiiooonnn      aaasss      iiittt      dddiiissscccooovvveeerrrsss      ttthhheee      cccooonnnnnneeeccctttiiivvviiitttyyy      bbbeeetttwwweeeeeennn
ttthhheee      ssswwwiiitttccchhheeesss...

AAA      llliiinnnkkk      iiiddd      iiisss      ttthhheee      cccooonnncccaaattteeennnaaatttiiiooonnn      ooofff      ttthhheee      sssooouuurrrccceee      ssswwwiiitttccchhh      DDDPPPIIIDDD///!ooorrrttt      aaannnddd      dddeeessstttiiinnnaaatttiiiooonnn      ssswwwiiitttccchhh      DDDPPPIIIDDD///!ooorrrttt,,,      jjjoooiiinnneeeddd      bbbyyy
ttthhheee             ccchhhaaarrraaacccttteeerrr...      SSSeeeeee      eeexxxaaammm!llleee      aaabbbooovvveee...-

IIInnn      ttthhhiiisss      rrreeellleeeaaassseee,,,      uuu!dddaaatttiiinnnggg      ooorrr      cccrrreeeaaatttiiinnnggg      llliiinnnkkksss      wwwiiillllll      nnnooottt      aaaffffffeeecccttt      ttthhheee      ooo!eeerrraaatttiiiooonnnsss      ooofff      ttthhheee      TTTooo!ooolllooogggyyy      aaa!!llliiicccaaatttiiiooonnn...      TTThhheee
iiinnnfffooorrrmmmaaatttiiiooonnn      iiisss      wwwrrriiitttttteeennn      tttooo      ttthhheee      dddaaatttaaabbbaaassseee      ssstttrrriiiccctttlllyyy      fffooorrr      iiinnnfffooorrrmmmaaatttiiiooonnnaaalll      !uuurrr!ooossseeesss...

444...444...666...      port
SSS yyy nnn ttt aaa xxx :::
port [ <port-id> ]

EEExxxaaammmpppllleeesss:::

10.0.2.15# show port | grep -e 24 -e Switch -e '---'
Switch DPID             OF #  Name  MAC Address       
Configuration State Current Advertised Supported Peer
-----------------------|-----|-----|-----------------|--------------|-----|-------|----------|---------|---- 00:00:00:00:00:00:00:01
24    24    00:26:e1:81:13:18                0x1
00:0a:00:24:a8:c4:69:00 52    28    00:24:a8:c4:69:cc
00:0a:00:24:a8:c4:69:00 54    30    00:24:a8:c4:69:ca
00:0a:00:24:a8:c4:69:00 56    32    00:24:a8:c4:69:c8
00:0a:00:24:a8:c4:69:00 57    33    00:24:a8:c4:69:c7
00:0a:00:24:a8:c4:69:00 58    34    00:24:a8:c4:69:c6
00:0a:00:24:a8:c4:69:00 61    37    00:24:a8:c4:69:c3
00:0a:00:24:a8:c4:69:00 64    40    00:24:a8:c4:69:c0
00:0a:00:24:a8:c4:69:00 65534 local 00:24:a8:c4:69:00
00:0a:00:24:a8:c4:69:00 67    43    00:24:a8:c4:69:bd
10.0.2.15# conf
10.0.2.15(config)# port 00:0a:00:24:a8:c4:69:00:67
10.0.2.15(config-port)# show this
Switch DPID         : 00:0a:00:24:a8:c4:69:00
OF #                : 67
Name                : 43
MAC Address         : 00:24:a8:c4:69:bd
Configuration      : 0
State               : 0
Current             :
Advertised          :
Supported           :
Peer                :
10.0.2.15(config-port)#

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      aaallllllooowwwsss      cccrrreeeaaatttiiiooonnn      aaannnddd///ooorrr      uuu!dddaaattteee      ooofff      aaa      sss!eeeccciiifffiiiccc      !ooorrrttt      bbbyyy      !lllaaaccciiinnnggg      ttthhheee      uuussseeerrr      iiinnntttooo      cccooonnnfffiiiggg-‐-‐-!ooorrrttt      mmmooodddeee...



.
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PPPooorrrtttsss      aaarrreee      wwwrrriiitttttteeennn      aaalllooonnnggg      wwwiiittthhh      ssswwwiiitttccchhheeesss      bbbyyy      ttthhheee      cccooorrreee      BBBeeeaaacccooonnn      aaa!!llliiicccaaatttiiiooonnn      aaasss      iiittt      dddiiissscccooovvveeerrrsss      ssswwwiiitttccchhheeesss      cccooonnnnnneeeccctttiiinnnggg
tttooo      iiittt...

AAA      !ooorrrttt      iiiddd      iiisss      ttthhheee      cccooonnncccaaattteeennnaaatttiiiooonnn      ooofff      ttthhheee      ssswwwiiitttccchhh      DDDPPPIIIDDD      aaannnddd      ttthhheee      lllooogggiiicccaaalll      OOO!eeennnFFFlllooowww      !ooorrrttt      nnnuuummmbbbeeerrr      jjjoooiiinnneeeddd      bbbyyy      aaa       ...:

IIInnn      ttthhhiiisss      rrreeellleeeaaassseee,,,      uuu!dddaaatttiiinnnggg      ooorrr      cccrrreeeaaatttiiinnnggg      !ooorrrtttsss      wwwiiillllll      nnnooottt      aaaffffffeeecccttt      ttthhheee      ooo!eeerrraaatttiiiooonnnsss      ooofff      ttthhheee      cccooorrreee      BBBeeeaaacccooonnn      aaa!!llliiicccaaatttiiiooonnnsss...
TTThhheee      iiinnnfffooorrrmmmaaatttiiiooonnn      iiisss      wwwrrriiitttttteeennn      tttooo      ttthhheee      dddaaatttaaabbbaaassseee      ssstttrrriiiccctttlllyyy      fffooorrr      iiinnnfffooorrrmmmaaatttiiiooonnnaaalll      !uuurrr!ooossseeesss...

444...444...777...      switch
SSS yyy nnn ttt aaa xxx :::
switch <switch-dpid>

EEExxxaaammmpppllleeesss:::

10.0.2.15(config)# switch 00:0a:00:21:f7:de:e9:00
10.0.2.15(config-switch)# show this
Switch DPID       : 00:0a:00:21:f7:de:e9:00
Active            : True
Last Connect Time : 2010-12-15 01:21:33.667000
IP Address        : 192.168.2.102
Socket Address    : /192.168.2.102:41886
Max Packets       : 256
Max Tables        : 2
Capabilities      : 135
Actions           : 2047

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      aaallllllooowwwsss      cccrrreeeaaatttiiiooonnn      aaannnddd///ooorrr      uuu!dddaaattteee      ooofff      aaa      sss!eeeccciiifffiiiccc      ssswwwiiitttccchhh      bbbyyy      !lllaaaccciiinnnggg      ttthhheee      uuussseeerrr      iiinnntttooo      cccooonnnfffiiiggg-‐-‐-ssswwwiiitttccchhh
mmmooodddeee...       SSSwwwiiitttccchhheeesss       aaarrreee      wwwrrriiitttttteeennn       aaalllooonnnggg      wwwiiittthhh       !ooorrrtttsss       bbbyyy       ttthhheee       cccooorrreee       BBBeeeaaacccooonnn       aaa!!llliiicccaaatttiiiooonnn       aaasss       iiittt       dddiiissscccooovvveeerrrsss       ssswwwiiitttccchhheeesss
cccooonnnnnneeeccctttiiinnnggg      tttooo      iiittt...

IIInnn      ttthhhiiisss      rrreeellleeeaaassseee,,,      ssswwwiiitttccchhheeesss      aaa!!eeeaaarrr      iiinnn      ttthhheee      rrruuunnnnnniiinnnggg      cccooonnnfffiiiggg      aaasss      ttthhheeeyyy      cccooonnnnnneeecccttt      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr...      TTThhheee      mmmaaaiiinnn      !uuurrr!ooossseee
ooofff      ttthhhiiisss      cccooommmmmmaaannnddd      iiisss      aaallllllooowww      ttthhheee      uuussseeerrr      tttooo      dddeeefffiiinnneee      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrriiieeesss      fffooorrr      aaa      !aaarrrtttiiicccuuulllaaarrr      ssswwwiiitttccchhh...

TTThhheee      """aaallliiiaaasss"""      fffiiieeelllddd      cccaaannn      bbbeee      cccooonnnfffiiiggguuurrreeeddd      wwwhhhiiillleee      iiinnn      cccooonnnfffiiiggg-‐-‐-ssswwwiiitttccchhh      mmmooodddeee...      TTThhhiiisss      aaallliiiaaasss      wwwiiillllll      bbbeee      uuusssaaabbbllleee      aaasss      aaannn      aaarrrggguuummmeeennnttt      tttooo
ssshhhooowww      ssswwwiiitttccchhh      cccooommmmmmaaannndddsss      (((iiinnnsssttteeeaaaddd      ooofff      aaa      fffuuullllll      888-‐-‐-bbbyyyttteee      DDDPPPIIIDDD)))      aaannnddd      wwwiiillllll      bbbeee      dddiiisss!lllaaayyyeeeddd      iiinnnsssttteeeaaaddd      ooofff      ttthhheee      DDDPPPIIIDDD      iiinnn      vvvaaarrriiiooouuusss
ssshhhooowww      cccooommmmmmaaannndddsss...

444...444...888...      no
SSS yyy nnn ttt aaa xxx :::
no ( controller-node | flow-entry | host | link | port | switch ) <id>

EEExxxaaammmpppllleeesss:::
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111...            
222...            
333...            

10.0.2.15(config-switch)# show run | begin switch
switch 00:00:00:00:00:00:00:01
  flow-entry deny-h4-h5
    active False
    ether-type 2048
    src-ip 10.0.0.4
    dst-ip 10.0.0.5
!
switch 00:00:00:00:00:00:00:02
!
switch 00:00:00:00:00:00:00:03
10.0.2.15(config-switch)# no flow-entry deny-h4-h5
10.0.2.15(config-switch)# show run | begin switch
switch 00:00:00:00:00:00:00:01
!
switch 00:00:00:00:00:00:00:02
!
switch 00:00:00:00:00:00:00:03

DDD eee sss ccc rrr iii ppp ttt iii ooo nnn :::
TTThhhiiisss      cccooommmmmmaaannnddd      aaallllllooowwwsss      ttthhheee      dddeeellleeetttiiiooonnn      ooofff      ooobbbjjjeeeccctttsss      iiinnn      ttthhheee      dddaaatttaaabbbaaassseee...      TTThhheeerrreee      iiisss      nnnooo      cccooonnnfffiiirrrmmmaaatttiiiooonnn,,,      sssooo      ttthhhiiisss      cccooommmmmmaaannnddd
ssshhhooouuulllddd      bbbeee      uuussseeeddd      wwwiiittthhh      cccaaauuutttiiiooonnn...      OOO!eeerrraaatttiiiooonnnsss      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr      wwwiiillllll      nnnooottt      bbbeee      aaaffffffeeecccttteeeddd      bbbyyy      ttthhheee      dddeeellleeetttiiiooonnn      ooofff      sssooommmeee      ooofff
ttthhheee       iiinnnfffooorrrmmmaaatttiiiooonnnaaalll-‐-‐-ooonnnlllyyy       dddaaatttaaa       aaasss       sss!eeeccciiifffiiieeeddd       eeeaaarrrllliiieeerrr       (((hhhooosssttt,,,       llliiinnnkkk,,,       !ooorrrttt,,,       cccooonnntttrrrooolllllleeerrr       nnnooodddeee)))...       HHHooowwweeevvveeerrr,,,       dddeeellleeetttiiinnnggg
ssswwwiiitttccchhheeesss      aaannnddd      ffflllooowww      eeennntttrrriiieeesss      wwwiiillllll      ccchhhaaannngggeee      ttthhheee      ffflllooowww      eeennntttrrriiieeesss      ttthhhaaattt      aaarrreee      ooonnn      ttthhheee      ssswwwiiitttccchhheeesss      aaannnddd      mmmaaayyy      aaaffffffeeecccttt      fffooorrrwwwaaarrrdddiiinnnggg...

555...      RRREEESSSTTT      AAAPPPIII

555...111...      IIInnntttrrroooddduuuccctttiiiooonnn
TTThhhiiisss       dddooocccuuummmeeennnttt      dddeeessscccrrriiibbbeeesss       ttthhheee      RRREEESSSTTT      AAAPPPIII       sssuuu!!ooorrrttteeeddd      bbbyyy       ttthhheee      BBBiiiggg       SSSwwwiiitttccchhh       cccooonnntttrrrooolllllleeerrr       !lllaaatttfffooorrrmmm...       TTThhheee      RRREEESSSTTT      AAAPPPIII
!rrrooovvviiidddeeesss      aaacccccceeessssss      tttooo      ttthhheee      nnneeetttwwwooorrrkkk      dddaaatttaaabbbaaassseee      ttthhhaaattt      iiinnncccllluuudddeeesss      bbbooottthhh      ttthhheee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      dddaaatttaaa      fffooorrr      ttthhheee      cccooonnntttrrrooolllllleeerrr      (((eee...ggg...
ssstttaaatttiiiccc      ffflllooowww      tttaaabbbllleee      eeennntttrrriiieeesss)))      aaasss      wwweeellllll      aaasss      ttthhheee      dddaaatttaaa      fffooorrr      dddyyynnnaaammmiiicccaaallllllyyy      cccrrreeeaaattteeeddd      nnneeetttwwwooorrrkkk      eeennntttiiitttiiieeesss      (((eee...ggg...      ssswwwiiitttccchhheeesss,,,      hhhooossstttsss)))
!ooo!uuulllaaattteeeddd      bbbyyy      ttthhheee      bbbeeeaaacccooonnn      cccooonnntttrrrooolllllleeerrr...

TTThhheee      RRREEESSSTTT      AAAPPPIII      iiisss      iiimmm!llleeemmmeeennnttteeeddd      iiinnn      aaa      ssseee!aaarrraaattteee      !rrroooccceeessssss      (((iii...eee...      """bbbiiigggcccooonnn""")))      fffrrrooommm      ttthhheee      bbbeeeaaacccooonnn      cccooonnntttrrrooolllllleeerrr...      TTThhheee      bbbeeeaaacccooonnn
cccooonnntttrrrooolllllleeerrr      hhhaaasss       iiitttsss      ooowwwnnn      RRREEESSSTTT      AAAPPPIII      fffooorrr      ooobbbtttaaaiiinnniiinnnggg      rrreeeaaalll-‐-‐-tttiiimmmeee      dddaaatttaaa      llliiikkkeee      ffflllooowww      tttaaabbbllleee      eeennntttrrriiieeesss...      TTThhhiiisss      dddooocccuuummmeeennnttt      ooonnnlllyyy
dddeeessscccrrriiibbbeeesss      ttthhheee      nnneeetttwwwooorrrkkk      dddaaatttaaabbbaaassseee      RRREEESSSTTT      AAAPPPIII,,,      nnnooottt      ttthhheee      bbbeeeaaacccooonnn      RRREEESSSTTT      AAAPPPIII...

TTThhheee      RRREEESSSTTT      AAAPPPIII      iiisss      aaacccccceeesssssseeeddd      ooonnn      !ooorrrttt      888000000000      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr      mmmaaaccchhhiiinnneee///VVVMMM...      IIIfff      ttthhheee      cccllliiieeennnttt      aaa!!llliiicccaaatttiiiooonnn      iiisss      rrruuunnnnnniiinnnggg
ooonnn      aaa      rrreeemmmooottteee      mmmaaaccchhhiiinnneee,,,      ttthhheeennn      ttthhheee      fffiiirrreeewwwaaallllll      ssseeettttttiiinnngggsss      ooonnn      ttthhheee      cccooonnntttrrrooolllllleeerrr      mmmaaaccchhhiiinnneee      nnneeeeeeddd      tttooo      bbbeee      cccooonnnfffiiiggguuurrreeeddd      tttooo      aaallllllooowww
aaacccccceeessssss      tttooo      !ooorrrttt      888000000000:::

sssssshhh      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr      mmmaaaccchhhiiinnneee:::      """sssssshhh      aaadddmmmiiinnn@@@<<<cccooonnntttrrrooolllllleeerrr-‐-‐-iii!>>>"""...      TTThhhiiisss      wwwiiillllll      !uuuttt      yyyooouuu      iiinnn      ttthhheee      BBBiiiggg      SSSwwwiiitttccchhh      CCCLLLIII...
EEEssscccaaa!eee      ooouuuttt      tttooo      bbbaaassshhh:::      """dddeeebbbuuuggg      bbbaaassshhh"""
AAAllllllooowww      aaacccccceeessssss      ooonnn      !ooorrrttt      888000000000:::      """sssuuudddooo      uuufffwww      aaallllllooowww      888000000000"""



.
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555...222...      QQQuuueeerrryyyiiinnnggg      IIIttteeemmmsss
IIIttteeemmmsss       aaarrreee       qqquuueeerrriiieeeddd       uuusssiiinnnggg       ttthhheee       HHHTTTTTTPPP       GGGEEETTT       mmmeeettthhhoooddd...       TTThhheee       fffooorrrmmm       ooofff       ttthhheee       UUURRRLLL       iiisss:::
hhhtttttt!::://////<<<dddooommmaaaiiinnn-‐-‐-ooorrr-‐-‐-iii!-‐-‐-aaaddddddrrreeessssss>>>:::888000000000///rrreeesssttt///<<<dddaaatttaaa-‐-‐-tttyyy!eee>>>///<<<ooo!tttiiiooonnnaaalll-‐-‐-iiiddd>>>///???<<<ooo!tttiiiooonnnaaalll-‐-‐-qqquuueeerrryyy-‐-‐-!aaarrraaammmsss>>>

TTThhheee      dddaaatttaaa      tttyyy!eeesss      cccuuurrrrrreeennntttlllyyy      sssuuu!!ooorrrttteeeddd      aaarrreee:::

cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee:::      TTThhheee      iiinnndddiiivvviiiddduuuaaalll      cccooonnntttrrrooolllllleeerrr      nnnooodddeeesss///iiinnnssstttaaannnccceeesss      iiinnn      ttthhheee      ooovvveeerrraaallllll      cccooonnntttrrrooolllllleeerrr      !lllaaatttfffooorrrmmm
ssswwwiiitttccchhh:::      TTThhheee      ssswwwiiitttccchhheeesss      aaassssssoooccciiiaaattteeeddd      wwwiiittthhh      ttthhhiiisss      cccooonnntttrrrooolllllleeerrr
pppooorrrttt:::      TTThhheee      !ooorrrttt      iiinnnfffooo      fffooorrr      ttthhheee      ssswwwiiitttccchhheeesss
hhhooosssttt:::      TTThhheee      hhhooosssttt      dddeeevvviiiccceeesss      cccooonnnnnneeecccttteeeddd      tttooo      ttthhheee      ssswwwiiitttccchhheeesss      aaassssssoooccciiiaaattteeeddd      wwwiiittthhh      ttthhhiiisss      cccooonnntttrrrooolllllleeerrr
llliiinnnkkk:::      TTThhheee      llliiinnnkkksss      bbbeeetttwwweeeeeennn      ssswwwiiitttccchhheeesss
ffflllooowww-‐-‐-eeennntttrrryyy:::      TTThhheee      ssstttaaatttiiicccaaallllllyyy      cccooonnnfffiiiggguuurrreeeddd      ffflllooowww      tttaaabbbllleee      eeennntttrrriiieeesss

[[[TTTBBBDDD:::      SSShhhooouuulllddd      hhhaaavvveee      iiinnnfffooo      aaabbbooouuuttt      ttthhheee      fffiiieeellldddsss      fffooorrr      eeeaaaccchhh      ooofff      ttthhheee      dddaaatttaaa      tttyyy!eeesss...      FFFooorrr      nnnooowww      yyyooouuu      cccaaannn      jjjuuusssttt      eeexxx!eeerrriiimmmeeennnttt      wwwiiittthhh
qqquuueeerrriiieeesss       fffooorrr       eeeaaaccchhh       ooofff       ttthhheee       tttyyy!eeesss       aaannnddd       lllooooookkk       aaattt       wwwhhhaaattt       fffiiieeellldddsss       aaarrreee       ttthhheeerrreee...       TTThhheee       fffiiieeellldddsss       ssshhhooouuulllddd       bbbeee       !rrreeettttttyyy
ssseeelllfff-‐-‐-eeexxx!lllaaannnaaatttooorrryyy      fffooorrr      cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee,,,      hhhooosssttt,,,      aaannnddd      llliiinnnkkk...      FFFooorrr      ssswwwiiitttccchhh,,,      !ooorrrttt      aaannnddd      ffflllooowww-‐-‐-eeennntttrrryyy      yyyooouuu      cccaaannn      lllooooookkk      aaattt      ttthhheee
dddeeessscccrrriii!tttiiiooonnnsss      ooofff      ttthhheee      ooofff!___ssswwwiiitttccchhh___fffeeeaaatttuuurrreeesss,,,      ooofff!___!hhhyyy___!ooorrrttt      aaannnddd      ooofff!___mmmaaatttccchhh      ssstttrrruuuccctttsss      iiinnn      ttthhheee      OOO!eeennnFFFlllooowww      sss!eeeccc...      TTThhheee
fffiiieeellldddsss      iiinnn      ttthhheee      RRREEESSSTTT      AAAPPPIII      dddaaatttaaa      tttyyy!eeesss      !rrreeettttttyyy      mmmuuuccchhh      mmmiiirrrrrrooorrr      ttthhhooossseee      ssstttrrruuuccctttsss...]]]

IIIfff      ttthhheee      ooo!tttiiiooonnnaaalll      IIIDDD      aaannnddd      qqquuueeerrryyy      !aaarrraaammmsss      aaarrreee      ooommmiiitttttteeeddd,,,      ttthhheeennn      ttthhheee      RRREEESSSTTT      AAAPPPIII      rrreeetttuuurrrnnnsss      aaa      llliiisssttt      ooofff      aaallllll      ooofff      ttthhheee      iiittteeemmmsss      ooofff      ttthhheee
gggiiivvveeennn      dddaaatttaaa      tttyyy!eee...      TTThhheee      fffooorrrmmmaaattt      ooofff      ttthhheee      rrreeetttuuurrrnnn      dddaaatttaaa      iiisss      JJJSSSOOONNN...      SSSooo,,,      fffooorrr      eeexxxaaammm!llleee,,,      tttooo      gggeeettt      aaallllll      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooodddeeesss:::

UUURRRLLL hhhtttttt!::://////lllooocccaaalllhhhooosssttt:::888000000000///rrreeesssttt///cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee///

RRReeetttuuurrrnnn
TTTeeexxxttt

[[[{{{"""aaaccctttiiivvveee""":::       tttrrruuueee,,,       """llliiisssttteeennn-‐-‐-aaaddddddrrreeessssss""":::       """111999222...111666888...111...111""",,,       """llliiisssttteeennn-‐-‐-!ooorrrttt""":::       666666333333,,,       """lllaaasssttt-‐-‐-ssstttaaarrrtttuuu!""":::
"""222000111000-‐-‐-111222-‐-‐-222999      111999:::222888:::000333...444222999000000000""",,,      """iiiddd""":::      """111999222...111666888...111...111:::666666333333"""}}}]]]

TTThhhiiisss       iiisss      aaassssssuuummmiiinnnggg       ttthhheee      RRREEESSSTTT      cccaaallllll       iiisss      bbbeeeiiinnnggg      mmmaaadddeee       fffrrrooommm      ttthhheee      cccooonnntttrrrooolllllleeerrr      VVVMMM      sssooo       iiittt       cccaaannn      uuussseee       lllooocccaaalllhhhooosssttt       fffooorrr       ttthhheee       IIIPPP
aaaddddddrrreeessssss;;;      ooottthhheeerrrwwwiiissseee      uuussseee      ttthhheee      aaaccctttuuuaaalll      IIIPPP      aaaddddddrrreeessssss      ooofff      ttthhheee      cccooonnntttrrrooolllllleeerrr      VVVMMM      iiinnnsssttteeeaaaddd      ooofff      ttthhheee      llloooooo!bbbaaaccckkk      aaaddddddrrreeessssss...

IIIfff      yyyooouuu      kkknnnooowww      ttthhheee      uuunnniiiqqquuueee      IIIDDD      ooofff      aaa      dddaaatttaaa      iiittteeemmm      yyyooouuu      cccaaannn      rrreeetttrrriiieeevvveee      jjjuuusssttt      ttthhhaaattt      iiittteeemmm      bbbyyy      iiinnncccllluuudddiiinnnggg      ttthhheee      ooo!tttiiiooonnnaaalll      IIIDDD      iiinnn      ttthhheee
UUURRRLLL      !aaattthhh:::

UUURRRLLL hhhtttttt!::://////lllooocccaaalllhhhooosssttt:::888000000000///rrreeesssttt///ssswwwiiitttccchhh///000000:::000000:::000000:::000000:::000000:::000000:::000000:::000111///

RRReeetttuuurrrnnn
TTTeeexxxttt

{{{"""tttaaabbbllleeesss""":::       333,,,       """sssoooccckkkeeettt-‐-‐-aaaddddddrrreeessssss""":::       """///111999222...111666888...222...222999:::666000222888666""",,,       """cccooonnnnnneeecccttteeeddd-‐-‐-sssiiinnnccceee""":::       """222000111000-‐-‐-111222-‐-‐-333000
222333:::222444:::222111...000222555000000000""",,,       """cccaaa!aaabbbiiillliiitttiiieeesss""":::       777111,,,       """cccooonnntttrrrooolllllleeerrr""":::       """111999222...111666888...111...111:::666666333333""",,,       """aaaccctttiiiooonnnsss""":::       222000444999,,,
"""iii!-‐-‐-aaaddddddrrreeessssss""":::      """111999222...111666888...222...222999""",,,      """ddd!iiiddd""":::      """000000:::000000:::000000:::000000:::000000:::000000:::000000:::000111""",,,      """aaaccctttiiivvveee""":::      tttrrruuueee,,,      """bbbuuuffffffeeerrrsss""":::      222555666}}}

NNNooottteee      ttthhhaaattt      ttthhhiiisss      rrreeetttuuurrrnnnsss      aaa      sssiiinnngggllleee      iiittteeemmm,,,      nnnooottt      aaa      llliiisssttt      ooofff      iiittteeemmmsss      (((iii...eee...      nnnooo      eeennnccclllooosssiiinnnggg      sssqqquuuaaarrreee      bbbrrraaaccckkkeeetttsss)))

TTThhheee      uuunnniiiqqquuueee      IIIDDD      fffiiieeellldddsss      fffooorrr      ttthhheee      dddiiiffffffeeerrreeennnttt      dddaaatttaaa      tttyyy!eeesss      aaarrreee:::

DDDaaatttaaa      TTTyyypppeee IIIDDD      FFFiiieeelllddd      NNNaaammmeee DDDeeessscccrrriiippptttiiiooonnn

cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee iiiddd <<<cccooonnntttrrrooolllllleeerrr      IIIPPP      aaaddddddrrreeessssss>>>:::<<<llliiisssttteeennn      !ooorrrttt>>>

ssswwwiiitttccchhh ddd!iiiddd DDDaaatttaaa!aaattthhh      IIIDDD      ooofff      ttthhheee      ssswwwiiitttccchhh

http://localhost:8000/rest/controller-node/
http://localhost:8000/rest/switch/00:00:00:00:00:00:00:01/


.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      666777      ooofff      777777

!ooorrrttt iiiddd <<<ssswwwiiitttccchhh      DDDPPPIIIDDD>>>:::<<<!ooorrrttt      ###>>>

llliiinnnkkk iiiddd <<<sssrrrccc      ssswwwiiitttccchhh      DDDPPPIIIDDD>>> <<<dddsssttt      ssswwwiiitttccchhh      DDDPPPIIIDDD>>>-‐-‐-<<<dddsssttt      !ooorrrttt>>><<<sssrrrccc      !ooorrrttt>>>

hhhooosssttt mmmaaaccc MMMAAACCC      aaaddddddrrreeessssss      ooofff      ttthhheee      hhhooosssttt

ffflllooowww-‐-‐-eeennntttrrryyy nnnaaammmeee UUUssseeerrr-‐-‐-dddeeefffiiinnneeeddd      nnnaaammmeee      ooofff      ttthhheee      ssstttaaatttiiiccc      ffflllooowww      eeennntttrrryyy

YYYooouuu      cccaaannn      aaalllsssooo      dddooo      mmmooorrreee      cccooommm!llleeexxx      qqquuueeerrriiieeesss      uuusssiiinnnggg      ttthhheee      ooo!tttiiiooonnnaaalll      qqquuueeerrryyy      !aaarrraaammmsss...      NNNooottteee      ttthhhaaattt      iiifff      yyyooouuu      dddooo      aaa      qqquuueeerrryyy      wwwiiittthhh
ttthhheee      qqquuueeerrryyy      !aaarrraaammmsss      yyyooouuu      ssshhhooouuulllddd      nnnooottt      ssseeettt      ttthhheee      ooo!tttiiiooonnnaaalll      IIIDDD      iiinnn      ttthhheee      UUURRRLLL      !aaattthhh;;;      ttthhhooossseee      qqquuueeerrryyy      mmmooodddeeesss      aaarrreee      mmmuuutttuuuaaallllllyyy
eeexxxcccllluuusssiiivvveee...       TTThhheee       fffooorrrmmmaaattt       ooofff       ttthhheee       qqquuueeerrryyy       !aaarrraaammmsss       iiisss       ttthhheee       sssaaammmeee       aaasss       fffooorrr       ssstttaaannndddaaarrrddd       qqquuueeerrryyy       !aaarrraaammmsss:::       aaa
ssseeemmmiiicccooolllooonnn-‐-‐-ssseee!aaarrraaattteeeddd      llliiisssttt      ooofff      <<<nnnaaammmeee>>>===<<<vvvaaallluuueee>>>      !aaaiiirrrsss...      IIInnn      ttthhheee      sssiiimmm!llleeesssttt      cccaaassseee      ttthhheee      <<<nnnaaammmeee>>>      iiisss      ttthhheee      nnnaaammmeee      ooofff      aaa      fffiiieeelllddd
iiinnn      ttthhheee      dddaaatttaaa      tttyyy!eee      bbbeeeiiinnnggg      qqquuueeerrriiieeeddd      aaannnddd      ttthhheee      <<<vvvaaallluuueee>>>      iiisss      ttthhheee      vvvaaallluuueee      ooofff      ttthhhaaattt      fffiiieeelllddd      yyyooouuu      wwwaaannnttt      tttooo      fffiiilllttteeerrr      ttthhheee      qqquuueeerrryyy      wwwiiittthhh...
FFFooorrr      eeexxxaaammm!llleee,,,      tttooo      gggeeettt      aaallllll      ooofff      ttthhheee      hhhooossstttsss      cccooonnnnnneeecccttteeeddd      tttooo      ttthhheee      ssswwwiiitttccchhh      wwwhhhooossseee      DDDPPPIIIDDD      iiisss      000000:::000000:::000000:::000000:::000000:::000000:::000000:::000111:::

UUURRRLLL hhhtttttt!::://////111999222...111666888...111...111:::888000000000///rrreeesssttt///hhhooosssttt///???ssswwwiiitttccchhh===000000:::000000:::000000:::000000:::000000:::000000:::000000:::000111

RRReeetttuuurrrnnn
TTTeeexxxttt

[[[{{{"""ssswwwiiitttccchhh""":::       """000000:::000000:::000000:::000000:::000000:::000000:::000000:::000111""",,,       """mmmaaaccc""":::       """000000:::111111:::111111:::eee222:::444555:::bbb777""",,,       """nnnaaammmeee""":::       """""",,,       """iii!-‐-‐-aaaddddddrrreeessssss""":::
"""111999222...111666888...111...111999""",,,       """iiinnngggrrreeessssss-‐-‐-!ooorrrttt""":::       111}}},,,       {{{"""ssswwwiiitttccchhh""":::       """000:::000000:::000000:::000000:::000000:::000000:::000000:::000111""",,,       """mmmaaaccc""":::
"""000000:::111666:::cccbbb:::999444:::444999:::222555""",,,      """nnnaaammmeee""":::      """""",,,      """iii!-‐-‐-aaaddddddrrreeessssss""":::      """111999222...111666888...111...222333""",,,      """iiinnngggrrreeessssss-‐-‐-!ooorrrttt""":::      222}}}]]]

IIIfff      yyyooouuu      iiinnncccllluuudddeee      mmmuuullltttiii!llleee      nnnaaammmeee///vvvaaallluuueee      !aaaiiirrrsss      ttthhheeennn      ttthhheee      rrreeetttuuurrrnnn      ttteeexxxttt       iiisss      ttthhheee      llliiisssttt      ooofff       iiittteeemmmsss      ttthhhaaattt      sssaaatttiiisssfffiiieeesss      aaallllll      ooofff      ttthhheee
cccooonnndddiiitttiiiooonnnsss      (((iii...eee...      ttthhheee      cccooonnndddiiitttiiiooonnnsss      aaarrreee      AAANNNDDD'''ddd      tttooogggeeettthhheeerrr)))...

YYYooouuu      cccaaannn      aaalllsssooo      dddooo      mmmooorrreee      cccooommm!llleeexxx      fffiiilllttteeerrriiinnnggg      ooo!eeerrraaatttiiiooonnnsss      uuusssiiinnnggg      aaa      sss!eeeccciiiaaalll      fffooorrrmmm      ooofff      ttthhheee      nnnaaammmeee      iiinnn      ttthhheee      nnnaaammmeee///vvvaaallluuueee
!aaaiiirrrsss:::      <<<fffiiieeelllddd-‐-‐-nnnaaammmeee>>>______<<<ooo!eeerrraaatttiiiooonnn>>>...      NNNooottteee      ttthhhaaattt      ttthhhaaattt'''sss      aaa      dddooouuubbbllleee      uuunnndddeeerrrssscccooorrreee      bbbeeetttwwweeeeeennn      ttthhheee      fffiiieeelllddd      nnnaaammmeee      aaannnddd      ttthhheee
ooo!eeerrraaatttiiiooonnn...      FFFooorrr      eeexxxaaammm!llleee      tttooo      gggeeettt      aaallllll      ooofff      ttthhheee      hhhooossstttsss      wwwhhhooossseee      MMMAAACCC      aaaddddddrrreeessssss      ssstttaaarrrtttsss      wwwiiittthhh      000000:::000000:::000000      yyyooouuu      cccaaannn      uuussseee      ttthhheee
ssstttaaarrrtttssswwwiiittthhh      ooo!eeerrraaatttiiiooonnn:::

UUURRRLLL hhhtttttt!::://////lllooocccaaalllhhhooosssttt:::888000000000///rrreeesssttt///hhhooosssttt///???mmmaaaccc______ssstttaaarrrtttssswwwiiittthhh===000000:::000000:::000000

RRReeetttuuurrrnnn
TTTeeexxxttt

[[[{{{"""ssswwwiiitttccchhh""":::       """000000:::000aaa:::000000:::222444:::aaa888:::ccc444:::666999:::000000""",,,       """mmmaaaccc""":::       """000000:::000000:::000000:::000000:::000000:::000111""",,,       """nnnaaammmeee""":::       """""",,,       """iii!-‐-‐-aaaddddddrrreeessssss""":::
"""111999222...111666888...111...111999""",,,       """iiinnngggrrreeessssss-‐-‐-!ooorrrttt""":::       111}}},,,{{{"""ssswwwiiitttccchhh""":::       """000000:::000aaa:::000000:::222444:::aaa888:::ccc444:::666999:::000000""",,,       """mmmaaaccc""":::
"""000000:::000000:::000000:::000000:::000000:::000222""",,,      """nnnaaammmeee""":::      """""",,,      """iii!-‐-‐-aaaddddddrrreeessssss""":::      """111999222...111666888...111...222333""",,,      """iiinnngggrrreeessssss-‐-‐-!ooorrrttt""":::      222}}}]]]

TTThhheee      sssuuu!!ooorrrttteeeddd      fffiiilllttteeerrriiinnnggg      ooo!eeerrraaatttiiiooonnnsss      aaarrreee:::

OOOpppeeerrraaatttiiiooonnn      NNNaaammmeee DDDeeessscccrrriiippptttiiiooonnn

eeexxxaaacccttt EEExxxaaacccttt      mmmaaatttccchhh      ooofff      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee...      EEEqqquuuiiivvvaaallleeennnttt      tttooo      ssseeettttttiiinnnggg      ttthhheee      nnnaaammmeee      tttooo      jjjuuusssttt      ttthhheee      fffiiieeelllddd      nnnaaammmeee

iiieeexxxaaacccttt CCCaaassseee      iiinnnssseeennnsssiiitttiiivvveee      mmmaaatttccchhh      ooofff      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee

cccooonnntttaaaiiinnnsss TTThhheee      fffiiieeelllddd      cccooonnntttaaaiiinnnsss      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee,,,      cccaaassseee-‐-‐-ssseeennnsssiiitttiiivvveee

iiicccooonnntttaaaiiinnnsss TTThhheee      fffiiieeelllddd      cccooonnntttaaaiiinnnsss      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee,,,      cccaaassseee-‐-‐-iiinnnssseeennnsssiiitttiiivvveee

ssstttaaarrrtttssswwwiiittthhh TTThhheee      fffiiieeelllddd      ssstttaaarrrtttsss      wwwiiittthhh      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee,,,      cccaaassseee-‐-‐-ssseeennnsssiiitttiiivvveee

iiissstttaaarrrtttssswwwiiittthhh TTThhheee      fffiiieeelllddd      ssstttaaarrrtttsss      wwwiiittthhh      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee,,,      cccaaassseee-‐-‐-iiinnnssseeennnsssiiitttiiivvveee

eeennndddssswwwiiittthhh TTThhheee      fffiiieeelllddd      eeennndddsss      wwwiiittthhh      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee,,,      cccaaassseee-‐-‐-ssseeennnsssiiitttiiivvveee

http://192.168.1.1:8000/rest/host/?switch=00:00:00:00:00:00:00:01
http://localhost:8000/rest/host/?mac__startswith=00:00:00


.
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iiieeennndddssswwwiiittthhh TTThhheee      fffiiieeelllddd      eeennndddsss      wwwiiittthhh      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee,,,      cccaaassseee-‐-‐-iiinnnssseeennnsssiiitttiiivvveee

gggttt TTThhheee      fffiiieeelllddd      iiisss      gggrrreeeaaattteeerrr      ttthhhaaannn      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee

gggttteee TTThhheee      fffiiieeelllddd      iiisss      gggrrreeeaaattteeerrr      ttthhhaaannn      ooorrr      eeeqqquuuaaalll      tttooo      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee

lllttt TTThhheee      fffiiieeelllddd      iiisss      llleeessssss      ttthhhaaannn      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee

lllttteee TTThhheee      fffiiieeelllddd      iiisss      llleeessssss      ttthhhaaannn      ooorrr      eeeqqquuuaaalll      tttooo      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee

rrreeegggeeexxx TTThhheee      fffiiieeelllddd      mmmaaatttccchhheeesss      ttthhheee      sss!eeeccciiifffiiieeeddd      rrreeeggguuulllaaarrr      eeexxx!rrreeessssssiiiooonnn,,,      cccaaassseee-‐-‐-ssseeennnsssiiitttiiivvveee

iiirrreeegggeeexxx TTThhheee      fffiiieeelllddd      mmmaaatttccchhheeesss      ttthhheee      sss!eeeccciiifffiiieeeddd      rrreeeggguuulllaaarrr      eeexxx!rrreeessssssiiiooonnn,,,      cccaaassseee-‐-‐-iiinnnssseeennnsssiiitttiiivvveee

TTThhheee      sssyyynnntttaaaxxx      ooofff      ttthhheee      rrreeeggguuulllaaarrr      eeexxx!rrreeessssssiiiooonnnsss      fffooorrr      ttthhheee      rrreeegggeeexxx      aaannnddd      iiirrreeegggeeexxx      ooo!eeerrraaatttiiiooonnnsss      iiisss      ttthhheee      PPPyyyttthhhooonnn      rrreeeggguuulllaaarrr      eeexxx!rrreeessssssiiiooonnn
sssyyynnntttaaaxxx...

TTThhheeerrreee      aaarrreee      aaalllsssooo      sssooommmeee      sss!eeeccciiiaaalll      qqquuueeerrryyy      !aaarrraaammmeeettteeerrrsss      ttthhhaaattt      cccaaannn      bbbeee      uuussseeeddd      tttooo      aaaffffffeeecccttt      hhhooowww      ttthhheee      rrreeesssuuullltttsss      aaarrreee      rrreeetttuuurrrnnneeeddd
fffrrrooommm      aaa      qqquuueeerrryyy:::

QQQuuueeerrryyy
PPPaaarrraaammmeeettteeerrr
NNNaaammmeee

DDDeeessscccrrriiippptttiiiooonnn

cccaaallllllbbbaaaccckkk RRReeetttuuurrrnnn      qqquuueeerrryyy      rrreeesssuuullltttsss       iiinnn      ttthhheee      JJJSSSOOONNNPPP      fffooorrrmmmaaattt      wwwiiittthhh      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee      aaasss      ttthhheee      JJJSSSOOONNNPPP      fffuuunnnccctttiiiooonnn
nnnaaammmeee...      GGGoooooogggllleee      """JJJSSSOOONNNPPP"""      fffooorrr      mmmooorrreee      iiinnnfffooo      ooonnn      wwwhhhyyy      yyyooouuu'''ddd      wwwaaannnttt      tttooo      uuussseee      ttthhhiiisss      fffeeeaaatttuuurrreee...

nnnooollliiisssttt IIIfff      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee      iiisss      tttrrruuueee      (((ooorrr      TTTrrruuueee      ooorrr      111))),,,      ttthhheeennn      rrreeetttuuurrrnnn      aaa      sssiiinnngggllleee      iiittteeemmm,,,      nnnooottt      aaa      llliiisssttt      (((iii...eee...      nnnooo      eeennnccclllooosssiiinnnggg
sssqqquuuaaarrreee      bbbrrraaaccckkkeeetttsss]]]...       TTThhhiiisss       rrreeetttuuurrrnnnsss       aaannn      eeerrrrrrooorrr       iiifff       ttthhheeerrreee'''sss       nnnooottt       eeexxxaaaccctttlllyyy       ooonnneee       iiittteeemmm       ttthhhaaattt       sssaaatttiiisssfffiiieeesss       ttthhheee
qqquuueeerrryyy      !aaarrraaammmeeettteeerrrsss...

ooorrrdddeeerrrbbbyyy OOOrrrdddeeerrr      ttthhheee      rrreeesssuuullltttsss      bbbyyy      ttthhheee      sss!eeeccciiifffiiieeeddd      vvvaaallluuueee...      TTThhheee      vvvaaallluuueee      iiisss      aaa      cccooommmmmmaaa-‐-‐-ssseee!aaarrraaattteeeddd      llliiisssttt      ooofff      fffiiieeelllddd      nnnaaammmeeesss
tttooo      uuussseee      tttooo      sssooorrrttt      ttthhheee      rrreeesssuuullltttsss,,,      iiinnn      dddeeecccrrreeeaaasssiiinnnggg      !rrreeeccceeedddeeennnccceee...      SSSooo,,,      fffooorrr      eeexxxaaammm!llleee,,,      tttooo      ooorrrdddeeerrr      ttthhheee      rrreeesssuuullltttsss
fffrrrooommm      aaa      hhhooosssttt      qqquuueeerrryyy      fffiiirrrsssttt      ooonnn      ttthhheee      ssswwwiiitttccchhh,,,      ttthhheeennn      ooonnn      ttthhheee      iiinnngggrrreeessssss      !ooorrrttt,,,      ttthhheee      ooorrrdddeeerrrbbbyyy      vvvaaallluuueee      wwwooouuulllddd      bbbeee
"""ssswwwiiitttccchhh,,,iiinnngggrrreeessssss-‐-‐-!ooorrrttt"""...

555...333...      !rrreeeaaatttiiinnnggg      IIIttteeemmmsss
NNNeeewww      iiittteeemmmsss      cccaaannn      bbbeee      cccrrreeeaaattteeeddd      uuusssiiinnnggg      ttthhheee      HHHTTTTTTPPP      PPPUUUTTT      mmmeeettthhhoooddd      wwwiiittthhh      aaa      UUURRRLLL      !aaattthhh      ooofff:::      """///rrreeesssttt///<<<dddaaatttaaa-‐-‐-tttyyy!eee>>>///"""...      TTThhheee      PPPUUUTTT
dddaaatttaaa      iiisss      ttthhheee      JJJSSSOOONNN      fffooorrrmmmaaatttttteeeddd      dddaaatttaaa      fffooorrr      ttthhheee      iiittteeemmm      (((ooorrr      iiittteeemmmsss)))      tttooo      bbbeee      cccrrreeeaaattteeeddd...      EEEaaaccchhh      iiittteeemmm      ssshhhooouuulllddd      bbbeee      aaa      JJJSSSOOONNN      ooobbbjjjeeecccttt
(((iii...eee...      cccooommmmmmaaa-‐-‐-ssseee!aaarrraaattteeeddd      llliiisssttt      ooofff      fffiiieeelllddd      nnnaaammmeee///vvvaaallluuueee      !aaaiiirrrsss      bbbrrraaaccckkkeeettteeeddd      wwwiiittthhh      cccuuurrrlllyyy      bbbrrraaaccckkkeeetttsss)))      wwwiiittthhh      ttthhheee      fffiiieeellldddsss      ooofff      ttthhheee
gggiiivvveeennn      dddaaatttaaa      tttyyy!eee      sss!eeeccciiifffiiieeeddd...      IIInnn      sssooommmeee      cccaaassseeesss      sssooommmeee      ooofff      ttthhheee      fffiiieeellldddsss      aaarrreee      ooo!tttiiiooonnnaaalll      aaannnddd      cccaaannn      bbbeee      ooommmiiitttttteeeddd...      [[[TTTBBBDDD:::      NNNeeeeeeddd
dddeeessscccrrriii!tttiiiooonnnsss      ooofff      wwwhhhiiiccchhh      fffiiieeellldddsss      aaarrreee      ooo!tttiiiooonnnaaalll      fffooorrr      eeeaaaccchhh      ooofff      ttthhheee      dddaaatttaaa      tttyyy!eeesss...]]]      YYYooouuu      cccaaannn       iiinnnssseeerrrttt      mmmuuullltttiii!llleee       iiittteeemmmsss      iiinnn      aaa
sssiiinnngggllleee      RRREEESSSTTT      cccaaallllll      bbbyyy      sss!eeeccciiifffyyyiiinnnggg      aaa      JJJSSSOOONNN      aaarrrrrraaayyy      ooofff      ooobbbjjjeeeccctttsss      (((iii...eee...      cccooommmmmmaaa-‐-‐-ssseee!aaarrraaattteeeddd      llliiisssttt      ooofff      JJJSSSOOONNN      ooobbbjjjeeeccctttsss      bbbrrraaaccckkkeeettteeeddd
wwwiiittthhh      sssqqquuuaaarrreee      bbbrrraaaccckkkeeetttsss)))...      BBBaaasssiiicccaaallllllyyy      ttthhheee      fffooorrrmmmaaattt      ooofff      ttthhheee      dddaaatttaaa      iiisss      ttthhheee      sssaaammmeee      aaasss      yyyooouuu      ssseeeeee      wwwhhheeennn      yyyooouuu      qqquuueeerrryyy      fffooorrr      iiittteeemmmsss      aaasss
dddeeessscccrrriiibbbeeeddd      iiinnn      ttthhheee      !rrreeevvviiiooouuusss      ssseeeccctttiiiooonnn...

NNNooottteee      ttthhhaaattt      ttthhhiiisss      uuussseee      ooofff      ttthhheee      PPPUUUTTT      mmmeeettthhhoooddd      tttooo      cccrrreeeaaattteee      iiittteeemmmsss      iiisssnnn'''ttt      ttthhheee      cccooonnnvvveeennntttiiiooonnnaaalll      RRREEESSSTTT      wwwaaayyy      ooofff      cccrrreeeaaatttiiinnnggg      iiittteeemmmsss
(((nnnooorrrmmmaaalll      wwwaaayyy      iiisss      tttooo      uuussseee      ttthhheee      PPPOOOSSSTTT      mmmeeettthhhoooddd)))...      BBBuuuttt      uuusssiiinnnggg      ttthhheee      PPPOOOSSSTTT      mmmeeettthhhoooddd      wwwiiittthhh      PPPOOOSSSTTT      !aaarrraaammmeeettteeerrrsss      iiittt      wwwooouuullldddnnn'''ttt      bbbeee
!ooossssssiiibbbllleee      tttooo      cccrrreeeaaattteee      mmmuuullltttiii!llleee      iiittteeemmmsss      iiinnn      ooonnneee      cccaaallllll,,,      wwwhhhiiiccchhh      iiisss      wwwhhhyyy      wwweee      uuussseee      ttthhheee      PPPUUUTTT      mmmeeettthhhoooddd      iiinnnsssttteeeaaaddd...



.
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MMMooosssttt      ooofff      ttthhheee      dddaaatttaaa      tttyyy!eeesss      cccuuurrrrrreeennntttlllyyy      eeexxx!ooossseeeddd      iiinnn      ttthhheee      RRREEESSSTTT      AAAPPPIII      aaarrreeennn'''ttt      iiinnnttteeennndddeeeddd      tttooo      bbbeee      mmmooodddiiifffiiieeeddd      bbbyyy      ttthhhiiirrrddd      !aaarrrtttyyy
aaa!!sss,,,      ooonnnlllyyy      bbbyyy      ttthhheee      cccooonnntttrrrooolllllleeerrr...      YYYooouuu      dddooonnn'''ttt      wwwaaannnttt      tttooo      mmmaaakkkeee      ccchhhaaannngggeeesss      tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr-‐-‐-nnnooodddeee,,,      ssswwwiiitttccchhh,,,      !ooorrrttt,,,      aaannnddd      llliiinnnkkk
tttyyy!eeesss,,,      uuunnnllleeessssss      yyyooouuu      rrreeeaaallllllyyy      kkknnnooowww      wwwhhhaaattt      yyyooouuu'''rrreee      dddoooiiinnnggg...      SSSoooooonnn      ttthhheeerrreee      wwwiiillllll      bbbeee      aaa      rrreeeaaalll      ssseeecccuuurrriiitttyyy      mmmooodddeeelll      fffooorrr      ttthhheee      RRREEESSSTTT      AAAPPPIII
wwwiiittthhh       aaauuuttthhheeennntttiiicccaaatttiiiooonnn///aaauuuttthhhooorrriiizzzaaatttiiiooonnn       ttthhhaaattt       wwwiiillllll       !rrreeevvveeennnttt       uuunnn!rrriiivvviiillleeegggeeeddd       aaa!!sss       fffrrrooommm      mmmooodddiiifffyyyiiinnnggg       mmmaaannnyyy       ooofff       ttthhheeessseee
ttthhhiiinnngggsss,,,      bbbuuuttt      uuunnntttiiilll      ttthhheeennn,,,      bbbeee      aaawwwaaarrreee      ttthhhaaattt      yyyooouuu      cccaaannn      rrreeeaaallllllyyy      mmmeeessssss      uuu!      ttthhheee      cccooonnntttrrrooolllllleeerrr      iiifff      yyyooouuu      ccchhhaaannngggeee      ttthhheeessseee      ttthhhiiinnngggsss...

FFFooorrr      nnnooowww      ttthhheee      mmmaaaiiinnn      ttthhhiiinnnggg      ttthhhaaattt      ttthhhiiirrrddd      !aaarrrtttyyy      aaa!!sss      wwwiiillllll      mmmooodddiiifffyyy///cccrrreeeaaattteee      aaarrreee      ttthhheee      ssstttaaatttiiiccc      ffflllooowww      tttaaabbbllleee      eeennntttrrriiieeesss...

555...444...      UUUpppdddaaatttiiinnnggg      IIIttteeemmmsss
IIIttteeemmmsss      aaarrreee      uuu!dddaaattteeeddd      uuusssiiinnnggg      ttthhheee      HHHTTTTTTPPP      PPPUUUTTT      mmmeeettthhhoooddd...      TTThhheee      dddiiiffffffeeerrreeennnccceee      bbbeeetttwwweeeeeennn      uuu!dddaaatttiiinnnggg      vvvsss...      cccrrreeeaaatttiiinnnggg      iiisss      ttthhhaaattt      ttthhheee
iiittteeemmm      (((ooorrr      iiittteeemmmsss)))      tttooo      bbbeee      uuu!dddaaattteeeddd      mmmuuusssttt      bbbeee      sss!eeeccciiifffiiieeeddd      uuusssiiinnnggg      eeeiiittthhheeerrr      ttthhheee      ooo!tttiiiooonnn      IIIDDD      cccooommm!ooonnneeennnttt      ooofff      ttthhheee      UUURRRLLL      !aaattthhh      ooorrr
qqquuueeerrryyy      !aaarrraaammmeeettteeerrrsss...      IIIfff      yyyooouuu      uuussseee      ttthhheee      ooo!tttiiiooonnn      IIIDDD      iiinnn      ttthhheee      UUURRRLLL      !aaattthhh,,,      ttthhheeennn      ooonnnlllyyy      ttthhhaaattt      sssiiinnngggllleee      iiittteeemmm      iiisss      uuu!dddaaattteeeddd...      IIIfff      yyyooouuu
uuussseee      qqquuueeerrryyy      !aaarrraaammmeeettteeerrrsss,,,      ttthhheeennn      aaannnyyy      iiittteeemmmsss      mmmaaatttccchhhiiinnnggg      ttthhheee      qqquuueeerrryyy      !aaarrraaammmeeettteeerrr      cccooonnndddiiitttiiiooonnnsss      aaarrreee      uuu!dddaaattteeeddd...      TTThhheee      PPPUUUTTT
dddaaatttaaa      iiisss      aaa      JJJSSSOOONNN      ooobbbjjjeeecccttt      ttthhhaaattt      iiinnncccllluuudddeeesss      ttthhheee      fffiiieeelllddd      nnnaaammmeeesss///vvvaaallluuueeesss      tttooo      bbbeee      uuu!dddaaattteeeddd...      TTThhheee      rrreeetttuuurrrnnn      vvvaaallluuueee      iiisss      ttthhheee      ssstttrrriiinnnggg
"""sssaaavvveeeddd"""       iiifff       ttthhheee       uuu!dddaaattteee       sssuuucccccceeeeeedddeeeddd...       [[[NNNooottteee:::       TTThhhiiisss       wwwiiillllll       !rrrooobbbaaabbblllyyy       ccchhhaaannngggeee       sssooommmeeetttiiimmmeee       sssoooooonnn       tttooo       rrreeetttuuurrrnnn
JJJSSSOOONNN-‐-‐-fffooorrrmmmaaatttttteeeddd      ttteeexxxttt      iiinnndddiiicccaaatttiiinnnggg      ttthhhaaattt      ttthhheee      ooo!eeerrraaatttiiiooonnn      sssuuucccccceeeeeedddeeeddd      tttooo      bbbeee      cccooonnnsssiiisssttteeennnttt      wwwiiittthhh      ttthhheee      ooottthhheeerrr      cccaaallllllsss]]]...      SSSeeeeee
ttthhheee      """EEErrrrrrooorrr      HHHaaannndddllliiinnnggg"""      ssseeeccctttiiiooonnn      bbbeeelllooowww      fffooorrr      iiinnnfffooorrrmmmaaatttiiiooonnn      aaabbbooouuuttt      hhhooowww      eeerrrrrrooorrrsss      aaarrreee      hhhaaannndddllleeeddd...

FFFooorrr      eeexxxaaammm!llleee,,,      tttooo      ssseeettt      ttthhheee      nnnaaammmeee      ooofff      ttthhheee      hhhooosssttt      wwwhhhooossseee      MMMAAACCC      iiisss      """000000:::000000:::000000:::000000:::000000:::000111"""      tttooo      """TTTeeesssttt      SSSeeerrrvvveeerrr""":::

UUURRRLLL hhhtttttt!::://////lllooocccaaalllhhhooosssttt:::888000000000///rrreeesssttt///hhhooosssttt///000000:::000000:::000000:::000000:::000000:::000111///

PPPUUUTTT      DDDaaatttaaa {{{"""nnnaaammmeee""":::"""TTTeeesssttt      SSSeeerrrvvveeerrr"""}}}

AAAnnnddd      tttooo      ssseeettt      ttthhheee      nnnaaammmeee      ooofff      aaallllll      hhhooossstttsss      wwwhhhooossseee      MMMAAACCC      ssstttaaarrrtttsss      wwwiiittthhh      """ccc444:::222ccc:::000333"""      tttooo      """MMMaaacccBBBooooookkk""":::

UUURRRLLL hhhtttttt!::://////lllooocccaaalllhhhooosssttt:::888000000000///rrreeesssttt///hhhooosssttt///???mmmaaaccc______ssstttaaarrrtttssswwwiiittthhh===ccc444:::222ccc:::000333

PPPUUUTTT      DDDaaatttaaa {{{"""nnnaaammmeee""":::"""MMMaaacccBBBooooookkk"""}}}

555...555...      DDDeeellleeetttiiinnnggg      IIIttteeemmmsss
IIIttteeemmmsss      aaarrreee      dddeeellleeettteeeddd      uuusssiiinnnggg      ttthhheee      HHHTTTTTTPPP      DDDEEELLLEEETTTEEE      mmmeeettthhhoooddd...      SSSiiimmmiiilllaaarrr      tttooo      uuu!dddaaatttiiinnnggg      iiittteeemmmsss      yyyooouuu      sss!eeeccciiifffyyy      ttthhheee      iiittteeemmm(((sss)))      tttooo      bbbeee
dddeeellleeettteeeddd      uuusssiiinnnggg      eeeiiittthhheeerrr      ttthhheee      ooo!tttiiiooonnnaaalll      IIIDDD      cccooommm!ooonnneeennnttt      iiinnn      ttthhheee      UUURRRLLL      !aaattthhh      (((tttooo      dddeeellleeettteee      aaa      sssiiinnngggllleee      iiittteeemmm)))      ooorrr      ttthhheee      ooo!tttiiiooonnnaaalll
qqquuueeerrryyy      !aaarrraaammmeeettteeerrrsss      (((tttooo      dddeeellleeettteee      mmmuuullltttiii!llleee      iiittteeemmmsss)))...      JJJuuusssttt      tttooo      rrreee!eeeaaattt      ttthhheee      eeeaaarrrllliiieeerrr      wwwaaarrrnnniiinnnggg:::      TTThhheee      ooonnnlllyyy      dddaaatttaaa      tttyyy!eee      yyyooouuu
ssshhhooouuulllddd      dddeeellleeettteee      cccuuurrrrrreeennntttlllyyy      iiisss      ttthhheee      ffflllooowww-‐-‐-eeennntttrrryyy      dddaaatttaaa      tttyyy!eee...      BBBaaaddd      ttthhhiiinnngggsss      wwwiiillllll      !rrrooobbbaaabbblllyyy      hhhaaa!!eeennn      iiifff      yyyooouuu      dddeeellleeettteee      ssswwwiiitttccchhh,,,
!ooorrrttt,,,      hhhooosssttt,,,       llliiinnnkkk      iiinnnfffooo      ooouuuttt      fffrrrooommm      uuunnndddeeerrr      ttthhheee      cccooonnntttrrrooolllllleeerrr...      TTThhheee      rrreeetttuuurrrnnn      vvvaaallluuueee      iiisss      ttthhheee      ssstttrrriiinnnggg      """dddeeellleeettteeeddd"""      iiifff      ttthhheee      dddeeellleeettteee
ooo!eeerrraaatttiiiooonnn       sssuuucccccceeeeeedddeeeddd...       [[[NNNooottteee:::       TTThhhiiisss      wwwiiillllll       !rrrooobbbaaabbblllyyy       ccchhhaaannngggeee       sssooommmeeetttiiimmmeee       sssoooooonnn       tttooo       rrreeetttuuurrrnnn       JJJSSSOOONNN-‐-‐-fffooorrrmmmaaatttttteeeddd       ttteeexxxttt
iiinnndddiiicccaaatttiiinnnggg      ttthhhaaattt      ttthhheee      ooo!eeerrraaatttiiiooonnn      sssuuucccccceeeeeedddeeeddd      tttooo      bbbeee      cccooonnnsssiiisssttteeennnttt      wwwiiittthhh      ttthhheee      ooottthhheeerrr      cccaaallllllsss]]]...      SSSeeeeee      ttthhheee      """EEErrrrrrooorrr      HHHaaannndddllliiinnnggg"""
ssseeeccctttiiiooonnn      bbbeeelllooowww      fffooorrr      iiinnnfffooorrrmmmaaatttiiiooonnn      aaabbbooouuuttt      hhhooowww      eeerrrrrrooorrrsss      aaarrreee      hhhaaannndddllleeeddd...

FFFooorrr      eeexxxaaammm!llleee      tttooo      dddeeellleeettteee      ttthhheee      ffflllooowww      eeennntttrrryyy      nnnaaammmeeeddd      """ttteeesssttt!iiinnnggg""":::

UUURRRLLL hhhtttttt!::://////lllooocccaaalllhhhooosssttt:::888000000000///rrreeesssttt///ffflllooowww-‐-‐-eeennntttrrryyy///ttteeesssttt!iiinnnggg///

555...666...      SSStttooorrriiinnnggg      DDDaaatttaaa      BBBlllooobbbsss

http://localhost:8000/rest/host/00:00:00:00:00:01/
http://localhost:8000/rest/host/?mac__startswith=c4:2c:03
http://localhost:8000/rest/flow-entry/testping/


.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      777000      ooofff      777777

TTThhheee       RRREEESSSTTT       AAAPPPIII       aaalllsssooo       sssuuu!!ooorrrtttsss       ssstttooorrriiinnnggg      &&&       rrreeetttrrriiieeevvviiinnnggg       aaarrrbbbiiitttrrraaarrryyy       dddaaatttaaa       bbblllooobbbsss       fffrrrooommm       ttthhheee       nnneeetttwwwooorrrkkk       dddaaatttaaabbbaaassseee...       FFFooorrr
eeexxxaaammm!llleee,,,      ttthhheee      BBBiiiggg      SSSwwwiiitttccchhh      CCCLLLIII      uuussseeesss      ttthhhiiisss      tttooo      ssstttooorrreee///aaarrrccchhhiiivvveee      cccooonnnfffiiiggguuurrraaatttiiiooonnn      ssscccrrriii!tttsss      iiinnn      ttthhheee      dddaaatttaaabbbaaassseee...      TTThhheee      fffooorrrmmmaaattt      ooofff
ttthhheee      UUURRRLLL      fffooorrr      ttthhheee      dddaaatttaaa      bbblllooobbbsss       iiisss:::      """hhhtttttt!::://////<<<dddooommmaaaiiinnn>>>:::888000000000///rrreeesssttt///dddaaatttaaa///<<<bbblllooobbb-‐-‐-nnnaaammmeee>>>///"""...      TTTooo      ssstttooorrreee      bbblllooobbb      dddaaatttaaa      yyyooouuu
uuussseee      ttthhheee      HHHTTTTTTPPP      PPPUUUTTT      mmmeeettthhhoooddd      wwwhhheeerrreee      ttthhheee      PPPUUUTTT      dddaaatttaaa      iiisss      ttthhheee      rrraaawww      bbblllooobbb      dddaaatttaaa...      TTTooo      rrreeetttrrriiieeevvveee      dddaaatttaaa      yyyooouuu      uuussseee      ttthhheee      HHHTTTTTTPPP
GGGEEETTT      mmmeeettthhhoooddd...      TTThhheee      dddaaatttaaa      ttthhhaaattt'''sss      rrreeetttuuurrrnnneeeddd      iiisss      ttthhheee      eeexxxaaacccttt      dddaaatttaaa      ttthhhaaattt      wwwaaasss      ssstttooorrreeeddd      iiinnn      ttthhheee      eeeaaarrrllliiieeerrr      PPPUUUTTT      cccaaallllll      (((iii...eee...      ttthhheeerrreee'''sss
nnnooo      eeennnccclllooosssiiinnnggg      JJJSSSOOONNN      fffooorrrmmmaaattttttiiinnnggg      ooorrr      aaannnyyyttthhhiiinnnggg      eeelllssseee)))...

WWWhhheeennn      ssstttooorrriiinnnggg      dddaaatttaaa      ttthhheee      RRREEESSSTTT      AAAPPPIII      iiimmm!llleeemmmeeennntttaaatttiiiooonnn      lllooooookkksss      fffooorrr      ttthhheee      CCCooonnnttteeennnttt-‐-‐-TTTyyy!eee      hhheeeaaadddeeerrr      iiinnn      ttthhheee      HHHTTTTTTPPP      rrreeeqqquuueeesssttt...
IIIfff       iiittt'''sss       sss!eeeccciiifffiiieeeddd,,,       ttthhheeennn      ttthhhiiisss      vvvaaallluuueee       iiisss       sssaaavvveeeddd      aaalllooonnnggg      wwwiiittthhh       ttthhheee      dddaaatttaaa      aaannnddd      rrreeetttuuurrrnnneeeddd      aaasss       ttthhheee      CCCooonnnttteeennnttt-‐-‐-TTTyyy!eee      hhheeeaaadddeeerrr
wwwhhheeennn      ttthhheee      dddaaatttaaa      iiisss      rrreeetttrrriiieeevvveeeddd...      YYYooouuu      cccaaannn      aaalllsssooo      sss!eeeccciiifffyyy      aaa      qqquuueeerrryyy      !aaarrraaammmeeettteeerrr      ooofff      """bbbiiinnnaaarrryyy"""      ssseeettt      tttooo      """tttrrruuueee"""      tttooo      iiinnndddiiicccaaattteee
ttthhhaaattt       ttthhheee       dddaaatttaaa       iiisss       bbbiiinnnaaarrryyy       dddaaatttaaa...       IIInnn       ttthhhiiisss       cccaaassseee       ttthhheee       RRREEESSSTTT       AAAPPPIII       wwwiiillllll       ssseeettt       ttthhheee       cccooonnnttteeennnttt       tttyyy!eee       tttooo       bbbeee
"""aaa!!llliiicccaaatttiiiooonnn///ooocccttteeettt-‐-‐-ssstttrrreeeaaammm"""...       IIIfff       nnneeeiiittthhheeerrr       ttthhheee       CCCooonnnttteeennnttt-‐-‐-TTTyyy!eee       hhheeeaaadddeeerrr       nnnooorrr       ttthhheee       bbbiiinnnaaarrryyy       qqquuueeerrryyy       !aaarrraaammmeeettteeerrr       iiisss
sss!eeeccciiifffiiieeeddd      ttthhheee      dddaaatttaaa      iiisss      aaassssssuuummmeeeddd      tttooo      bbbeee      ttteeexxxttt      dddaaatttaaa      aaannnddd      ttthhheee      cccooonnnttteeennnttt      tttyyy!eee      iiisss      ssseeettt      tttooo      """ttteeexxxttt///!lllaaaiiinnn"""...

TTThhheeerrreee'''sss      nnnooo      !aaarrrtttiiicccuuulllaaarrr       fffooorrrmmmaaattt       fffooorrr       ttthhheee      bbblllooobbb      nnnaaammmeee       iiimmm!ooossseeeddd      bbbyyy       ttthhheee      RRREEESSSTTT      AAAPPPIII...       IIIttt       cccaaannn      cccooonnntttaaaiiinnn      aaalll!hhhaaannnuuummmeeerrriiiccc
ccchhhaaarrraaacccttteeerrrsss      aaasss      wwweeellllll      aaasss      aaannnyyy      ooofff      ttthhheee      fffooollllllooowwwiiinnnggg      !uuunnnccctttuuuaaatttiiiooonnn      ccchhhaaarrraaacccttteeerrrsss:::      """___:::...///===;;;-‐-‐-"""...      BBByyy      cccooonnnvvveeennntttiiiooonnn      iiittt'''sss      uuussseeefffuuulll      tttooo
ttthhhiiinnnkkk      ooofff      ttthhheee      nnnaaammmeee      aaasss      aaannn      aaabbbsssooollluuuttteee      !aaattthhh      iiinnn      aaa      vvviiirrrtttuuuaaalll      fffiiillleee      sssyyysssttteeemmm      wwwiiittthhh      '''///'''      aaasss      ttthhheee      !aaattthhh      ssseee!aaarrraaatttooorrr...      TTThhhaaattt      wwwaaayyy      yyyooouuu
cccaaannn      gggrrrooouuu!      dddiiiffffffeeerrreeennnttt      tttyyy!eeesss      ooofff      dddaaatttaaa      iiinnn      lllooogggiiicccaaalll      dddiiirrreeeccctttooorrriiieeesss      aaannnddd      qqquuueeerrryyy      fffooorrr      dddaaatttaaa      bbblllooobbbsss      (((dddeeessscccrrriiibbbeeeddd      bbbeeelllooowww)))      uuusssiiinnnggg
ttthhheee      ssstttaaarrrtttssswwwiiittthhh      fffiiilllttteeerrr      ooo!eeerrraaatttiiiooonnn...      CCCuuurrrrrreeennntttlllyyy      wwweee      dddooonnn'''ttt      hhhaaavvveee      aaannnyyy      ggguuuiiidddeeellliiinnneeesss      fffooorrr      rrreeessseeerrrvvveeeddd      nnnaaammmeeesss      iiinnn      ttthhheee      ggglllooobbbaaalll
nnnaaammmeeesss!aaaccceee,,,       bbbuuuttt       fffooorrr       nnnooowww       yyyooouuu       ssshhhooouuulllddd       !rrreeefffiiixxx       aaannnyyy       bbblllooobbb       nnnaaammmeeesss      wwwiiittthhh       sssooommmeeettthhhiiinnnggg       ttthhhaaattt       yyyooouuu       aaarrreee       rrreeeaaasssooonnnaaabbblllyyy
ccceeerrrtttaaaiiinnn      wwwiiillllll      bbbeee      ggglllooobbbaaallllllyyy      uuunnniiiqqquuueee      tttooo      aaavvvoooiiiddd      cccooonnnfffllliiiccctttsss      wwwiiittthhh      hhhooowww      BBBiiiggg      SSSwwwiiitttccchhh      ooorrr      aaannnooottthhheeerrr      ttthhhiiirrrddd      !aaarrrtttyyy      uuussseeesss      ttthhheee      dddaaatttaaa
bbblllooobbb      nnnaaammmeeesss!aaaccceee...

YYYooouuu       cccaaannn       aaalllsssooo       qqquuueeerrryyy       tttooo       gggeeettt       aaa       llliiisssttt       ooofff       bbblllooobbbsss       mmmaaatttccchhhiiinnnggg       sssooommmeee       sss!eeeccciiifffiiieeeddd       cccrrriiittteeerrriiiaaa...       IIInnn       ttthhhiiisss       cccaaassseee       ttthhheee       UUURRRLLL       iiisss
"""hhhtttttt!::://////<<<dddooommmaaaiiinnn>>>:::888000000000///rrreeesssttt///dddaaatttaaa///???<<<qqquuueeerrryyy-‐-‐-!aaarrraaammmsss>>>"""       wwwhhheeerrreee       ttthhheee       qqquuueeerrryyy       !aaarrraaammmeeettteeerrrsss       sss!eeeccciiifffyyy       ttthhheee       cccrrriiittteeerrriiiaaa
sssiiimmmiiilllaaarrr      tttooo      qqquuueeerrryyyiiinnnggg      ooottthhheeerrr      tttyyy!eeesss      ooofff      dddaaatttaaa      iiinnn      ttthhheee      RRREEESSSTTT      AAAPPPIII...      TTThhheee      fffooollllllooowwwiiinnnggg      fffiiieeellldddsss      aaarrreee      aaavvvaaaiiilllaaabbbllleee      fffooorrr      qqquuueeerrryyyiiinnnggg:::

FFFiiieeelllddd      NNNaaammmeee DDDeeessscccrrriiippptttiiiooonnn

nnnaaammmeee TTThhheee      nnnaaammmeee      ooofff      ttthhheee      dddaaatttaaa      bbblllooobbb

cccooonnnttteeennnttt___tttyyy!eee TTThhheee      cccooonnnttteeennnttt      tttyyy!eee      ooofff      ttthhheee      dddaaatttaaa      bbblllooobbb

TTThhheee      rrreeetttuuurrrnnn      vvvaaallluuueee      iiisss      aaa      JJJSSSOOONNN      fffooorrrmmmaaatttttteeeddd      llliiisssttt      ooofff      dddaaatttaaa      bbblllooobbb      rrreeefffeeerrreeennnccceeesss,,,      wwwhhheeerrreee      eeeaaaccchhh      bbblllooobbb      rrreeefffeeerrreeennnccceee      cccooonnntttaaaiiinnnsss      ttthhheee
nnnaaammmeee      ooofff      ttthhheee      bbblllooobbb      aaannnddd      ttthhheee      UUURRRLLL      !aaattthhh      tttooo      aaacccccceeessssss      ttthhhaaattt      dddaaatttaaa      bbblllooobbb...

FFFooorrr      eeexxxaaammm!llleee,,,      tttooo      gggeeettt      aaallllll      ooofff      ttthhheee      dddaaatttaaa      bbblllooobbbsss      wwwhhhooossseee      nnnaaammmeeesss      ssstttaaarrrtttsss      wwwiiittthhh      """///bbbiiigggssswwwiiitttccchhh///cccooonnnfffiiiggg///""":::

UUURRRLLL hhhtttttt!::://////lllooocccaaalllhhhooosssttt:::888000000000///rrreeesssttt///dddaaatttaaa///???nnnaaammmeee______ssstttaaarrrtttssswwwiiittthhh===///bbbiiigggssswwwiiitttccchhh///cccooonnnfffiiiggg///

RRReeetttuuurrrnnn
TTTeeexxxttt

[[[ {{{ """nnnaaammmeee""" ::: """ ///bbb iii ggg ssswww iii ttt ccchhh /// cccooonnn fff iii ggg /// rrruuunnnnnn iiinnnggg""" ,,,
"""uuurrrlll___!aaattthhh""":::"""rrreeesssttt///dddaaatttaaa///bbbiiigggssswwwiiitttccchhh///cccooonnnfffiiiggg///rrruuunnnnnniiinnnggg"""}}},,,{{{"""nnnaaammmeee""":::"""///bbbiiigggssswwwiiitttccchhh///cccooonnnfffiiiggg///bbbaaaccckkkuuu!""",,,
"""uuurrrlll___!aaattthhh""":::"""rrreeesssttt///dddaaatttaaa///bbbiiigggssswwwiiitttccchhh///cccooonnnfffiiiggg///bbbaaaccckkkuuu!"""}}}]]]

555...777...      RRReeetttrrriiieeevvviiinnnggg      SSStttaaatttsss      DDDaaatttaaa
TTThhheee      cccooonnntttrrrooolllllleeerrr      cccooolllllleeeccctttsss      tttiiimmmeee-‐-‐-sssaaammm!llleeeddd      ssstttaaatttsss      fffrrrooommm      ttthhheee      cccooonnntttrrrooolllllleeerrr      nnnooodddeee      aaannnddd      ttthhheee      ssswwwiiitttccchhheeesss      ttthhhaaattt      aaarrreee      cccooonnnnnneeecccttteeeddd
tttooo      ttthhheee      cccooonnntttrrrooolllllleeerrr...

http://localhost:8000/rest/data/?name__startswith=/bigswitch/config/


.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      777111      ooofff      777777

TTThhheeessseee      ssstttaaatttsss      dddaaatttaaa      aaarrreee      rrreeetttrrriiieeevvveeeddd      uuusssiiinnnggg      ttthhheee      fffooollllllooowwwiiinnnggg      UUURRRLLL:::

hhhtttttt!::://////<<<dddooommmaaaiiinnn-‐-‐-ooorrr-‐-‐-iii!-‐-‐-aaaddddddrrreeessssss>>>:::888000000000///rrreeesssttt///vvv111///ssstttaaatttsss///<<<tttaaarrrgggeeettt-‐-‐-tttyyy!eee>>>///<<<cccuuussstttooommmeeerrr-‐-‐-iiiddd>>>///<<<tttaaarrrgggeeettt-‐-‐-iiiddd>>>///<<<ssstttaaattt-‐-‐-tttyyy!eee>>>???<<<ooo!tttiiiooonnnaaalll-‐-‐-qqquuueeerrryyy-‐-‐-!aaarrraaammmsss>>>

TTThhheee      rrreeetttuuurrrnnn      ttteeexxxttt      iiisss      aaa      JJJSSSOOONNN-‐-‐-fffooorrrmmmaaatttttteeeddd      aaarrrrrraaayyy      ooofff      tttiiimmmeee///vvvaaallluuueee      tttuuu!llleeesss      ooorrr      eeerrrrrrooorrr      iiinnnfffooo      (((ssseeeeee      eeerrrrrrooorrr      hhhaaannndddllliiinnnggg      ssseeeccctttiiiooonnn
bbbeeelllooowww)))...      TTThhheee      tttiiimmmeee      vvvaaallluuueee      iiisss      aaannn      iiinnnttteeegggeeerrr      UUUTTTCCC      tttiiimmmeee      iiinnn      mmmiiilllllliiissseeecccooonnndddsss      sssiiinnnccceee      ttthhheee      eee!oooccchhh...      TTThhheee      vvvaaallluuueee      iiisss      dddeee!eeennndddeeennnttt      ooonnn
ttthhheee      tttyyy!eee      ooofff      ssstttaaatttsss      vvvaaallluuueee      bbbeeeiiinnnggg      rrreeetttrrriiieeevvveeeddd...      FFFooorrr      eeexxxaaammm!llleee,,,      ttthhheee      rrreeetttuuurrrnnn      ttteeexxxttt      fffooorrr      aaa      qqquuueeerrryyy      fffooorrr      ttthhheee      mmmeeemmm-‐-‐-uuussseeeddd      ssstttaaattt
tttyyy!eee      mmmiiiggghhhttt      bbbeee      sssooommmeeettthhhiiinnnggg      llliiikkkeee:::

[[[[[[111333000333333000777333555999444777666,,,      888777000111555666]]],,,      [[[111333000333333000888000111999444777888,,,      888777000444111666]]],,,      [[[111333000333333111111666111999444888888,,,      888666999888444444]]]]]]

TTThhheee      <<<tttaaarrrgggeeettt-‐-‐-tttyyy!eee>>>      iiisss      ttthhheee      tttyyy!eee      ooofff      ttthhheee      sssooouuurrrccceee      ooofff      ttthhheee      ssstttaaatttsss      dddaaatttaaa...      TTThhheee      <<<tttaaarrrgggeeettt-‐-‐-iiiddd>>>      iiidddeeennntttiiifffiiieeesss      aaa      sss!eeeccciiifffiiiccc      iiinnnssstttaaannnccceee
ooofff      ttthhheee      tttaaarrrgggeeettt      tttyyy!eee...      CCCuuurrrrrreeennntttlllyyy      ttthhheeerrreee      aaarrreee      tttwwwooo      tttaaarrrgggeeettt      tttyyy!eeesss:::

TTTaaarrrgggeeettt
TTTyyypppeee

DDDeeessscccrrriiippptttiiiooonnn TTTaaarrrgggeeettt      IIIDDD

cccooonnntttrrrooolllllleeerrr SSStttaaatttsss      aaassssssoooccciiiaaattteeeddd      wwwiiittthhh
aaa      cccooonnntttrrrooolllllleeerrr      nnnooodddeee

TTThhheee       IIIDDD       ooofff       ttthhheee       cccooonnntttrrrooolllllleeerrr       nnnooodddeee...       CCCuuurrrrrreeennntttlllyyy      wwweee       ooonnnlllyyy       sssuuu!!ooorrrttt       aaa       sssiiinnngggllleee
nnnooodddeee      cccooonnntttrrrooolllllleeerrr,,,      sssooo      ttthhheee      IIIDDD      iiisss      hhhaaarrrddd-‐-‐-cccooodddeeeddd      tttooo      bbbeee      """lllooocccaaalllhhhooosssttt"""

ssswwwiiitttccchhh SSStttaaatttsss      aaassssssoooccciiiaaattteeeddd      wwwiiittthhh
aaa      ssswwwiiitttccchhh

TTThhheee      DDDPPPIIIDDD      ooofff      ttthhheee      ssswwwiiitttccchhh,,,      eee...ggg...      000000:::000000:::000000:::000000:::000000:::000000:::000000:::000111

TTThhheee       <<<cccuuussstttooommmeeerrr-‐-‐-nnnaaammmeee>>>       iiisss       iiinnncccllluuudddeeeddd       fffooorrr       fffuuutttuuurrreee      mmmuuullltttiii-‐-‐-ttteeennnaaannnttt       ssstttaaatttsss       sssuuu!!ooorrrttt...       CCCuuurrrrrreeennntttlllyyy       wwweee       ooonnnlllyyy       sssuuu!!ooorrrttt       aaa
sssiiinnngggllleee      ttteeennnaaannnttt      aaannnddd      ttthhheee      cccuuussstttooommmeeerrr      IIIDDD      iiisss      hhhaaarrrddd-‐-‐-cccooodddeeeddd      tttooo      bbbeee      """dddeeefffaaauuulllttt"""

TTThhheee       <<<ssstttaaattt-‐-‐-tttyyy!eee>>>       iiidddeeennntttiiifffiiieeesss       ttthhheee       sss!eeeccciiifffiiiccc       tttiiimmmeee       ssseeerrriiieeesss       ssstttaaatttsss       dddaaatttaaa       bbbeeeiiinnnggg       rrreeetttrrriiieeevvveeeddd,,,       eee...ggg...       """ccc!uuu-‐-‐-uuussseeerrr""",,,
"""OOOFFFPPPaaaccckkkeeetttIIInnn""")))...

TTThhheee       <<<ooo!tttiiiooonnnaaalll-‐-‐-qqquuueeerrryyy-‐-‐-!aaarrraaammmsss>>>       aaarrreee       uuussseeeddd       tttooo       sss!eeeccciiifffyyy       ttthhheee       tttiiimmmeee       rrraaannngggeee       fffooorrr       ttthhheee       qqquuueeerrryyy       aaannnddd       hhhooowww       ttthhheee       dddaaatttaaa       iiisss
dddooowwwnnnsssaaammm!llleeeddd       tttooo       rrreeetttuuurrrnnn       aaa      mmmaaannnaaagggeeeaaabbbllleee      nnnuuummmbbbeeerrr      ooofff       dddaaatttaaa      !oooiiinnntttsss...       TTThhheee       rrraaawww       sssaaammm!llleee      dddaaatttaaa       fffooorrr       dddiiiffffffeeerrreeennnttt       ssstttaaattt
tttyyy!eeesss      iiisss      sssaaammm!llleeeddd      aaattt      fffrrreeeqqquuueeennnccciiieeesss      ttthhhaaattt      aaarrreee      cccooonnnfffiiiggguuurrreeeddd      fffooorrr      ttthhheee      cccooonnntttrrrooolllllleeerrr      !rrroooccceeessssss      ttthhhaaattt      cccooolllllleeeccctttsss      ssstttaaatttsss...      CCCuuurrrrrreeennntttlllyyy
ttthhheeessseee       aaarrreee       ooonnnlllyyy       cccooonnnfffiiiggguuurrraaabbbllleee       bbbyyy       eeedddiiitttiiinnnggg       aaa       cccooonnnfffiiiggg       fffiiillleee       ooonnn       ttthhheee       cccooonnntttrrrooolllllleeerrr       sssyyysssttteeemmm,,,       bbbuuuttt       eeevvveeennntttuuuaaallllllyyy       wwweee       wwwiiillllll
sssuuu!!ooorrrttt      cccooonnnfffiiiggguuurrraaatttiiiooonnn      vvviiiaaa      ttthhheee      CCCLLLIII      ooorrr      wwweeebbb      UUUIII...      TTThhheee      rrraaawww      sssaaammm!llliiinnnggg      fffrrreeeqqquuueeennnccciiieeesss      cccaaannn      bbbeee      aaasss      fffrrreeeqqquuueeennnttt      aaasss      eeevvveeerrryyy
fffeeewww      ssseeecccooonnndddsss...      IIIfff      aaannn      aaa!!llliiicccaaatttiiiooonnn      rrreeetttrrriiieeevvveeesss      ssstttaaatttsss      dddaaatttaaa      ooovvveeerrr      aaa      mmmuuuccchhh      lllooonnngggeeerrr      !eeerrriiioooddd      (((eee...ggg...      dddaaayyysss,,,      wwweeeeeekkksss))),,,      ttthhheeennn      iiittt
wwwooouuulllddd      bbbeee      tttoooooo      mmmuuuccchhh      dddaaatttaaa      tttooo      rrreeetttuuurrrnnn      ttthhheee      rrraaawww      sssaaammm!llleee      dddaaatttaaa,,,      sssooo      ttthhheee      RRREEESSSTTT      AAAPPPIII      sssuuu!!ooorrrtttsss      dddooowwwnnnsssaaammm!llliiinnnggg      ooofff      ttthhheee
dddaaatttaaa,,,      aaasss      sss!eeeccciiifffiiieeeddd      iiinnn      ttthhheee      qqquuueeerrryyy      !aaarrraaammmeeettteeerrrsss      dddeeessscccrrriiibbbeeeddd      bbbeeelllooowww...

TTThhheee      fffooollllllooowwwiiinnnggg      qqquuueeerrryyy      !aaarrraaammmsss      aaarrreee      sssuuu!!ooorrrttteeeddd:::

QQQuuueeerrryyy      PPPaaarrraaammm DDDeeessscccrrriiippptttiiiooonnn

ssstttaaarrrttt-‐-‐-tttiiimmmeee TTThhheee      ssstttaaarrrttt      tttiiimmmeee      fffooorrr      ttthhheee      dddaaatttaaa      tttooo      rrreeetttuuurrrnnn...

eeennnddd-‐-‐-tttiiimmmeee TTThhheee      eeennnddd      tttiiimmmeee      fffooorrr      ttthhheee      dddaaatttaaa      tttooo      rrreeetttuuurrrnnn...      TTTiiimmmeee      fffooorrrmmmaaattt      iiisss      ttthhheee      sssaaammmeee      aaasss      ssstttaaarrrttt-‐-‐-tttiiimmmeee

sssaaammm!llleee-‐-‐-iiinnnttteeerrrvvvaaalll TTThhheee      iiinnnttteeerrrvvvaaalll      bbbeeetttwwweeeeeennn      sssaaammm!llleee      !oooiiinnntttsss

sssaaammm!llleee-‐-‐-cccooouuunnnttt TTThhheee      nnnuuummmbbbeeerrr      ooofff      sssaaammm!llleee      !oooiiinnntttsss      rrreeetttuuurrrnnneeeddd

sssaaammm!llleee-‐-‐-wwwiiinnndddooowww TTThhheee      tttiiimmmeee      wwwiiinnndddooowww      aaarrrooouuunnnddd      eeeaaaccchhh      sssaaammm!llleee      !oooiiinnnttt      uuussseeeddd      tttooo      cccaaalllcccuuulllaaattteee      ttthhheee      vvvaaallluuueee



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      777222      ooofff      777777

dddaaatttaaa-‐-‐-fffooorrrmmmaaattt TTThhheee      fffooorrrmmmaaattt      ooofff      ttthhheee      rrreeetttuuurrrnnneeeddd      dddaaatttaaa

AAAllllll       tttiiimmmeee       vvvaaallluuueeesss,,,       bbbooottthhh       sss!eeeccciiifffiiiccc       tttiiimmmeeesss       aaannnddd       tttiiimmmeee       iiinnnttteeerrrvvvaaalllsss,,,       aaarrreee       iiinnnttteeegggeeerrr       vvvaaallluuueeesss       iiinnn      mmmiiilllllliiissseeecccooonnndddsss...       FFFooorrr       sss!eeeccciiifffiiiccc
tttiiimmmeeesss,,,       ttthhheee       vvvaaallluuueee       iiisss       UUUTTTCCC       tttiiimmmeee       iiinnn      mmmiiilllllliiissseeecccooonnndddsss       sssiiinnnccceee       ttthhheee       eee!oooccchhh       (((wwwhhheeerrreee       eee!oooccchhh       ===       UUUnnniiixxx       eee!oooccchhh       ===      mmmiiidddnnniiiggghhhttt
111///111///111999777000       UUUTTTCCC)))...       FFFooorrr       eeexxxaaammm!llleee,,,       iiinnn       PPPyyyttthhhooonnn       ttthhhiiisss       iiisss:::       """iiinnnttt(((tttiiimmmeee...tttiiimmmeee((()))***111000000000)))"""...       IIInnn       gggeeennneeerrraaalll       ttthhheee       eee!oooccchhh       iiisss
sssyyysssttteeemmm-‐-‐-dddeee!eeennndddeeennnttt,,,      sssooo      iiittt      mmmaaayyy      bbbeee      nnneeeccceeessssssaaarrryyy      tttooo      aaadddjjjuuusssttt      ttthhheee      tttiiimmmeee      vvvaaallluuueee      tttooo      uuussseee      tttiiimmmeee      vvvaaallluuueeesss      ttthhhaaattt      aaarrreee      cccooonnnsssiiisssttteeennnttt
wwwiiittthhh      wwwhhhaaattt      ttthhheee      cccooonnntttrrrooolllllleeerrr      uuussseeesss...

IIIfff      nnneeeiiittthhheeerrr      ttthhheee      ssstttaaarrrttt-‐-‐-tttiiimmmeee      nnnooorrr      eeennnddd-‐-‐-tttiiimmmeee      aaarrreee      sss!eeeccciiifffiiieeeddd,,,      ttthhheeennn      ttthhheee      RRREEESSSTTT      cccaaallllll      rrreeetttuuurrrnnnsss      ttthhheee      mmmooosssttt      rrreeeccceeennntttlllyyy      cccooolllllleeecccttteeeddd
sssaaammm!llleee      !oooiiinnnttt...      IIInnn      ttthhhiiisss      cccaaassseee      ttthhheee      rrreeetttuuurrrnnn      vvvaaallluuueee      iiisss      aaa      sssiiinnngggllleee      dddaaatttaaa      !oooiiinnnttt      (((eee...ggg...      """[[[111333000333333111111666111999444888888,,,      888666999888444444]]]""")))      nnnooottt      aaa
llliiisssttt      ooofff      sssaaammm!llleee      !oooiiinnntttsss...

TTThhheee       sssaaammm!llleee-‐-‐-iiinnnttteeerrrvvvaaalll       aaannnddd       sssaaammm!llleee-‐-‐-cccooouuunnnttt       !aaarrraaammmsss       aaarrreee      mmmuuutttuuuaaallllllyyy       eeexxxcccllluuusssiiivvveee...       SSS!eeeccciiifffyyyiiinnnggg       ttthhheee       sssaaammm!llleee-‐-‐-cccooouuunnnttt       iiisss
eeeqqquuuiiivvvaaallleeennnttt       tttooo       sss!eeeccciiifffyyyiiinnnggg       aaa       sssaaammm!llleee-‐-‐-iiinnnttteeerrrvvvaaalll       ooofff:::       (((eeennnddd-‐-‐-tttiiimmmeee       -‐-‐-       ssstttaaarrrttt-‐-‐-tttiiimmmeee)))       ///       sssaaammm!llleee-‐-‐-cccooouuunnnttt...       IIIfff       ttthhheee
sssaaammm!llleee-‐-‐-iiinnnttteeerrrvvvaaalll       iiisss       000,,,       ttthhheeennn       ttthhheee       rrraaawww       dddaaatttaaa       sssaaammm!llleeesss       aaarrreee       rrreeetttuuurrrnnneeeddd...       IIIfff       nnneeeiiittthhheeerrr       ttthhheee       sssaaammm!llleee-‐-‐-iiinnnttteeerrrvvvaaalll       nnnooorrr
sssaaammm!llleee-‐-‐-cccooouuunnnttt      !aaarrraaammmsss      aaarrreee      sss!eeeccciiifffiiieeesss,,,      ttthhheeennn      ttthhheee      RRREEESSSTTT      cccaaallllll      dddeeefffaaauuullltttsss      tttooo      aaa      sssaaammm!llleee-‐-‐-cccooouuunnnttt      vvvaaallluuueee      ooofff      555000...

TTThhheee       cccooonnntttrrrooolllllleeerrr       ooonnnlllyyy       sssuuu!!ooorrrtttsss       ccceeerrrtttaaaiiinnn       !rrreee-‐-‐-dddeeefffiiinnneeeddd       dddooowwwnnnsssaaammm!llliiinnnggg       iiinnnttteeerrrvvvaaalllsss...       TTThhheeessseee       aaarrreee:::       111       mmmiiinnnuuuttteee,,,       111000
mmmiiinnnuuuttteeesss,,,       111       hhhooouuurrr,,,       444       hhhooouuurrrsss,,,       111       dddaaayyy,,,       111      wwweeeeeekkk       aaannnddd       444      wwweeeeeekkksss...       TTThhheee       sssaaammm!llleee-‐-‐-iiinnnttteeerrrvvvaaalll       (((dddeeettteeerrrmmmiiinnneeeddd       aaasss       dddeeessscccrrriiibbbeeeddd
aaabbbooovvveee)))      iiisss      rrrooouuunnndddeeeddd      dddooowwwnnn      tttooo      ttthhheee      nnneeeaaarrreeesssttt      !rrreee-‐-‐-dddeeefffiiinnneeeddd      sssaaammm!llliiinnnggg      iiinnnttteeerrrvvvaaalll...

CCCuuurrrrrreeennntttlllyyy      tttwwwooo      dddaaatttaaa-‐-‐-fffooorrrmmmaaattt      vvvaaallluuueeesss      aaarrreee      sssuuu!!ooorrrttteeeddd:::

DDDaaatttaaa      FFFooorrrmmmaaattt DDDeeessscccrrriiippptttiiiooonnn

vvvaaallluuueee TTThhheee      sssaaammm!llleee      vvvaaallluuueee

rrraaattteee TTThhheee      rrraaattteee      aaattt      wwwhhhiiiccchhh      ttthhheee      sssaaammm!llleee      vvvaaallluuueee      iiisss      ccchhhaaannngggiiinnnggg      (((iiinnn      uuunnniiitttsss      !eeerrr      mmmiiilllllliiissseeecccooonnnddd)))

TTThhheee      """vvvaaallluuueee"""      dddaaatttaaa      fffooorrrmmmaaattt      rrreeetttuuurrrnnnsss      ttthhheee      vvvaaallluuueee      ooofff      ttthhheee      sssaaammm!llleee      !oooiiinnnttt...      FFFooorrr      RRREEESSSTTT      cccaaallllllsss      wwwiiittthhh      dddooowwwnnnsssaaammm!llliiinnnggg,,,      iiifff      ttthhheee
sssaaammm!llleee-‐-‐-wwwiiinnndddooowww      iiisss      000,,,      ttthhheeennn      eeeaaaccchhh      rrreeetttuuurrrnnneeeddd      vvvaaallluuueee      iiisss      ttthhheee      vvvaaallluuueee      ooofff      ttthhheee      rrraaawww      dddaaatttaaa      !oooiiinnnttt      aaattt      ttthhheee      bbbeeegggiiinnnnnniiinnnggg      ooofff      eeeaaaccchhh
dddooowwwnnnsssaaammm!llleeeddd      iiinnnttteeerrrvvvaaalll...      IIIfff      ttthhheee      sssaaammm!llleee-‐-‐-wwwiiinnndddooowww      iiisss      nnnooonnn-‐-‐-zzzeeerrrooo,,,      ttthhheeennn      ttthhheee      vvvaaallluuueee      rrreeetttuuurrrnnn      iiisss      ttthhheee      aaavvveeerrraaagggeee      ooofff      aaallllll      ooofff      ttthhheee
rrraaawww      sssaaammm!llleee      dddaaatttaaa      !oooiiinnntttsss      ooovvveeerrr      ttthhheee      sss!eeeccciiifffiiieeeddd      wwwiiinnndddooowww,,,      ccceeennnttteeerrreeeddd      aaarrrooouuunnnddd      ttthhheee      tttiiimmmeee      ooofff      ttthhheee      rrreeetttuuurrrnnneeeddd      dddaaatttaaa      !oooiiinnnttt...

TTThhheee      """rrraaattteee"""      dddaaatttaaa      fffooorrrmmmaaattt      rrreeetttuuurrrnnnsss      ttthhheee      rrraaattteee      aaattt      wwwhhhiiiccchhh      ttthhheee      sssaaammm!llleee      vvvaaallluuueee      iiisss      ccchhhaaannngggiiinnnggg...      IIIfff      ttthhheee      sssaaammm!llleee-‐-‐-wwwiiinnndddooowww      iiisss      000,,,
ttthhheeennn      ttthhheee      rrraaattteee      iiisss      cccaaalllcccuuulllaaattteeeddd      uuusssiiinnnggg      ttthhheee      !rrreeevvviiiooouuusss      sssaaammm!llleee      !oooiiinnnttt,,,       iii...eee...      rrraaattteee      ===      (((cccuuurrrrrreeennnttt...vvvaaallluuueee      -‐-‐-      !rrreeevvviiiooouuusss...vvvaaallluuueee)))      ///
(((cccuuurrrrrreeennnttt...tttiiimmmeee      -‐-‐-      !rrreeevvviiiooouuusss...tttiiimmmeee))))))...      TTThhheee      rrraaattteee      iiisss      rrreeetttuuurrrnnneeeddd      iiinnn      uuunnniiitttsss      !eeerrr      mmmiiilllllliiissseeecccooonnnddd,,,      wwwhhheeerrreee      ttthhheee      uuunnniiitttsss      dddeee!eeennnddd      ooonnn
ttthhheee      ssstttaaatttsss      tttyyy!eee      bbbeeeiiinnnggg      rrreeetttuuurrrnnneeeddd...      IIIfff      ttthhheee      sssaaammm!llleee-‐-‐-wwwiiinnndddooowww      iiisss      nnnooonnn-‐-‐-zzzeeerrrooo,,,      ttthhheeennn      ttthhheee      rrraaattteee      iiisss      cccaaalllcccuuulllaaattteeeddd      uuusssiiinnnggg      ttthhheee      fffiiirrrsssttt
aaannnddd      llliiisssttt      sssaaammm!llleee      !oooiiinnntttsss      iiinnn      ttthhheee      sss!eeeccciiifffiiieeeddd      wwwiiinnndddooowww,,,      ccceeennnttteeerrreeeddd      aaarrrooouuunnnddd      ttthhheee      tttiiimmmeee      ooofff      ttthhheee      rrreeetttuuurrrnnneeeddd      dddaaatttaaa      !oooiiinnnttt...

TTThhheee      fffooollllllooowwwiiinnnggg      cccooonnntttrrrooolllllleeerrr-‐-‐-rrreeelllaaattteeeddd      ssstttaaattt      tttyyy!eeesss      aaarrreee      sssuuu!!ooorrrttteeeddd:::

SSStttaaattt      NNNaaammmeee DDDeeessscccrrriiippptttiiiooonnn

ccc!uuu-‐-‐-iiidddllleee TTThhheee      CCCPPPUUU      iiidddllleee      !eeerrrccceeennntttaaagggeee      rrreee!ooorrrttteeeddd      bbbyyy      tttooo!

ccc!uuu-‐-‐-nnniiiccceee TTThhheee      CCCPPPUUU      nnniiiccceee      !eeerrrccceeennntttaaagggeee      rrreee!ooorrrttteeeddd      bbbyyy      tttooo!

ccc!uuu-‐-‐-uuussseeerrr TTThhheee      CCCPPPUUU      uuussseeerrr      !eeerrrccceeennntttaaagggeee      rrreee!ooorrrttteeeddd      bbbyyy      tttooo!



.
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ccc!uuu-‐-‐-sssyyysssttteeemmm TTThhheee      CCCPPPUUU      sssyyysssttteeemmm      !eeerrrccceeennntttaaagggeee      rrreee!ooorrrttteeeddd      bbbyyy      tttooo!

mmmeeemmm-‐-‐-uuussseeeddd TTThhheee      mmmeeemmmooorrryyy      uuussseeeddd      rrreee!ooorrrttteeeddd      bbbyyy      tttooo!

mmmeeemmm-‐-‐-fffrrreeeeee TTThhheee      mmmeeemmmooorrryyy      fffrrreeeeee      rrreee!ooorrrttteeeddd      bbbyyy      tttooo!

ssswwwaaa!-‐-‐-uuussseeeddd TTThhheee      ssswwwaaa!      uuussseeeddd      rrreee!ooorrrttteeeddd      bbbyyy      tttooo!

TTThhheee      fffooollllllooowwwiiinnnggg      ssswwwiiitttccchhh-‐-‐-rrreeelllaaattteeeddd      ssstttaaattt      tttyyy!eeesss      aaarrreee      sssuuu!!ooorrrttteeeddd:::

SSStttaaattt      NNNaaammmeee DDDeeessscccrrriiippptttiiiooonnn

OOOFFFPPPaaaccckkkeeetttIIInnn TTThhheee      cccooouuunnnttt      ooofff      OOO!eeennnFFFlllooowww      !aaaccckkkeeettt      iiinnn      eeevvveeennntttsss      rrreeeccceeeiiivvveeeddd      bbbyyy      ttthhheee      cccooonnntttrrrooolllllleeerrr      fffrrrooommm      ttthhheee      ssswwwiiitttccchhh

OOOFFFFFFlllooowwwMMMoooddd TTThhheee      cccooouuunnnttt      ooofff      OOO!eeennnFFFlllooowww      ffflllooowww      mmmoooddd      cccooommmmmmaaannndddsss      ssseeennnttt      fffrrrooommm      ttthhheee      cccooonnntttrrrooolllllleeerrr      tttooo      ttthhheee      ssswwwiiitttccchhh

TTThhheee      vvvaaallluuueeesss      aaarrreee      cccooouuunnnttteeerrrsss      sssiiinnnccceee      ttthhheee      lllaaasssttt      tttiiimmmeee      ttthhheee      cccooonnntttrrrooolllllleeerrr      wwwaaasss      rrreeessstttaaarrrttteeeddd...

TTThhheee      ffflllooowww      mmmoooddd      cccooouuunnnttteeerrr      iiinnncccllluuudddeeesss      cccooommmmmmaaannndddsss      ttthhhaaattt      aaadddddd      ooorrr      dddeeellleeettteee      ffflllooowww      mmmooodddsss      ooonnn      ttthhheee      ssswwwiiitttccchhh...      DDDuuueee      tttooo      ttthhheee      wwwaaayyy
ttthhheee      cccooonnntttrrrooolllllleeerrr      hhhaaannndddllleeesss      ffflllooowww      mmmooodddsss      ttthhheeerrreee      aaarrreee      tttyyy!iiicccaaallllllyyy      333      ffflllooowww      mmmoooddd      cccooommmmmmaaannndddsss      !eeerrr      !aaaccckkkeeettt       iiinnn      eeevvveeennnttt      ttthhhaaattt       iiisss
fffooorrrwwwaaarrrdddeeeddd...

HHHeeerrreee      aaarrreee      sssooommmeee      eeexxxaaammm!llleeesss:::

TTTooo      gggeeettt      ttthhheee      lllaaattteeesssttt      mmmeeemmm-‐-‐-uuussseeeddd

UUURRRLLL hhhtttttt!::://////<<<iii!>>>:::888000000000///rrreeesssttt///vvv111///ssstttaaatttsss///cccooonnntttrrrooolllllleeerrr///dddeeefffaaauuulllttt///lllooocccaaalllhhhooosssttt///mmmeeemmm-‐-‐-uuussseeeddd

TTTooo      gggeeettt      ttthhheee      lllaaasssttt      hhhooouuurrr      ooofff      mmmeeemmm-‐-‐-uuussseeeddd:::

UUURRRLLL hhhtttttt!::://////<<<iii!>>>:::888000000000///rrreeesssttt///vvv111///ssstttaaatttsss///cccooonnntttrrrooolllllleeerrr///dddeeefffaaauuulllttt///lllooocccaaalllhhhooosssttt///mmmeeemmm-‐-‐-uuussseeeddd???ssstttaaarrrttt-‐-‐-tttiiimmmeee===111333000222888888888555111666222666000&&&eeennnddd-‐-‐-tttiiimmmeee===111333000222888999222111111666222666000

TTTooo      gggeeettt      ttthhheee      mmmooosssttt      rrreeeccceeennnttt      OOOFFFPPPaaaccckkkeeetttIIInnn      vvvaaallluuueee      fffooorrr      ssswwwiiitttccchhh      000000:::000000:::000000:::000000:::000000:::777333:::222888:::000222:::

UUURRRLLL hhhtttttt!::://////<<<iii!>>>:::888000000000///rrreeesssttt///vvv111///ssstttaaatttsss///ssswwwiiitttccchhh///dddeeefffaaauuulllttt///000000:::000000:::000000:::000000:::000000:::777333:::222888:::000222///OOOFFFPPPaaaccckkkeeetttIIInnn

TTTooo      gggeeettt      ttthhheee      lllaaasssttt      dddaaayyy      ooofff      OOOFFFPPPaaaccckkkeeetttIIInnn:::

UUURRRLLL hhhtttttt!::://////<<<iii!>>>:::888000000000///rrreeesssttt///vvv111///ssstttaaatttsss///ssswwwiiitttccchhh///dddeeefffaaauuulllttt///000000:::000000:::000000:::000000:::000000:::777333:::222888:::000222///OOOFFFPPPaaaccckkkeeetttIIInnn???ssstttaaarrrttt-‐-‐-tttiiimmmeee===111333000222888000666222666999777888111&&&eeennnddd-‐-‐-tttiiimmmeee===111333000222888999222666666999777888111

TTTooo      gggeeettt      ttthhheee      lllaaasssttt      dddaaayyy      ooofff      OOOFFFPPPaaaccckkkeeetttIIInnn      rrraaattteeesss:::

UUURRRLLL hhhtttttt!::://////<<<iii!>>>:::888000000000///rrreeesssttt///vvv111///ssstttaaatttsss///ssswwwiiitttccchhh///dddeeefffaaauuulllttt///000000:::000000:::000000:::000000:::000000:::777333:::222888:::000222///OOOFFFPPPaaaccckkkeeetttIIInnn???ssstttaaarrrttt-‐-‐-tttiiimmmeee===111333000222888000666222666999777888111&&&eeennnddd-‐-‐-tttiiimmmeee===111333000222888999222666666999777888111&&&dddaaatttaaa-‐-‐-fffooorrrmmmaaattt===rrraaattteee

555...888...      EEErrrrrrooorrr      HHHaaannndddllliiinnnggg
IIIfff      ttthhheeerrreee'''sss      aaannn      eeerrrrrrooorrr      !rrroooccceeessssssiiinnnggg      ttthhheee      RRREEESSSTTT      rrreeeqqquuueeesssttt,,,      ttthhheeennn      ttthhheee      RRREEESSSTTT      AAAPPPIII      rrreeetttuuurrrnnnsss      aaannn      aaa!!rrrooo!rrriiiaaattteee      HHHTTTTTTPPP      eeerrrrrrooorrr      cccooodddeee
aaannnddd      ttthhheee      bbbooodddyyy      ooofff      ttthhheee      rrreeesss!ooonnnssseee      iiisss      aaa      JJJSSSOOONNN      ooobbbjjjeeecccttt      cccooonnntttaaaiiinnniiinnnggg      ssseeevvveeerrraaalll      fffiiieeellldddsss:::



.
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FFFiiieeelllddd      NNNaaammmeee DDDeeessscccrrriiippptttiiiooonnn

eeerrrrrrooorrr___tttyyy!eee TTThhheee      tttyyy!eee      ooofff       ttthhheee      eeerrrrrrooorrr///eeexxxccceee!tttiiiooonnn...      TTThhhiiisss      mmmaaa!sss      tttooo       ttthhheee      nnnaaammmeee      ooofff       ttthhheee      eeexxxccceee!tttiiiooonnn      ttthhhaaattt      wwwaaasss
ttthhhrrrooowwwnnn      bbbyyy      ttthhheee      RRREEESSSTTT      iiimmm!llleeemmmeeennntttaaatttiiiooonnn...

dddeeessscccrrriii!tttiiiooonnn AAA      hhhuuummmaaannn-‐-‐-rrreeeaaadddaaabbbllleee      dddeeessscccrrriii!tttiiiooonnn      ooofff      ttthhheee      eeerrrrrrooorrr

mmmooodddeeelll___eeerrrrrrooorrr
(((ooo!tttiiiooonnnaaalll)))

TTThhheee      mmmooodddeeelll-‐-‐-llleeevvveeelll      vvvaaallliiidddaaatttiiiooonnn      eeerrrrrrooorrr

fffiiieeelllddd___eeerrrrrrooorrrsss
(((ooo!tttiiiooonnnaaalll)))

TTThhheee      !eeerrr-‐-‐-fffiiieeelllddd      vvvaaallliiidddaaatttiiiooonnn      eeerrrrrrooorrrsss

TTThhheee      mmmooodddeeelll___eeerrrrrrooorrr      aaannnddd      fffiiieeelllddd___eeerrrrrrooorrrsss      fffiiieeellldddsss      aaarrreee      ooonnnlllyyy      ssseeettt      iiifff      ttthhheee      eeerrrrrrooorrr      oooccccccuuurrrrrreeeddd      ddduuurrriiinnnggg      vvvaaallliiidddaaatttiiiooonnn      ooofff      ttthhheee      iiinnn!uuuttt
dddaaatttaaa      wwwhhheeennn      cccrrreeeaaatttiiinnnggg      ooorrr      uuu!dddaaatttiiinnnggg      aaa      dddaaatttaaa      iiittteeemmm...      YYYooouuu      gggeeettt      ttthhheeessseee      eeerrrrrrooorrrsss      iiifff      ttthhheee      fffooorrrmmmaaattt      ooofff      ttthhheee      iiinnn!uuuttt      dddoooeeesssnnn'''ttt      mmmaaatttccchhh
ttthhheee      eeexxx!eeecccttteeeddd      fffooorrrmmmaaattt      ooofff      ttthhheee      fffiiieeelllddd      yyyooouuu'''rrreee      ssseeettttttiiinnnggg      (((eee...ggg...       tttrrryyyiiinnnggg      tttooo      ssseeettt      aaannn       IIIPPP      aaaddddddrrreeessssss      fffiiieeelllddd      tttooo      sssooommmeeettthhhiiinnnggg      ttthhhaaattt
dddoooeeesssnnn'''ttt      hhhaaavvveee      ttthhheee      fffooorrrmmmaaattt      ooofff      aaannn      IIIPPP      aaaddddddrrreeessssss)))...

555...999...      SSSaaammmpppllleee      !ooodddeee

555...999...111...      PPPyyyttthhhooonnn

 jsonimport
 urllib2import

def construct_rest_url(host, type, id=None, query_params=None):
    """
    Construct the REST URL  the given host/type/id, including thefor
    items in the query_params dict as URL-encoded query parameters
    """
    url = 'http://%s:8000/ /%s/' % (host, type)rest

 id:if
       url += id
       url += '/'
     query_params:if
        url += '?'
        url += urllib.urlencode(query_params)
     urlreturn

def print_rest_error_info(e):
    """
    Extract the error information and print it.
    This is mainly intended to demonstrate how to extract the
    error info from the exception. It may or may not make sense
    to print out  information, depending on the application.this
    """
    # Extract the info from the exception
    error_code = e.getcode()
    response_text = e.read()
    obj = json.loads(response_text)
    error_type = obj.get('error_type')
    description = obj.get('description')

    # Print the error info
    print 'HTTP error code = ', error_code, '; error_type = ', error_type, '; description = ',
description

    # Print the optional validation error info
    model_error = obj.get('model_error')



.
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     model_error:if
        print 'model_error = ', model_error
    field_errors = obj.get('field_errors')
     field_errors:if
        print 'field_errors = ', field_errors

def get_rest_data(host, type, id=None, query_param_dict=None):
    """
    Get the data  the given type/id/params from the give host.for
    If both id and query_param_dict are None, then the  valuereturn
    is the list of all objects of the given type, represented as an
    array of dicts. If the id is set, the the  value is thereturn
    single object with that id, represented as a dict. If filtering
    parameters are specified in the query_param_dict, thenn the return
    value is the list of objects that match the filtering criteria.
    """
    url = construct_rest_url(host, type, id, query_param_dict)
    request = urllib2.Request(url)
    :try
        response = urllib2.urlopen(request)
        response_text = response.read()
        obj = json.loads(response_text)
         objreturn
    except urllib2.HTTPError, e:
        print_rest_error_info(e)
        raise e

def put_rest_data(obj, host, type, id=None, query_param_dict=None):
    """
    Put the given object data to the given type/id/params at the given host.
    If both the id and query_param_dict are empty, then a  item is created.new
    Otherwise, existing data items are updated with the object data.
    """
    url = construct_rest_url(host, type, id, query_param_dict)
    post_data = json.dumps(obj)
    request = urllib2.Request(url, post_data, {'Content-Type':'application/json'})
    request.get_method = lambda: 'PUT'
    :try
        response = urllib2.urlopen(request)
         response.read()return
    except urllib2.HTTPError, e:
        print_rest_error_info(e)
        raise e

def delete_rest_data(host, type, id=None, query_param_dict=None):
    """
    Delete data items of the given type/id/params at the given host.
    If both id and query_param_dict are None, then all objects of the
    given type are deleted. If the id is set, then the object with that
    id is deleted. If filtering parameters are specified in the
    query_param_dict, then the objects that match the filtering criteria
    are deleted.
    """
    url = construct_rest_url(host, type, id, query_param_dict)
    request = urllib2.Request(url)
    request.get_method = lambda: 'DELETE'
    :try
        response = urllib2.urlopen(request)
         response.read()return
    except urllib2.HTTPError, e:
        print_rest_error_info(e)
        raise e

# Get all hosts
hosts = get_rest_data('localhost', 'host')

# Get host with MAC address of 00:00:00:00:00:01
one_host = get_rest_data('localhost', 'host', '00:00:00:00:00:01')

# Update the name of the host whose MAC address is 00:00:00:00:00:01
name_info = {'name':'test'}
saved_message = put_rest_data(name_info, 'localhost', 'host', '00:00:00:00:00:01')



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      777666      ooofff      777777

# Delete the  flow table entry named static "test1"
deleted_message = delete_rest_data('localhost', 'flow-entry', 'test1')

# Delete all  flow table entries whose name starts with static "test"
deleted_message = delete_rest_data('localhost', 'flow-entry', None,
{'name__startswith':'test'})

555...999...222...      BBBaaassshhh      SSShhheeellllll      wwwiiittthhh      cccuuurrrlll
GGGeeettttttiiinnnggg      ttthhheee      llliiisssttt      ooofff      mmmooodddeeelllsss      aaannnddd      gggeeettttttiiinnnggg      aaa      llliiisssttt      ooofff      ssswwwiiitttccchhheeesss      aaannnddd      ffflllooowww-‐-‐-eeennntttrrriiieeesss:::

$ curl http://192.168.2.229:8000/ /rest
[{ : , : }, { : ,"url_path" " /controller-node/"rest "name" "controller-node" "url_path" " / /"rest switch

: }, { : , : }, { : , "name" " "switch "url_path" " /host/"rest "name" "host" "url_path" " /link/"rest
: }, { : , : }, { : "name" "link" "url_path" " /flow-entry/"rest "name" "flow-entry" "url_path" "rest
, : }]/port/" "name" "port"

$ curl http://192.168.2.229:8000/ / /rest switch
[{ : 3, : , : "tables" "socket-address" "/192.168.2.28:41387" "connected-since" "2010-12-29

, : 71, : , : 2049, 19:28:06.665000" "capabilities" "controller" "127.0.0.1:6633" "actions"
: , : , : , :"ip-address" "192.168.2.28" "dpid" "00:00:00:00:00:00:00:01" "active" true "buffers"

256}, { : 2, : , : "tables" "socket-address" "/192.168.2.102:40973" "connected-since" "2010-12-29
, : 135, : , : 2047, 19:28:07.334000" "capabilities" "controller" "127.0.0.1:6633" "actions"

: , : , : , :"ip-address" "192.168.2.102" "dpid" "00:0a:00:21:f7:de:e9:00" "active" true "buffers"
256}, { : 2, : , : "tables" "socket-address" "/192.168.2.101:65152" "connected-since" "2010-12-29

, : 135, : , : 2047, 19:28:07.116000" "capabilities" "controller" "127.0.0.1:6633" "actions"
: , : , : , :"ip-address" "192.168.2.101" "dpid" "00:0a:00:24:a8:c4:69:00" "active" true "buffers"

256}]

$ curl http://192.168.2.229:8000/ /flow-entry/rest
[{ : 0, : 1, : , : 10, : , "wildcards" "protocol" "name" "pingblock" "idle-timeout" "actions" "drop"

: 32768, : , : 0, : 2048, "priority" " "switch "00:0a:00:21:f7:de:e9:00" "cookie" "ether-type"
: , : 10}]"active" false "hard-timeout"

AAAddddddiiinnnggg      aaa      ffflllooowww-‐-‐-eeennntttrrryyy      (((nnnooottteee      ttthhheee      PPPUUUTTT      iiinnn      ttthhheee      cccuuurrrlll      cccooommmmmmaaannnddd-‐-‐-llliiinnneee      aaannnddd      wwwaaatttccchhhiiinnnggg      ttthhheee      qqquuuoootttiiinnnggg      ooofff      ttthhheee      JJJSSSOOONNN)))      aaannnddd
ttthhheeennn      ccchhheeeccckkkiiinnnggg      ttthhheee      llliiisssttt      ooofff      ffflllooowww-‐-‐-eeennntttrrriiieeesss      aaagggaaaiiinnn:::

$ curl -X PUT -d '{ : , : , : , : "name" "testing" "src-ip" "192.192.192.1" "active" "True" " "switch
, : }' http:"00:00:00:00:00:00:00:01" "ether-type" "2048" //192.168.2.229:8000/ /flow-entry/rest

saved

$ curl http://192.168.2.229:8000/ /flow-entry/rest
[{ : 0, : 1, : , : 10, : , "wildcards" "protocol" "name" "pingblock" "idle-timeout" "actions" "drop"

: 32768, : , : 0, : 2048, "priority" " "switch "00:0a:00:21:f7:de:e9:00" "cookie" "ether-type"
: , : 10}, { : 0, : , : 60, "active" false "hard-timeout" "wildcards" "name" "testing" "idle-timeout"
: , : 32768, : , : 0,"src-ip" "192.192.192.1" "priority" " "switch "00:00:00:00:00:00:00:01" "cookie"

: 2048, : , : 0}]"ether-type" "active" true "hard-timeout"

JJJuuusssttt       fffooorrr       rrreeefffeeerrreeennnccceee,,,       ttthhhiiisss       nnneeewwwlllyyy       aaaddddddeeeddd       ffflllooowww-‐-‐-eeennntttrrryyy       lllooooookkksss       llliiikkkeee       ttthhhiiisss       iiinnn       ttthhheee       rrruuunnnnnniiinnnggg       cccooonnnfffiiiggg       aaannnddd       iiinnn       ttthhheee       ssshhhooowww
cccooommmmmmaaannnddd      iiinnn      ttthhheee      CCCLLLIII:::



.

!rrrooo!rrriiieeetttaaarrryyy      aaannnddd      cccooonnnfffiiidddeeennntttiiiaaalll PPPaaagggeee      777777      ooofff      777777

192.168.2.229:8000> sh run | begin  | head -6switch
 00:00:00:00:00:00:00:01switch

  flow-entry testing
    active True
    ether-type 2048
    src-ip 192.192.192.1
!
192.168.2.229:8000> show  00:00:00:00:00:00:00:01 flowswitch
Bytes Packets Dur(s) Cookie         In Port Src MAC Dst MAC Ether Type Src IP        Dst IP
Protocol Src Port Dst Port
-----|-------|------|--------------|-------|-------|-------|----------|-------------|------|--------|--------|-------- 0    
0       10     -testing *       *       *       ip(2048)   192.192.192.1 *      *       static
*        *       

192.168.2.229:8000>

TTThhheeerrreee      aaarrreee      aaalllsssooo      RRREEESSSTTT      cccooommmmmmaaannndddsss      aaattt      ttthhheee      cccooonnnsssooollleee      (((!ooorrrttt      888000000000)))      tttooo      gggeeettt      ttthhheee      rrreeeaaallltttiiimmmeee      dddaaatttaaa      fffrrrooommm      BBBeeeaaacccooonnn      (((wwwhhhiiiccchhh      iiinnn
tttuuurrrnnn      gggeeetttsss      iiittt      dddiiirrreeeccctttlllyyy      fffrrrooommm      aaa      ssswwwiiitttccchhh))),,,      bbbuuuttt      ttthhheee      fffooorrrmmmaaattttttiiinnnggg      cccuuurrrrrreeennntttlllyyy      iiisssnnn'''ttt      dddooonnneee      iiinnn      ttthhheee      dddjjjaaannngggooo///!ooorrrttt      888000000000      RRREEESSSTTT
lllaaayyyeeerrr      (((fffooorrrmmmaaattttttiiinnnggg      iiisss      cccuuurrrrrreeennntttlllyyy      dddooonnneee      iiinnn      ttthhheee      CCCLLLIII))),,,      sssooo      ttthhheee      ooouuuttt!uuuttt      mmmaaayyy      nnnooottt      bbbeee      dddiiirrreeeccctttlllyyy      uuunnndddeeerrrssstttaaannndddaaabbbllleee...            SSStttiiillllll,,,      iiittt'''sss
uuussseeefffuuulll      sssooommmeeetttiiimmmeeesss      tttooo      gggeeettt      iiittt      fffrrrooommm      ttthhheee      ssswwwiiitttccchhh:::

$ curl http://192.168.2.229:8000/ /realtimestats/desc/00:00:00:00:00:00:00:01/rest
[{ : , : , :"serialNumber" "None" "manufacturerDescription" "Stanford University" "hardwareDescription"

, : , :"Reference Userspace Switch" "softwareDescription" "1.0.0" "datapathDescription" "GSM-7328-1
, :1056}]pid=795" "length"

$ curl http://192.168.2.229:8000/ /realtimestats/flow/00:00:00:00:00:00:00:01/rest
[{ :{ : , : ,"match" "dataLayerDestination" "AAAAAAAA" "dataLayerSource" "AAAAAAAA" "networkSource"
:-1061109759, :2048, :0,"dataLayerType" "dataLayerVirtualLan"

:0, :0, :0,"dataLayerVirtualLanPriorityCodePoint" "inputPort" "networkDestination"
:0, :32, :0,"networkDestinationMaskLen" "networkSourceMaskLen" "networkProtocol"

:0, :0, :0, :4178159},"networkTypeOfService" "transportDestination" "transportSource" "wildcards"
:45732403745914880, :0, :7, :192000000,"cookie" "idleTimeout" "durationSeconds" "durationNanoseconds"

:0, :0, :30, :0, :88, :[],"packetCount" "byteCount" "hardTimeout" "tableId" "length" "actions" "priority"
:-32768}]


